Exhibit DC-4
Page 79 of 90

+ 5Some indicators of suspicious surveillance of the company:

o Demeanor of the individuals {Da they avoid eye contact?)

o Do they app=2ar intgrested in something that is not there or that would not
normally held long periods of interest?

o Do they appear to be taking measurements with their feet/stride, vehicle (driving
a pattern), or using a rangs finder?

o Afempts to gain sensitive infermation about security measures or personnel,
entry points, peak days, and hours of operation, and access controls such as
alarms or locks.

o Observations of security procedures or staffing positions.

o Discreet or unusually suspicious use of cameras or video recorders, sketching or
note taking, particularly of or about sensitive areas or restricted access points.

o Unusual or suspicious interest in speaking with building maintenance persennel.

o Observations of or quastions about facility security measures, to include barriers,
restricted areas, cameras. and intrusion detection systems.

o Observations or questions about facility air conditioning, heating, or ventilation
systems.

o Atiempted or unauthorized access to rooftops or other potentially sensitive areas.

» What may constitute suspicious activity to one persen may not be suspicious to another
person. A goad gaugs for distinguishing suspicious persons or activities is if your
intuition or instinct tells you something is wrong, it probably is wrong. By reccgnizing and
reporting suspicious activity we may prevent a loss or ¢rime from accurming and help to
batter ensure the safety of employees and company assats.

o Should you observe suspicicus persons or activities report it immediately to:

v Your supervisor.
»  Corporate Security.

o Call 811 immediately if a crime is cccurring or the situation appears dangsrous or
threatening.

Sabotage

Sabotage i1s the deliberate destruction of property, equipment, controls, or communication with
the intent of causing:

» Intarruptions to critical cperations
s System Failure
¢ Disruption of the bulk glsctric systermn or gas distribution system

Events caused by theft and vandalism ara nof considared sahofage.

* The key io protecting CNP facilities fram sabotage is to be conscious of activities in or
around our facilities. Early detection and recognition of potential and actual sabotage
events are critical. Sabotage may be the work of farrorists, hastile individuals, or
disgruntied employees. Sabotage evenis can be cyber, physical, and/or operational and
may include events like:

o Terrorist threats or attacks.

o Discovery of explosives.

o Extensive damage to our electrical, gas distribution, gathering, and distribution
facilities and equipment,
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o Suspicious packages infaround cur facilities and equipment.

o Apparent forced entry.

o Intelligence gathering attempts; unauthorized people requesting infarmation
about itemns such as operations, software, and telecommunications, ete.

o Unauthorized physical surveillance, including photography.

o Other suspicious events,

s  Employees who observe an act, event, unusual conduct, unusual inquiry, any
guestionable or suspicious activity invalving company physical and/or cyber facilities,
assets, or personnel should consider such activity a potential threat.

+ Employges should aveid “confirmation bias” to explain their observations — in other
words, developing a “good reason” why something may have cccurred. Some examples
are, “That person is just really curious so is asking lots of questions” OR "Theare's
damage to this equipment but it was proebably just kids messing arcund.”

« |tis the responsibility of all company employees to report suspicious activities by
netifying their supervisor and the Corporate Security Departrnent as soon as pessible. If
an immediate risk of damage, injury, or sabotage is present, employees should call 911
immediately.

Trespassers

« Trespassears are not permitiad on company property.
« |f trespassers are found upon company property, take the following actions.

o If your Facility has a security officer, notify the security officer immediately s0 the
personis) can ke removed.

o If no security officer is at your facility, then notify your suparvisor or building
managemsnt.

o |f you feel safe doing so, advise the loiterer or trespasser that you represent the
company property and that they need to leave immediately. If the person fails to
leave, call the police.

o When the palice arrive they will ask you if you want to issus a trespass warming.
You will have to igll the police officer that the person is not welcome, is
trespassing and that you want them to leave. If the persan persists and refuses
to leave after being given this notice than they will be subject to arrest by the
police for trespassing.

Physical Security Support to an emergency event for Non-Security Related Activations
Security Staffing and Responsibilities

Security is responsible for providing services to help maintain a safe and secure work
environment for parsonnel and assets during recovery from an event.

Security support during an event includes:

+ Providing support for the staging site security coordinators
» Coordination and deployment of contract guards and off-duty police officers
+ QOverseeing secunty at staging sites
o Acting as a liaison with law enforcement, other governmental agencies, and
private industrial security departments
o Coordinating police escorts for crews and materials
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o Gontract at least two off duty officers per staging site for escorts
 |f and when local police can provide escorts, these officers may be
released
= Prompt handling of all incidents of a security nature
Retain one palice officer avemight to provide armed security for each staging site
o Coordination of toll road procedures with Harris County Toll Road Authority
o The maintenance, monitering of, and response to appiicable electronic security
syslems
o Traffic control for AM and PM crew truck movemeants
*  Providing guidance and direction for personnel brought in by contract to
assist with the staging site traffic flow and parking for foreign crews
= Confract an off-duty pelice officer for infout traffic contrel at staging site
street entrance and exit gates, during active hours of work

Field Staffing:

« Security Coordinator Lead
+ Senior Security Caoordinators
« Security Coordinators

At the Tower:

+  Manager

«  Security Technical Coordinator Lead

+ Security Billing Contractor Coordinators
+ Security Technical Coordinators

Inputs

¢ Security Coordinators {Lead and Seniors)
o Which staging sites will be opened {from Operations section chief)
Traffic control needs at staging sites {from Staging Site manager)
Which restricted rcads CNF needs access to (from Cperations)
Any security incidents that occur (from Staging Site manager or Operations)
Which crews and materials will need police escorts (from Operations and Supply
Chain)
o Which assets will need protection (from Operations and Staging Site manager)
s Security Billing Coordinators
o State and plate numbers of foreign and mutual assistance crews (from Resource
Unit)

a0 0 D

Tasks

+ Security Coordinators

o Coordinating with local authorities to ensure CNP personnel access to storm
damaged areas
Coordinating and deploying contract guards and off-duty police officers
Acting as a liaison with law enforcement ar other governmental agencies
Coordinating police escorts of crews and materials
Handling promptly all incidents of a security nature

o0 a0
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o Goordinating traffic conirol for morning and evening crew truck movements at
staging sites
»  Security Technical Coordinators
o Coordinating toll road proceduras with Harris County Toll Road Authority
o Maintaining, monitoring, and responding to infermation from electronic security
systems
+ Security Billing Contractor Coordinators
o Keep track of time logs for contract security resources
o Ensuring that CNP processes payments for security contract resources in a
timely manner

Cutputs

+ Information on which foreign and mutual assistance vehicles will need access to tali
roads (to HCTRA)
« Payments to contract security personnel

Process Timeling
During emergency:

« Coordinate with local authorities for CNP personnel entry to damaged areas
¢« Provide security and traffic contral at staging sites

« Provide security for service centars

» Advise management of sacurity issues

Responsibilities
Maintain Security for emergency Staging Site(s)

= Security personnel schedulas
+ Security personnel assignments

Coardinate with Corporate Security for Law Enfarcement Support

«  Crew escors

s Customer threats

+ Denied access

+ QOversized loads

» Police checkpoints
« Traffic control

Security Incidents

¢  Document all incidents
» Report to Corporate Security and Staging Site Managament

Documentation

» Keep track of all security related schedules
+ Keep track of all security requests
+ Keep a sigr-in log at the main security tent for all security related persennel
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Reporting for Duty

+ Have your CNP issued IO
+ Report to EQP Leader until dismissed from duty or emergancy activation
« Report to assignad staging site on day 1 of activation
o Staging site werking hours {Sam to Spm) — 7 days a week
o Things you will need
*  Staging site layout
= Contacts list
= Area map
o Prepare for staging site conditions
*  ‘Wear appropriate shces and clothing for the envircnment
*  Vear safety vests, traffic whistles, etc.
= Bring medications, laptop, air card (if appliablg), smart phone, phone
charger, eic.
»  Refueling to be determined on availabiiity
*  feals and fluids to be consumed as time permits (sat and drink when you
can, sitwhen you can)
*  Track hours worked, werk related mileage, and personal cell phone
charges
= Be alert (SITUATIONAL AWARENESS)
= [rate Customers or perscnnel (NOT allowed access to staging
sites or SCs)
» Crew/Site Personnel altercations
+ Report to onsite management or call 211 if necessary
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Annex H

Emergency generation/Leng Lead Time Facilities
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Emergency Generation/Long Lead Time Facilities
Purpose

As aresult of amendments to PURA in the 2021 Texas Legislative session and in the 2023
Texas Legislative session, TDUs may lease and operats facilities that provide temporary
emergancy electric energy 10 aid in restoring power 1o the utility’s distribution customers during
“a significant power outage”’ in which the independent system operator has ordered the utility to
shed lcad or the utility’s distribution facilities are not being fully served by the bulk power system
under nermal operation,

Scope

This Annex covers actions and strategies to prepare for, mitigate against, respond to, and
recover from “a widespread power outage” that directly impacts customers of CEHE that
reguires emergency generationduring the restoration operations.

In accordance with applicable statutes, CEHE has entered into a lease agreement with a
emergency generationprovider to secure amergency back-up generation capacity, with the
lease agresment ending on June 30, 2029, This lease agreement also extended the lzase term
for certain temporary emergency generation units that CEHE had previously leased under a
shart-term lease agreement. CEHE has leased up to approximately 500 MW of temgorary
emergency generation units, with actual output depending on ambient and other operating
conditicns. CEHE has the following temporary emergency generation units to deploy, if
necessany.

s Up to fifteen {15) mobile furbine generator sets capable of providing approximately 30
MYV or more of power each depanding on ambient temperature and other operating
canditions.

« Up tofive (&) mobile turhine generator sets capable of providing approximately 5 MW or
more of power each depending on ambient temperature and other operating conditions.

« Appropriate support resources within prescribed times to transport and operate the
gquipment.

CEHE sxpects to be able to operate the eguipment until affected customers are eligible to
receive service (i.e. the statutory requirements are no longer met). Depending upon severity of
the extreme weather condition, this could range from less than 1 day to 5+ weeks.

Decisfion Making

CEHE Cperations will use the decision making and activation processes established in the
Emergency Operations Plan for emergencies needing emergency generation. See Section 3.2
for more information. Load shed, load restoration, and mutual assistance may trigger the need
for emargency ganeration.

Concept of Operations

The addition of emergency generation to CEHE's toclkit for Load Shed, EOF Restoration, and
Mutual Assistance procedures provides greater flexibility and the ability to segment cireuits and
find "safe” locations to supply power and bring customers online in hardest hit areas more
quickly while working to restore the grid. This allows for different cperations, to allocate crews

306



Exhibit DC-4
Page 86 of 90

and resources more efficiently, to restore service quickly, and priontize service restoration {0
critical customers while leveraging emergency generation. The goal of the Tiger Team is te
coordinate with EQP teams {CVAL, TVAL, DVAL, and Government Liaisons) to identify potential
locations where the emergency generation can provide support, and, after coordination with
stakehalders, mobilize the generation to the most critical areas. The Tiger Team will continue to
support the emergency generation throughout the event (vendor communications, fueling,
logistics etc.).

Based on system needs, and in coardination with appropriate government officials and
regulators, CEHE will determine the potential location{s) where the hack-up emergency
generation facilities will be best utilized, to the extent possible based on actual conditions of a
particular event. These determinations will be based on good utility practice, system conditions,
and the circumstances and customer needs during each individual event.™ Some back-up
emergency generation facilitias listed above have been pre-positioned at certain locations in
CEHE’s service area and the Emergency Generation Tiger Team will determine how to activate,
mobile and demokilize. Some back-up emergency generation facilities listed above have been
pre-positioned at certain locations in CEHE's service arga. Under the long-term lease
agreement, the emergency generation provider must provide transporntation and assembly
services if emergency generation facilities need to be relocated. CEHE will coordinate with the
emergancy generation provider in the event that the pre-positioned emergency generation
facilities need to be relocated to other locations in CEHE's service area during an event as
operating conditions, road conditions, and other safety considerations permit.

CEHE’s operation of back-up emergency generation faciliies during an event are not a
gusrantee against fluctuations, iregularities, or interruptions in delivery service. CEHE's
operation of back-up emergency generation facilities are subject to the provisions in CEHE's
BUCT-approved tariff, including, but not limited to, provisions related to quality of dalivery
service, emergencies a2nd necessary interruptions, limitation of warranties, and limits on liability.

Activation is called for hy RTO/Executive Leadership. From there we have & stages typically
followed, but we could enter (n any one of the first four including immediately moving to level 4.
These are defined as levels {Level 1 — Notifications, Level 2 — Preparations, Level 3 — Warm-up
of mobile generators, Level 4 — Deployment of mobile generators, i.e. begin operation of
genarators, Level 5 — Recall of flest, i.e. shut down and retum to “nermal ready” state).

As referenced previously, the Company utilizes four emergency activation levels, designed o
enhsure sufficient resources are available ta effectively respond to any type of event impacting
CEHE’s service territory. The alert lavels may be activated, based on need, during a variety of
event types. Please see Section A Overview for additional details regarding the Company’s
response to emergency events.

Testing

CEHE has a maintenance program with the vendor where mobile genzrators are maintained on
a quartery basis.

Il PURA §§ 39.918 (g)
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Vendor is respensible for verifying operation/maintaining and performs quarterly maintenance
on the mobile generators and monthly maintenance on the blackstart generators.

Load Shed Process

In the Ioad shed process kboth the 30 MW generators and the & MW generators can be utilized
simultanecusly. There are triggers that will be leveraged to engage the emergency generation
fleet. These include:

Triggers to initigte 30 MYV and 5 MW generation load shed deployment

The "*home” lecation for the emergency generation is within 17 substations. In their standard
configuration, the units will be connectad to an open switch within the substation that allows far
egse of interconnection in the event of an anticipated widespread outage lasting longer than 8
hours and is a risk to public safety (legislation as of 09/01/2021). There are & trigger levels and
action items within load shed events. The emergency generation can be initially deployed at any
irigger level based on grid’'emergency conditions, as defined by the below flowchart.

These levels include:

+ Level 1 = Notify - E-mail Mobhile Gen Contractor of possible deployment, but no action
required.

+ Level 2 — Prepare - E-mail Mobile Gen Contractor of anticipated deplayment and begin
alerting teams. E-mail intermal stakeholders making them aware of potential deployment,
but no action reguired yst.

» Level 3—Warm Up - E-mailfcall Mobite Gen Contractor to dispatch crews 1o locations,
begin generator “warm-up” procedures, and prepare for probable deployment. E-
mailfbegin call cycles with internal stakeholders making them aware of gen start (warm
up) and likely deployment and recommend institution of their respective Mobile Gen
deployment plans.

+ Level 4 — Deploy - E-mail/call Mobile Gen Caontractar identifying deplcyment is imminent
and RTO will assume dispatch controls of assets. E-mail/begin‘continueg call cycles with
internal stakeholders making them aware of gen deployment and to prepare for
energization of conductors with mobile generators and begin support needs.

» Level 5 Recall - E-mail/call Mobile Gen contractor to verify resources have been
released by RTO and allow ta beagin recall of fleet. E-mail/end call cycles with internal
stakehclders making them aware of gen fleet recall and recommend they begin the
recall of their respective suppart measures.
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Internal stakeholders’ primary functions include:

Environmental — Work with logging of hours of mobile generators are operational
ensuring TCEQ requirements are met. Tiger Team will receive data from Mobile
Generator vendor and store on Teams. Environmental Team will verify data and provide
guidance if other items are needed. Environmental will also interface with governmental
agencies requesting environmental documentation

Safety — Work with all teams on location to verify mobile generator operation and area is
safe. Also works with RTO/DCO to verify crews do not work on lines while mobile
generators are connected to the distribution grid and are operational (i.e powering
those conductors).
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« Procurement — Work with Tiger Team to procure items needed to support mobile
generators.

»  Fleet — Work with Tiger Team to procure fuel and fusl tanks to support mobite
generators.

s  Security — VWork with Tiger Team on providing security at all generator locations for the
duration of the event {including set-up and recall).

» Substation Operations — Support mehile generatar operaticn at substations for the
duraticn of the event {including set-up and recall).

»  Major Underground — Support mebile generator operation at substations for the duration
of the event {including set-up and recall).

» Distribution Control Operations — Suppart mobile gengrator operation through switching
orders and assist in isolation and load reduction for the duration of the event {including
set-up and recallj.

»  RTO — Support mohile generator operation by deplaying and "contralling”’ the operation
of the assets for the duration of the avent. They will be in sole control and call for
generator to come online and go offline for the duration of the runtime of the generators
during the event.

» AMS Technologies— Will support Transaction Management after the event through
providing data to REP’s regarding times generator was onling and offline to allow REF
to provide proper billing.

» Transaction Managemeant (Billing) — Will suppert REP's through data provided related o
mobile generator operation times and grid parallel timas. Will need to work in
conjunction with AMS Technologies to support this.

A tabular form of the triggers and action items is seen below:
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Mobile Generation Triggers and Action Items

Level 1] with wia g i mmmmw E-mrail Gen of
B8* hours and “small” Ioad support @esier Shas §* bours sed ergs™ead degloyment
supbort poskidle
pOsuble
ORI, ot Cormunceton from BTO/Leadersivg on | E-mad Moble Gen ctor of an d|
i xwwmﬂ \§ Event with 1 outage | event sprosching with directive to begn
— l‘mw':b;ﬂ prester than 8* hours end “larpe” ioad maung lEaTs awace of potenne!
wsoort ewected deployment need
eapected
E-mmil/cail Mobie Gen contracto” to resdy
m‘::mw* Conderence Sridge started with kpsons trocking vingply for p ang
S— e and giscustion sround poasible degioy personnel to ready the unis for
possible locationry/timeframes etr o, y
P P— Iacations/timeframes. et Directive from o wuppert po load
Level § ATO/Lesdershin/CYALDVAL TVALG RTO/Lescerthn/CVALDVALTVAL/Govern restorEnon epplicatons
on E-mail/notty througn Teams mesting the
== [begie ) ) [begin de-mabiiization) precared for desloyment and to begin their
fupport procedures [but not Sepioy vet]
{E-mailfcall Mobile Gen contrartor to mobilie]
wnits to addresses provided snd precere
generators for coerahon  Make mobile
Directive from RTO/Leadersnin/CVAL| Directve from RTO/Lesdenhin/CvAL on FEneTeior aware that RTO wil sssume
|Level 4| on cepioyment rettoraten iocanont | denioyment restoraton locabont begin | dispaton control of the motile generator
[begir mabilizing and degioynent) belizing snd deployment] E-mail/notty through Teams mesting the
mtermal stakehoiders of the mobilizsnen of
the generstors and that ATO will take over
mogile fenersbon coersbonal control
E-muiticall Mobse Gen contracto to werify
Communcanons from Notfy Mosiie Gen Contractor to begin | resources have Deen released and sllow o
Level 5| AT0/Leadership to stand down and ool down process snd return fleet to begin recall of fleet E-mail internel
recall peneraton fleet “home base’ mmm--d.ﬂhtl
recall

Operating duration, permitting, and noise concems

As stated above. the Tiger Team will collect run time data from emergency generation
contractor and post to the Tiger Team's website. The Environmental team will manage the
logged information provided by the mobile generator contractor and verify for proper operation
and adherence to all permitting required for operation. Environmental Team will also interface
with all governmental agencies requesting data from run logs for environmental purposes.

Related to noise concemns, it has been determined that City of Houston (COH) Code of
Ordinances Chapter 30 provides a waiver when “emergency work" is occurnng. A portion of
“emergency work” is detailed as * . (iv.) restoring public utilities.” Please see attached excerpt

from Chapter 30 in Section 10.
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Approvals

The CenterPaint Energy Houston Electric (CEHE) Emergency Operations Plan (EQP)
will be reviewed by the Emergency Preparsdness & Response Department based on
the maintenance and revision schedule established for this plan. Upan complstion of
review and any revisions, the EOP is submiited and ultimately reviewed and approved
by the Senior Vice President Houston Electric and Senior Vice President and Deputy
General Counsel.

This Plan was approved and implemented on March 15, 2025,

This supsrsedas and rescinds all previcus versions of this document.
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Record of Changes

Date of Change Vearsion

April 18, 2022 1.0
March 15, 2023 11
March 14, 2024 2024
March 15, 2025 2025

*Version history changed to refiect the plan year for consistency of updates.
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1. Purpose and Scope

1.1. Purpose
The CenterPoint Energy Houston Electric (CEHE) Emergency Operaticns Plan (EQPF) is a
framewark for a coardinated response to incidents, emergencies, and crises (referred to as
emergencies throughout this document). This plan provides an incident management system for
all emergencies that CEHE may encounter. This EOF cperates in conjunction with the
CenterPoint Energy Corporate Respense Flan (CRP). The CRP establishes the structure, and
the EOP establishes the emergency response organization and procedures. Using the Incident
Command System (ICS) as its methodology, the ECP facilitates goal- and objective-based
responses to emergencies, guided by the roles and responsibilities established in the EQP.

The incident management structure in this plan is scalable and may expand or contract based
on the emergency. It is flexible to mest the needs and intncacies of sach emergency. Its goal is
to assess and respond to any given emergency to manage and mitigate the safety, operational,
ragulatery, financial, repuiational, legal, and other business risks of an emergency effectively
and agilely.

This plan is based cn a worst-case scenario and provides for the critical roles and functions of
CEHE and its parent, CenterPoint Energy, Inc., during an emergency. However, it may not
address specific needs for all departments and operations. Departments shall develop any
additional plans or procedures necessary for regulatory requiremenis or to meet specific
cperatichal objectives during an emergency bayand this frameworic.

This plan provides guidelines and a framework for emergency organization, communications
and information management, decision-making, rasponse operations, resource management,
and recovery cperations.

1.2. Scope
The measures in this plan will be enacted for any event or circumstance that impacis CEHE
Cperations and requires resources and other suppert greater than normal daily operations to
protect safety, property, critical operations, and/or the environment. Generally, there are three
types of events:

Incidents: An cccurrence or event—natural, technological, or human-caused—that requires a
response to protect life, property, or the environment and/or restore operations. Typically does
noi extend beyond naormal day-to-day operational capabilities.

Emergencies: Any incident, whather natural, technological, or human-caused, that requires
responsive acticn to protect life or property, or the environment and/or restore operations.
Typically extends beyond normal day-to-day operational capabilities.

Crisis: An occurrence of a natural catastrophe, technological accident, or human-caused
emergency that has resulied in severe property damage, deaths, and/or multiple injuries,
significant property or environmental damage, or significant disruptions to operations. For
CenterPoint Energy thig can include emergencies happening simultaneously at different
enterprise ocations or involving multiple operation functions and those occurring for prolonged
periods.
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This plan applies to all CEHE locations, operations, and employees and supersedes any and all
prior emeargency plans. Should an emergency impact, or be expected to impact, any CEHE
lccation or operation, CenterFoint Energy will implemant the components of this plan.

1.3. CenterPoint Energy
CenterPoint Energy, [nc., headquartered in Housten, Texas, is a domestic energy delivery
company that includes elactric transmission & distribution and natural gas distributian. With
mere than § 800 employses, CenterPoint Erergy
and its predecessor companies have heen in

business for more than 140 years. o A
e
1.3.1. Gas Operations : ‘r‘ﬁs{ -
CenterPoint Energy sells and delivers natural gas = _
to approximately 4 million homes and businesses : ' &ﬁ;’ﬁﬁ f?
in six states: Indiana, Louisiana, Minnesota ' P

Mississippi, Ohio, and Texas {including greater
Houston area).

1.3.2. Electric Transmission and _ AN
Distribution and Power {E}:@

Gezneration [ bl L
CenterPoint Energy maintains the wires, poles and ' I Molrs Dt
electric infrastructure serving mares than 2.8 million i St g s Lt
metered customers in the greater Houston area B e e

B inrfier s P Gencration

and in southwastern Indiana.
CNP also owns and operates neaily 1,300 megawatts of electric generation capacity in Indiana.

1.4. Regulations and Authorities

The CEHE Emergency Operations Flan is governed by the following regulations and authorities:

= The Fublic Utllity Commission of Texas {PUC) Substantive Rules — Chapter 25
o PU.C. Subst R.§25.53

» North American Electric Reliability Corporation (NERC}
o EOP-0G11-2 Emergancy Preparedness and Operations

2. Assumptions

This plan is an “all-hazards” plan and is intended to address any emergency situation that may
arise and impact CEHE Opereations. This plan is based an a set of planning assumptions or
assumed operational conditions that provide a foundation for establishing protocols and
procedures. These assumptions are listad below:

» Critical lifeline utilities may be interrupted, including water delivery, electrical power,
natural gas, telephone communications, radio systemns, cellular telephones, and
infarmation systems.

» Regional and local services may not be available.

« Major roads, overpasses, bridges, and local streets may be damaged.

+ Buildings and structurgs, including homes, may be damaged.

» Damage may cause injuries and displacement of people.
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« Normal suppliers may not be able te deliver materials.

o  Emergency conditions that affect CenterPoint Energy locations will likely affect the
surrounding community, city, or county.

» CenterPoint Energy will need tc conduct its own situation analysis and deployment of
on-site rescurces and management of emergency operations, through the CenterPoint
Energy Emergency Operations Center (EOC) and Crisis Managemesnt Committea
{CMC), if needed, while emergency conditions exist.

3. Concept of Opegrations

3.1. Threat and Hazard Nonitoring
In order to respond affectively and in a timely manner, CEHE must maintain awareness and
identify when threats and hazards are forecasted te impact operations.

Emergency Preparcdness & Response (EP&R) collaborates with CEHE Operations, Enterprise
Risk Management, Corporate Security, Safety, and many other departments to monitor potential
threats and hazards that could affect all CNP operations including CEHE.

EP&R monitors natural hazards including hurricanes, tornadoes, extreme heat and cold
weather, drought, wildfires, flooding, and others. CEHE has an in-house meteorologist who
provides continuous weather monitoring and provides updates to CEHE and other leadership as
appropriate. Thase natural hazards are forecasted, as appropriate, and communicataed to CNP
leadership when they have the petential to impact to CEHE Oparaticns.

When CEHE receives a weather warning, weather watch, weather advisery, or a non-weathar-
related alert, EP&R will begin to take pre-emergency actions. These actions can include:

» Distributing the Emergency Monitoring Report

= Confirming CEHE Cperations is evaluating its emergency plans and updating the
Preparedness Report

s Evaluating the need for/schaduling an Operaticnal Alignment Call, if necessary

3.4.1. Emergency Monitoring Report
The Emergency Monitoring Report is designed to provide awaraness and forecasting for the
potential impact of the emergency. This report is distributed by EP&R to leaders across the
company o alert them to the potential impact and to prepare to respond if necessary.

2.1.2. Preparedness Report
The Preparedness Report provides a pre-emergency status update of the staffing, resource,
and operational plan for whan the hazard is likely to impact aoperations. This report is updated as
forecasting changes and the hazard impact timeframe draws near.
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3.2. Emergency Plan Activation
CenterPoint Energy has established Emergency Levels to help understand the complexity of an
emergency and possible actions that may need to be implemented at the particular emergency
level (Emergency Operations Center (EOC) activations, resource/staffing needs, mutual
assistance, etc.).

Table 3.2
Level of Description
Activation

Normal daily operations; any issues are resolved at the crew level

An incident has occurred, but local/regional resources are capable of
handling. The Emergency Operations Center (EOC) is not activated.
EP&R staff are notified and available for support.

An emergency has occurred that requires coordination among multiple
departments and resources. The EOC is partially or fully activated to
support depending on significance of emergency. EP&R staff are
notified.

Crisis Management Committee (CMC) is nofified, but likely not activated
A crisis has occurred, and significant coordination is necessary. Crisis
may involve multiple CNP operations/locations. EOC is fully activated
Crisis Management Committee (CMC) is activated

The use of these Emergency Levels promotes a common operating picture and mindset among
all responding departments about the severity and urgency of the situation.

This plan's concepts and operations will be implemented in accordance with emergency needs,
avallable resources, and the activation levels.

Components of this plan are activated whenever emergency conditions exist which cause
normal operations to not be capable of being performed and immediate action is required to:

Protect lives,

Restore operations,

Coordinate communications,

Prevent damage to the environment. property. or operational components, and/or
Temporarily assign CenterPoint Energy staff to perform emergency work.

Activation of any emergency response will include the establishment of an Incident Command
Team per the Incident Command System, part of FEMA's National Incident Management
System Depending on the scope and nature of the emergency, there may be some emergency
functions that are not activated or may be activated after the initial response has already begun.
For an effective response, CenterPoint Energy will only activate the functions that are required
but maintains the ability to allow for activation of additional functions if the emergency escalates,
to include all functions when appropriate. The Incident Commander/Unified Command will
determine what functions need to be activated.
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The Incident Commander/Unified Command will determine the activation level appropriate for
the emergency. They will notify the appropriate leadership positions based upon the activation
procedures, as well as the CMC.

Regardlass of the Emergency Level activated, employees must be preparad fo respend.
Empleyees should connect with their suparvisers and know thair reles during an emergency. If
necessary and called upen, management will release their employess from their normal
responsibilities to assist with an emergency response. Since sach event is different and
emergencies can change quickly, the procedures and components within CNP’'s Emengency
Plans are designed to be scalable to meet all emergencies, and employses should be prepared
to adjust their response, if necessary, to meet changing circumstances,

3.2.1. Troubie Levels

Trouble levels are a reactive decision-making tool for emergency respense in CEHE operations.

Trouble levels are used to help classify the impact an emergancy has had, or may have, on the
system. If an emergency is capable of being forecasted, the Emergency Level is designed to
pravide guidance far what the petential Trouble Level may be and help determine how the
Company will respond. CEHE's eight Trouble Levels are used in conjunction with the CNP
Emergency Levels.

12
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Level of
Activation

Trouble
Level

Overview of
Typical Electric
Impact

Normal conditions

Level of Response

Regular Operations
Duty Team working.

1-4 across system. Contract crews activated as needed
Partial
Multiple regions * Duty Team responding, as
affected, requires needed,
5-8 coordinated * Contract Crews activated,
response across needed.
the service area(s). | additional Incident Response Team
(IRT) Members activated as needed.
Full
* EOC activated upon request or
Most or all regions as needed,
affected, requires # Incident Management Team
coordinated (IMT) activated to CEHE DOC;
7.8 response and # Additional IRT Members
resource activated as needed,
management_ * Contract Crews activated, as
across the service needed:
area(s i
9 * Logistics activated at as needed.
Mutual Assistance Foreign Crews
activated, as needed
Full Plus
* EOC activated,
* |MT activated to CEHE DOC;
All regions affected; | * Additional IRT Members
requires activated;
8+ mmm:d * Contract Crews activated,
response a .
SOOI * Logistics Support activated,
management * Resource Management Support

activated.

* CMC activated
Mutual Assistance Foreign Crews
activated

13
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3.2.2. Operational Alignment Call
Once an emergency condition is farecastsd or cccurs for CEHE Operations, the CEHE Incidsnt
Commander on duty, or the CEHE Directors and Vice Presidents, or their designees, have the
authority to initiate an Operational Alignment Call.

The Operational Alignment Calls are designad to help determine the anticipated impact of the
emergency condition, the response capabilities and plans, and whether any emergency centers
sheuld be activated.

Cperational Alignment Calls are designed for all levels of emergencies and specific to CEHE
response and restoration operations and do not replace any emergency briefing calls designed
for Level 2 or Level 1 Emergencies. When an QOperaticnal Alignment Call is initiated, the
deciding authority will schedule the call.

3.2.3. No-Notice Operational Emergency Notifications
Emergencies can happen without notice. If the emergency is sudden, the deciding authority will
notify the EP&R staff to activate the appropriate emergency centers based on the level of
emergency. EP&R staif will then send a "CNP Alert” with activation details including:

» Type of emargency incidant, if applicable

» Reporting lceation (DOC, EOC, and CMC locations as appropriate)
» Operational Alignment Call information, if applicable

» When to report

» Any safely or security instructions

All identified EQC staff and CMC members should have a secondary and tertiary representative
in case they are unable to report upon activation.

3.2.4. Pre-Staging/Resource Mobilization
When a threat or hazard dictates, the Incident Commander, or his/her designee, may direct the
pre-staging of respocnse crews, personnel, and/or necessary materials and equipment in certain
areas to allow for their efficient and safe deployment. Staging areas may also be activated, if
nacessary.

Teo assist in the evaluation and decision making of resources (personnel and equipment) that
may be needed based on the impact from the emergency event, CNP uses a damage pradiction
model for natural hazards such as hurricanes. The model provides data of estimated damage
that may occur to the transmission and distribution system and assists in making determinations
for personnel, material, and equipment needs to proactively plan and procure, if necessary.

Te help ensure the necessary number of rescurces for forecasted natural hazard emergencies
that may have uncertain impacts, a 25% resource buffer is applied to identify the quantity of
resources needed to efficiently and safely restore the system to normal operations.

3.24.1. Personnel/Crew Types
At the onset of an emergency, internal crews will b divided to create first regponders, as
needed, to assess damage and begin restoring electrical service by performing automaied and
manual field switching, as well as fuse level response. As damage assessments angd initial
rasioration activities are complated, staffing will be adjusted to levels needed to assist in
performing eguipment replacement and repair.

14
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Internal Crews

CEHE has an internal cadre of trained crews to be utilized in all facets and phases of an
emergency. A count of these resources is continuzally available via the Situational Awareness
dashboard. The proper aliocation and management of thege resources is pivotal 1o & successful
emeargency response.

Contract Crews

CEHE maintains contracts with participating contract companies for additional restoration
support. Combined, these “contract ¢rews” will complement CEHE's resources. These
resources are activated before or during emergency response when it is determined externai
crews are required or will likely be required. The number of necessary contract crews required is
determined by the estimated or actual quantity of trouble cases, referral rate and type of
equipment damage that is expected or has occurred, including by use of the damage mode|,

Mutual Assistance

Whaen there is the potential that the need far additional crews may expand beyond the intemal
and contract craws already available to CEHE, additional resources may be requested.

During a Level 2 or Level 1 Emargency, CEHE will coordinate with the regicnal mutual
assistance groups {(RMAGs) for additional available resources. Should other utilities also be in
need of resources, the RMAG will utilize the RAMP-UP tool to fairly distribute resources
between the requesting parties based on need and contract resources previously acquired.
Entries into the RAMP-UP systemn can be coordinated through CenterPoint's Mutual Assistance
Team.

In addition to RAMP-UP, the Mutual Assistance Restaration Coordination (MARC) tool will be
utilized. The MARC software may be utilized to manage rosters from off-system resources and
electronically deliver work to crews that are not on our internal wark-arder systems. External
crews requestad by CEHE may have additional requirements to include some type of mobile
technology (e.q., iIPad, Smartphone, Toughbaok, Laptop, etc) to send/receive rosters as well as
to receive work packets.

3.2.5. Emargancy Assessment
In respending to an emergency, CEHE will initiate an Incident Action Plan {|AP) for glectric
sarvice restoration. This plan establishes the goals and objectives for the restoration of alectric
service. It may also be necessary to establish service restoration priorities. The establishment of
priorities is operationally driven and primarily focused on the restoration of service to as many
customers as socn and safely as possible and/or health and public safety services if necessary.
Pricrities sometimes may need to be modified to accommodate the particular needs of various
communities. The EQC will manage pricrity/objective-setting in a coordinated manner whenever
possible,

3.2.6. Damage Assessment
CEHE uses damage modelling te forecast damage in advance of a hurricane, sterm, cor other
sevare weather. Once those occur, Damage Assessment begins with the maobilization of crews
to identify and assess damage to CEHE electric delivery facilities. This may include making
repairs or referring the order to be assigned to the appropnate crew. Typically, this will be
canducted by internal first responders. Patral inspecters and unmanned asrial vehicles (UAY)
may also be activaied to assist in damage assessment. This enables damage to be assessed
guickly and allows for internal crews to begin to be redeployed to assist in restoration.
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3.2.7. Restoration Stratagies
Restoration Sirategies prioritize the restoration of critical health and human services facilities,
public safety facilities, and restoring services to the largest number of customers as quickly and
safely as possible. CEHE first responders will restare service, when pessible, during damage
assessment; however, for cases requiring restoration work activities, work will be referred to
construgtion crews as the emergency progresses. Contract Grews and Mutual Assistance
Crews may be activated and utilized depending cn the severity of the event and at the
discretion of the Incidernt Commander.

There may be emergencies where certain additional strategies are implemented for service
restoraticn due to the complexity of the event. CEHE |eadership will determine the appropriate
rastoration strategy to most effectively respond to the particular emeargency and mest the goals
and objactives for electric sarvice resteration. In general, CEHE's first priprities are to restors
power to the highest number of customers out of power as quickly as possible and o protect
critical health and human service and public safety facilities, such as fire stations, police stations
hospitals, warming centers, water freatment facilities, etc. that provide important health and
human services and/or public safety service to the community. To meet those pricritiss, CEHE
may deploy a variety of strategies such as cut and clear, order based, etc., and may account for
particularly negatively impacted customers and communities, vulnerable populations,
particularly prolonged ocutages, and other unigue issues requiring particular sttenticn.

Te speed system restoration efferts, damage modeling is utilized to estimate the potential
system damage, quantify the number of resources required, and plan for staging and the
dispatching of resources based on various rasteration strategiss.

Restoration activities may be divided into geographical divisions tc assist in managing span of
control challenges and allowing focus on division resteration. These Division Leads will be
responsible for ensuring the execution of the tactics required ta meet the operational periad
chjectives created by the Incident Commander.

Vegetation management and ¢learing following naturai hazard emergencies is an important
component to the restoration strategies. CEHE uses a process to accelerate the dispatching of
vegetation management crews as soon as it is safely practicable to do so after an emergency
event clears its system. Accelerated vegetation management may alsc be performed prior to an
expected emergency event to address “high risk” vegetation concerns, bazed on the output of
the damage modeling.

3.2.3. Temporary Emeargency Electric Energy Facilities {TEEEF) Strategy
The additicn of temporary emergency generation to CEHE’s toolkit for Load Shed, ECP
Restoration, Mutual Assistance procedures, and other uses cases permitted by statute provides
greater ability to supply temporary emergency generation power and kring customers online in
targeted areas more quickly while working to restore the grid. This allows for CERE to allocate
crews and resaurces more afficiently, to restore service more quickly, address particular
localized outages, and pricritize service restoration ta particular groups of customers. See
Annex H for mara information.
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3.2.9. Develop Okjectives
The CEHE rasponse to an emsergancy of any scope or magnitude is cbjective-based. The goal
of the emeargancy respanse is to maintain and stabilize the operational compongnts that suppart
CEHFE’s crifical services. Thase components are interdependant. Failure in one can cascade
across multiple or all of the other components. The Incident Commander will work to establish
specific, maasurable, achievable, realistic, and time or task-orignted (SMART) objectives, and
the CMC will then revisw, amend, or apprave them.

The CEHE ICS Section Chiefs will take the objectives and identify strategies, tactics, tasks, and
activities to achieve these objectives. These will be accomplished through the develecpment and
issuance of assignments, plans, procedures, and protocols for various emergency functions.

S EatT)

Incident Objectives

Eleciriciics]

Tactics, taskf, assignments

3.3. Incident Management System
CenterPoint Energy has adopted the National Incident Management System (NIMS) Incident
Command System (ICS) as its command structure for emergencies. The Director of EP&R is
the cocrdinator for ICS implementation. ICS is an all-hazards incident management tool allowing
the response of many different CNP departments and outside mutual assistance to be
coordinated. This structure can be expanded or contracted based upen the size of the incident,
maintaining 8 manageable span of control and following a clear chain of command.

Tha EP&R dapartment is responsible for ICS implementation during esmergency respenss
operations. EP&R will adhere to the principles of NIMS and ICS, including use of common
terminology, integrated communicationg, and the use of pre-designated facilities such as the
Distribution Department Operations Center (DDOC), Transmission Department Operations
Center {TDOQC) and the Emergency Operations Center (EQC). EP&R will also ensure that NIMS
and ICS are integrated into all emergency training and exercises.

During emergency response operations, the Senior Vice President of EPA&R and the Dirgctor of
EP&R will coordinate with the responsible utility or department to establish an Incident
Commander / Unified Command, as required.
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3.3.1. Incident Command
When a single Incident Commander (IC) is used, the |G has full responsibility for incident
management. This concept can be used for both simple and/or complex organizational
struciures for the emergency.

Moest emergencies will begin with a single Incident Commander. The first responder from CEHE
will become the IC and have command responsibilities until:

» A supervisor relieves them.
» The scale gnd complexity of the emergency changes where an IC change makes sense
» Personnel shift changes as part of the evolution of the emergency.

3.3.2. Unified Cerxmand
For emergencies that involve multicle CNP utilities, multiple jurisdictions, or multiple authorities,
CEHE may establish or participate in a Unified Command structure as part of the ICS incident
management organization. Unified Command enables utility operations or departmants with
different responsibilities and authorities to work together under a common set of incident
objectives. All work that is carried cut under & unified command structure will occur without the
organizational responsibility, accountability, or authority being lost,

3.3.3. Crisis Command
If an emergency rises to the level of activating the Crizis Response Plan, Cnisis Command will
likely be used far incident management. Crisis Command is organized to oversee the
management of large incidents or multiple incidents that are each keing managed by an ICS
organizatian. Crisis Command will be established at the CNP Emergency Operations Center
{ECC) or ancther appropriate location and provide oversight for the consistent implementation
of CNF policies, priorities, constraints, and guidance across incidents and efficient use of critical
resources.

When the emergency rises to the level of the Corporate Respense Flan, the Crisis Management

Committee (CMC) will work out of the Emergency Command Center (ECC}, and the Crisis
Command Staff will work out of the CNP Emergency Operations Center (EQC). Seea the
Corporate Respense Plan {GRP; for mere infermation.

1.3.4, Command and General Staff
CenterPoint Energy fills the following positions within the ICS Command and General 3taff,
depending upcn the nature of the emergency and the Emergency Level. These staff positions
comprise the Ingident Management Team (IMT). The table balow refers 1o the Command and
General staff positions for a Level 2 or Level 1 Emergency.

T Pedilan CyiLOIeSta Al 26 SpOTTSIBIltiEs)
ECC Manager Responsible for managing and overseeing the Emergency Operations Center.
Incidant Responsible for the overall management of the incident and guides the incidant to
Caommander/ resolution as safaly, quickly, and completaly as possible.
Unified
Command
Public Advises the Incident Commander an information dissemination and media
Information relations, obtains information from and provides information to the Flans Section,
Officer and obtains information from and provides information to the community and
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media. Coordinates betwaen the Command/Resgponse Caoerdinaticn and the Joint
Information Center {JIC).

Liaison Officer

Assists the Incident Commander by serving as a point of contact far agency
representatives who are helping to support the operation and provides briefings to
and answers questions from supporting agencias.

Safety Officer

Advises the Incident Commander on issuas regarding incident safety and works
with the Operations Section to ensure the safsty of field personnsl.

Regulatory and

Responsible for providing guidance and discussing regulatory issues impacting

Sovernment the response and coordinates communications with regulatory agencies, public

Affairs Officer officials, and others.

Legal Officer Responsible for providing guidance and discussing legal issuss impacting the
response and administering claims.

Operations Responsible for managing all tactical operations for the emergency.

Section Chief

Planning Section
Chief

Responsible for overseeing incident-related data gathering and analysis regarding
incident operations and assigned resources, facilitates incident action planning
Meetings, and prepares the [Incident Action Plan {|AP) for each operational

period.

Resource Unit
Leader

Responsible for maintaining master list of operational resources assigned to the
incident, tracking resource activities, and coordinating with their sections to
achieve incident goals and objectives related to resources.

Lagistics Sectian
Chief

Oversees the provision of all the incident’s support needs, such as ordering
resources and providing faciliies, transportaticn, supplies, equipment
maintenance and fuel, communications and food and medical services for
incident persennel, negotiating leases, maintaining vendaor contracts.

Finance Section
Chief

Cversees staff responsibla for recording personnel time, and fracking and
analyzing incident costs and considearing cost recovery.

The organizational chart below identifies the typical command and general staff for a CEHE
emergency response. Depending on the emergency, the groups, branches, and teams may
expand or contract to suppart the goals and objectives of the amergency.
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34, Incident Organization
CenterPoint Energy uses multiple operations centers at different emergency levels.

Generally, the Emergency Operations Center (EOC) will not activate for an emergency that can
be managed at the Department Operations Center (DOC). DOCs are dedicated to a specific
department’s incident management and response. When CNP’'s EOC activates, the DOC
communicates operational status, resource requests, and logistical needs to the EOC.

3.4.1. Department Operations Center (DOC)
The CEHE Department Operations Center (DOC) is activated whenever the emergency
exceeds the capabilities of a CEHE Service Center's operational capabilities and coordination
among multiple Service Centers is needed.

3.4.2. Emergency Operations Center (EOC)
The CenterPoint Energy Emergency Operations Center (EOC) is activated when emergency
operation coordination exceeds the capabilities of the Department's DOC. The EOC is used
when multi-department support is needed for the emergency. In some cases, the EOC may also
reduce the burden on incident command during a single department response by managing
some operational aspects such as staging sites, etc. The EOC:

Collects, shares, and disseminates information.

Supports resource needs and requests.

Coordinates plans and determines current and future requirements.
Supports public communications.

Liaisons with external partners.

Supports the policy and legal needs of decision makers.

&« & & & & =
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3.4.3. EQOC Activation
The Director of EP&R or his/her designee, the on-duty Incident Commander, or CEHE
Leadearship may activate the EOC. Upon activation, Command and General staff will report to
the Emergency Operations Canter (EGC}. If the primary location is unsafe or otherwise
inaccessible, the staff will assemble at an alternate |ccation.

The EQLC will operate on a 24-hour cycle inclusive of two 12-hour operational periods. Each
operaticnal pericd is respansible for executing the restoration efforts and incident management
activities during their operational pericd and also developing the Incident Action Plan (IAP) for
the following cperaticnal period.

2.4.3.1. EQC Manager
Tha EQC Manager is responsible for overseeing the Emergency Operations Center. This
includes:

»  Activate the EOC when necessary.

« Notify the EOC staff of the emergency and the EQC activation.
= Notify the CMC of the EQT activation.

» Conduct hriefings and debriefings.

» Approve and aversee the Incident Action Plans {IAPs).

3.5. Situation Reporting

3.5.1. Incident Action Plans
Incident action planning provides a standardized decision-making approach. The Incident
Management Team ([MT} will be established for each event and can use incident action
planning 1o collect, analyze, and disseminate information 1o create and maintain @ commaon
operating picture during the response to an emergency. An incident action plan {IAP)
documents incident goals, operational periad objectives, and the respense stratagy defined by
incident command during response planning. The IAP contains general tactics to achieve tha
goals and objectives within the overall strategy, while providing important informaticn on the
emergency and response. The IAP also facilitates dissemination of critical information about the
status of response resources. As the emergency evolves, |APs must be regularly revised (at
least once per operational period) to maintain consistent, up-to-date guidance across the
incident management system. 1APs should be finalized and approved prior to the operational
period and ensure objactives, strategies, and tactics are disseminated 1o the personnel
performing the actions.

An |1AP should include:

« Incident goals

« Upsrational period objectives

Response strategies

Response tactics

QOrganization list with ICS chart showing primary roles
» Assignment list with specific tasks

» (Critical situation updates and assessments

« Reasource status updates

« Safety plan
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e Communications plan
* Logistics plan
« Emergency map, if applicable
« In particular, an IAP should establish estimated times of restoration (ETR) for the
entire system as soon as possible following an emergency incident or major disruption
(e.g., within 24 hours of a tropic storm existing our service area) and update ETRs at
least daily until restoration is complete.

3.6. Functional Roles and Responsibilities
When the EOC is activated to support a CEHE emergency, CenterPoint Energy relies on
Emergency Support Functions (ESFs) to support the core capabilities of response and recovery
operations. Not all ESFs are activated during an emergency, and not all of them are activated at
the same time. ESFs may or may not be activated or deactivated depending upon the nature of
the emergency as well as the response and recovery needs.

Each ESF shall have a primary, secondary, and tertiary representative responsible for the
functions of that ESF. The department designated as responsible for the ESF will update the
representative contacts on a regular basis in conjunction with the EP&R Department's
requirements and within the appropriate management systems.

Emergency

Department

Responsible Responsibilities

Support Function

(ESF)

ESF #1. Fleet Services Evaluate transportation needs and restore
Transportation transportation services
systems and = Manage transportation services to support
resources emergency operations.
ESF #2 Information * Serve as the |lead for the Information
Communications Technology Technology (IT)/Communications Unit during
Systems EOC activation.

« Support communication systems in the EOC

and field during an emergency.

= Maintain operability of telecommunications
and backup emergency communications,

* Provide for protection of vital electronic
records.

» Provide technical assistance in data retrieval
and restoration.

* Assess the communications infrastructure.
Troubleshoot, maintain, and support

communication systems.
ESF #3: Critical Electric Business |« Pre-identify the critical infrastructure and key
Infrastructure and resources to support system reliability and
key resource service restoration.
restoration * Prontize cntical infrastructure.
« Pre-identify priority circuits that provide health

and human services to community
= Pre-identify critical care customers.
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s« Determine resource needs from staffing
internal crews, contractors, damage
assessars, and mutual assistance as needed.

« Assess gotivation needs for TEEEF and key
equipment depanding on nature of event
{boats, dronas, ATVs, etc.).

ESF #4. Information | Emergency « Support the Planning Secticn at the EQC
collection, analysis, Preparedness & during an emergency.
and dissemination Response «  Coordinate with stakehalders to develop a
common cperating picture,
a  Moniter conditions and collect information
relative to the emergency event.
» Analyze and share information with
appropriate stakeholders
ESF #5. Sheltering Procurement + Lead ths Hoteling coordination at the EQC

during an emergency.
» Coordinate with departments to support
sheltering operations.
« Address the hoteling needs of the operations.
» Provide frequent reports to the ECGC.

ESF # 8. Resource
managemeant

Warehouse and
Materials
Weanagement

» Provide information and status of resources
during respanse.

+ Evalvate and fulfill resource requests.

« Anficipate impact and assess Situation
Rerorts to identify potential resource needs.

ESF #7: Logistice

Procurament

= Secure equipment, supplies, or servicas.

» Maintain a robust and sustainakle logistics
support capability that is flexikle and
adaptable to meet unpredictable demands of
all hazards.

ESF #3: Direttion,
control, and
coordination

Emergency
Preparedness &
Respaonse

» Coordinate efforts of CEHE incident
management structure with other
departments.

+ Support short- and long-term planning
activities.

= Ensure goals and objectives are established,
fracked, and accomplished appropriataly.

+ Serve as Planning Section Chief in the EQC
during an emargency.

ESF #9: Mutual aid

Electric Businzss

« Follows guidelines of the EEI Mutual
Assistance Agreement,
Coordinates with RMAGs, MARC, ete.

¢ Utilizes Resource Allccation Management
Program for Utility Professicnals (Ramp-Up}
to request/respond to utility resource needs.

» Resources responding are from investor-
owned utility companies and their native
contraciors.
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¢ Non-invester-owned utility contractors may
also be acquired.

ESF #10: Emergency
Information

Corporate
Communications

« Communicate emergency information and
updates to customers utilizing the various
communications systems and social media
outlets.

¢ Disseminate emargency alerts and
instructions before and after an emergency
event to employess.

s Capture actions taken by internal and
external stakeholders.

«  Maintain a credible, effective working
relationship with the media, ensuring they
have access to information.

s« Organize press conferences.

ESF #11: Government + Provide accurate, timely, and accessible
Government Affairs | Affairs information to local, state, and federal
pariners as apprapriate.

» Review regulatory requests and directives
and support compliance.

» Establish appropriate regulatory staffing
required to support the incident.

+  Assist with resolving regulatory issues as
needed.

» Coordinate Government Liaisons with logal
governments to help ensure coordination and
sollaboration on ISsues.

ESF #12: Finance + Provide support for the Finance and
Administration and Administration Section at the EOC during an
Finance emergency.
» Develop and share guidance for finance and
budgst personnel during an emergency.
ESF #13: Alert and Emiergsncy = Implement the Emergency Operations Plan.
Netification Preparedness & « Coordinate and liaise with CMC during
Respanse response period.

« Prepare EQC for activation.

ESF #14: Damage
Assessment

Elecitric Business

+ Lead damage assessment teams

» Report operational information and observed
damage to EOC.

« |dentify any unmet needs that may require
immediate attertion.

s« Determine magnitude and severity of damage
o structures and infrastructurs.

» ldentify the areas and populations most in
negd.

ESF #15: Debrig
Managemeant

Electric Business

+ Employ emergency debris clearance.

» Lead debris management teams.

» Coordinate with stakeholders for the debris
removal and/or disposal process.
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ESF #16: Food, Procurement s« Determine anticipated feod and water needs
water, and and begin the process of obtaining items.
commodities
distribution

4. Finance

CenterPoint Energy Incident Management Teams (IMT) and all CEHE respeonding personnel will
follow established financial procedures for requssting, recsiving, managing, and applying funds
for the delivery of emergency response and logistical needs. When the scope and scale of the
emergency extends beyond normal financial operational capabilities, or to obtain a timely
administrative and financial approval and response, CNF may enact particular emergency
financial procedures. Thig may include:

» Emergancy Work Order creations.

» Increases in fingncial approval limits for key leaders involved in the emergency
response.

» Time sheets and work tracking processes,

s  Pre-emergency purchases of critical materials or products for response or mitigation
efforis.

» Delegation of purchase approvals to key emergency response leaders.

5. Communications

CenterPoint Energy implements extensive communications during emergencies to organize and
pravide consistent, coordinated, accurate, accessible, and timely information and updates to the
public and stakeholders during an emergency.

Emergency communication processes and procadures are outlined in the Emergency Response
Comms Playbook. The Emergancy Response Comms Playbock serves as a playbook for
CenterPoint’s communications bafore, during and after:

» Hurricanas and Other Extreme Weathar Events

» Temporary Service Interruptions mandated by the Electric Reliability Council of Texas
(ERCOT)lcad shed events due to insufficient power generation to meet high demand.

»  Other emergencies and events.

Corporate Communications is responsible for leading the maintenance and revision of the
Emergency Response Comms Playbock.

The Emergency Respanse Comms Playbook outlines frameworks, timelines, and procedures
for:

» Launching initial communications as early as possible before a potential
emergency incident, such as forecasted severe weather ar service interruptions, based
on data availability.

» Providing daily or more frequent updates tc cusiomers, state and local government
stakeholders and regulators.

25

336



Exhibit DC-5
Page 26 of 181

» Ensuring that the company has representatives in contact with and/or embedded
{as requested) in state and local emergency centers to act as conduits for
infarmation.

+ Maintaining a comprehensive web page dedicated to the emergency incident on
the CenterPaint wehsite, when possible, with a prominent top-of-page link fram the
company’'s homepage to serve as a camprsehensive repository of incident-relatad
sommunications.

Communicating estimated times of restoration (ETR) for the entire system as soon as
possible following an emergency incident or major disruption, and updating ETRs at least daily
until restoration is complete.

8. Mairtenance and Revisions

Maintenance process for the plan including a methed and schedule for evaluation and revision.

6.1. Maintenamce and Revisions
The EP&R department is responsible for the maintenance and revision of this plan and
annexes.

This plan and its annexes will be reviewed annually and updated and revised as appropriate to
incorporate lesscns learmned from actual emergency situations and exercises or when changes
in resources, capabilities, or governance structure oceur,

Interim revisions may be made when one of the following occurs:

» A change in CNP site or facility configuration that materially alters the information
contained in the plan or materially affects implementation of the Emergency Operations
Plan,

» A material change in respense resources,

» Anincident occurs that requires a review,

o Internal assessments, third party reviews, or experience in drills or actual responses
identify significant changas that should b2 made in the plan,

» New laws, regulations, or internal palicies are implemented that affect the contents or
the implementation of the plan, and

« Other changes deemed significant.

Plan changes, updates, and revisiens are the responsibility of the EPAR department.
Suggestions for revisions can be submitted to EP&R through email at
smergency@ceenterpointenergy.com. EP&R will be responsible for distributing any plan
changes.
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Annexes
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Annex A
Exireme Weather Emergencies
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Extreme Weather Emergency
Purpose

The purpose of the Extreme Weather Emergency Annex is to provide guidance on preparing for
and responding fo extreme heat or cold weather situations that could impact CEHE operations.

Scope

There are various situations that could cause an elevated response from CEHE during an
extrems weather situation.

« Load Shed as directed by ERCOT

» ‘Widespread outages due to ice-related transformer cutages

» ‘Widespread autages due to heat-related transformer outages (also known as a
Transformer Tsunami)

s  High winds, wind shear

s And others
Decision Making

CEHE Operations will use the decision making and activation processss established in the
Emergency Opearations Plan for extreme weather emengencies. See Seciion 3.2 for more
information.

Concept of Operations
Load Shed

CEHFE's Real Time Operations (RTC) utilizes and maintaing a response plan for Load Shed that
is directed and coordinated by ERCOT. The RTO Tgam will uilize the Load Shed precedures
along with the EQP as necessary to support this rasponse,

For additional information regarding the load shed plan, please reference Annex B.

Mitigation = Anti-galleping

Since 2015, CEHE has continued system hardening projects to retrofit portions of 68 kv and
138 k¥ transmission [ines with anti-galloping devices to avoid damage from icing conditions.

Proactive Weatherization

CEHE designs its transmission circuits to the then-current edition of the National Electric Safety
Cods (NESC), which is the industry standard for ice and wind design for coastal and inland
areas. The Company's practice for designing all new transmission lines is to utilize Grade B
loading requirements. Grade B applies the highest gecgraphically applicable NESC values for
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wind and ice loading as well as the highest safety cverload factors. CEHE also incorporates
anti-cascade design features in its transmission lines.

CEHE designs its new substations to conform with the latest versien of the NESC wind

maps. The Campany's practice for new substations and equipment is to utilize 2 wind zonss:
140-mph {Coastal) and 120-mph (Non-Ceoastal), which meets or exceeds the NESC wind load
based on the substation’s location.

CEHE's equipment specifications and acceptance testing standards include the use aof
ANSVIEEE standards, which specify temperature ranges for service conditions covering a wide
temperature ranga. The temperature ranges vary based on type of equipment from -4°F or -
22°F to 104°F or 131°F. CEHE equipment specifications specify -22°F for all major substation
equipment.

« CEHE installs heaters in substation transformer and breaker contrel cabinets.

» (CEHE’s substation control cubicles are climate controlled.

» CEHE utilizes antifreeza for cooling its station service backup generation equipment,
and the equipment is oriented in a manner that avoids water and ice buildup on
componants which could inhibit operation.

» CEHE utilizes station service voltage transfermers (S5VYTs) in new substation
ingtallaticns, which have been retrofitted to key transmission substations where the
station service feed is provided by local distribution providers.

» (CEHE installs weep holes in substation buses to avoid water and ice buildup.

Transmission Routine Maintenance

CEHE maintains the integrity of existing transmission structuras, wireg, and rights-of-ways in a
variety of ways, including a five-year cycle transmissicn line inspection and rehabilitation
pragram that is coordinated with the transmission vegetation management program.
Approximately twenty percent of the transmissicn system is ground inspected each year. Any
line componsnt or vegetation conditions identified that will likely cause a failure ar a circuit
cutage within a critically short period of time are mitigated as necessary.

Substation Routine Maintenance

CEHE performs pericdic station checks on applicable equipment to verify pressures and levels
for Sulfur Hexaflucride (SF6), oil, nitrogen lavals, transformer and breaker cabinat heaters,
alarms, and supporting circuitry, Station checks are scheduled menthly for 345k and select

138KV substations. Station checks for the ramaining substations are scheduled every 2 months.

CEHE performs additional substation equipment and protection sysiem maintenance according
to manufacturer recommendations or in accordance with NERC maintenance interval
requirements, generally whichaver is more frequent.

Distribution Routine Maintenance

CGEHE maintains a distribution wood pole inspection and rehabilitation program based on an
average 10-year cycle. Any line component identified that will likely cause a failure or g gircuit
outage within a critically shart period of time is addressed, as necessary.

“As You Go” Inspections

320

341



Exhibit DC-5
Page 31 of 181

A large number of CEHE operations personnel are in the field daily. This includes line workers,
crew leaders, service consultants, and engineers. As personnel perform their daily business,
they are trained to cbsarve the condition of overhead and ground facilities and report any
unusual conditions.

Summary of Operations
Preparedness and Response Checklist

The following checklist should be consulted to assist in preparing CEHE personnel and
resources during a weather emergency.

Direct Service Center Responsibility
C Secure personnel roster and update emergency contact information

o Need employee’'s name, department, title, location, work number, cell number
and emergency contact information {Leaders, make sure that you and all
employees have updated information in system. Admin o print out & hard copy.}

| Discussion with employees about preparing their homes and families. Allow emplovees
time to secure home and prepare for ECP, typically 2 day

v Remind Employees to stock up on special foods needed and medication.
o Emplovees need to fuel their personal vehicles.
I ldsntify Storm Riders
| Review Service Center Roster
C Review Staging Site Rosters
| Management Mesting to discuss EQP plans, expectations, and reporting functicnality
| Supervision meets with all personnal to share EQOP plans and expectations
C Pick-up debris
| Empty the dumpsters
| Secure the yard — Secure/Clean/Restock the vehicles

IC  Secure equipment located outside of the service center and remove potential flying
debris hazards

C Review evacuation plans - Baytown, Galveston, and South Houston.

| Review Cut & Clear and Back feeding SCP

| Check Sarvice Center for essential supplies {(non-perishables, tailetries, stationary, etc.}
C Chsck Satellite phones

| Check on the availability of spare lap top computers and ensure they have the latest
updates

31

342



Exhibit DC-5
Page 32 of 181

I

C
C

Secure Gaterade, water, snacks, etc. for crews

Update Cyber Keys — make sure to obtain additional batteries

Natify Foreign Crew Coordinaters (FCCs) and hold refresher FCC training
Ensure sufficient Hand-Held Radios for the FCCs.

Establish ramp-down plan

Service Center Coordinate with Support Groups

m -

C

Fuel tanks are filled — eoordinate with Fleat

Fuel all trucks and stock with material

Face trucks toward the dock

Check circuit reconfigurations

Have a discussion with trouble bhoard about important circuits on work tag at landfall
Secure additional food stock in the case of an emergency

Have discussion with facilities about boarding windows at the service centers pre-landfall

Service Centers Monitor/ Support Groups Responsibility

C
I

i

Test service center generator and make sure back-up generators are topped off

Test all generators and pumps - **~Need to do prior to mock drill 2ach year and before
every storm***

Distribution Contrcl to disable loop sectionalizing schemes {will ke done automatically -
Cypress, Gresnspoint, Humble)

Secure caterers at the service centers
Secure rental vehicles
Secure lodging

Checek availabilityfcondition of cots — if starercom supply is insufficient, request
storeroom to get maore from Cenfral

Shots — In the event of contaminated rising water
Service Center Security — Guards stationed at the gates

Distribution Project Managament to secure the poles that have been dropped off in the

field

Transmission Operations Checklist

Manager/Supervisor Responsibility

Secure personnel roster and update emergancy contact information
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—rirri

o Need employee’s name, department, title, location, work number, cell number
and emergency contact information {(Leadears, make sure that you and all
employees have updated information in system. Admin to print out a hard copy)

Discussion with employees about preparing their homes and families. Allow employees
time to secure home and prepare for emergency activation, fypically 2 day

o Remind Employees to stock up on special foods needed and medication.

o Employees nead to fuel their personal vehicles

Idsentify Storm Riders as necessary

Management Meeting to discuss EQP plans, expectations, and reparting functicnality
Supervision meets with all personnel to share EOP plans and expectations

Secure the yard — Secure/Clean/Restock the vehicles

Review evacuation plans for South Houston.

Check Satellite phones

Check on the availability of spare laptop computers and ensure they have the |atest
updates.

Secure Gatorade, water, snacks, stc. for crews

Update Cyber Keys — makes sure to obtain additional batteries.

Ensure sufficient Hand-Held Radios

Establish ramp-down plan

Ops Supervisor Coordinate with Crews

Fuel tanks are filled — coordinate with Fleet

Fuel all trucks and stock with material

Face trucks toward the dock

Assign HDLM trucks to take home to expedite patrols

Secure additional food stock in the case of an emergency

Have discussion with facilifies about boarding windows at the service centars pre-landfall

Manager Monitot/ Support Groups Responsibility

M=

Secure caterers at the service centers

Secure rental vehicles

Secure lodging

Check availability/condition of cots — if storercom supply is insufficient, request
storergom to get more from Central

Shots — In the event of contaminated rising water

Service Center Security — Guards stationed at the gates

As referenced previously, the Company utilizes four emergency activation levels, designed to
ensure sufficient resources are available to effectively respond to any type of emergency
impacting CEHE's service temritory. The alert levels may be activated, based on need, during a
variety of event types. Please see Secfion 3.2 for additional details regarding the Company’s
response to emergency events.
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Annex B
Load Shed
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Load Shed
Purpose

Firm Load Shed is the ¢controlled action of shedding firm system load o mitigate operating
emergencies due to insufficient generating capacity and to avert cascading outages, voltage
collapse, underfrequency issues, system equipment damage, and general grid collapse.

In accordance with NERC Standards TOP-001-5 R1, ERCQT Proteccls, and ERCOT Operating
Guides, CEHE operaies 1o maintain the Reliability and Infegrity of the CEHE Bulk Electric
System (BES) during normal and emergency conditions. System Controllers shall have the
responsibility and decision-making authority to take the actions needed, up to and including
shedding firm load. CEHE is required to implement ERCOT directives to maintain grid reliability
by utilizing the available lcad management programs combined with the automatic and manual
firm load shed programs.

Scope
CEHE utilizes the fellowing load reduction and controlled load shedding programs.

» (Conservation Voltage Reduction {CVR)

» Summer and Winter l_oad Managemsnt Programs (Commercial and Residantial)
» Under Frequency Load Shed (UFLS)

s Under Yoltage Load Shed (UVLS)

= Manual Load Shad

» Curtailing all nen-essential load within Company facilities

» Appealing through the madia that all customers voluntarily reduce load

Decision Making

CEHE Operations will use the decision making and activation processes established in the EQP
for emergencies involving load shed. See Section 3.2 for more information.

Concept of Operations

CVR: CVR 15 a reduction of power consumption resulting from a reduction of voltage. At the
direction of ERCOT, CEHE System Controllers will regulate the output voltage of a power
transformer by altering the number of turns in one winding.

Load Management Programs: The Lcad Management Pragram is an agreement between the
Project Sponsar (a qualifying customner or its sponscring energy services company) and
CenterPoint Energy to curtail electric laads on notice. At the direction of ERCOT, CEHE will
notify the Project Sponsors to fulfilf their commitment.

UFLS: CEHE's UFLS program is intended o arrest severe frequency declines and to facilitate
the operation of the ERCOT interconnection as a single island during severe under-frequency
events. The UFLS scheme is an automatic program that when there is a system disturbance
and the frequency drops to a pre-selected level, then selectad loads are shed.
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UVLS: CEHE's UVLS program is intended to arrest severe localized voltage declines. The
UVLE scheme is an automatic program that when there is a system disturbance and the voltage
drops 1o & pre-selected level for a pre-determined time, then selected |oads are shed.

Manual Load Shed: Manual load shedding is the process of manually removing pre-selacted
loads fram a power system to maintain system integrity.

During an ERCOT declared EEA Level 3, CEHE System Controllers shall manually shed load
when directed by ERCOT consistent with timeframes established in the ERCOT Noedal
Operating Guides, Section 4 Emergency Operations. CEHE has pre-defined Distnbution feeders
identified in advance based on various criteria.

CEHE System Confrollers shall manually shed load if a condition warrants such action,
including but not limited to safety, equipment damage, and regulatory or statutory requirements.

TEEEF. See Annex H regarding the Company’s Temperary Emergency Electric Enargy
Facilities, which may be used in load shed events.

Priorities far restaring shed load to service:

When directed by ERCOT to shed load, or if an autematic program is activated, System
Controllers shall only restore loads when given the approval to do so by ERCOT. System
Controllers may rotate loads to limit the amount of time customers are affected based on the
cause of the load shed event.

When an event ocours within the CEHE service territory in which a System Controller sheds
load, it is the discretion of CEHE, in coordination with ERCOT, to restore this load.

Critical Load Customers

CEHE maintains a registry of critical load customers, which includes two lists: a list of critical
load public safety customers, critical load industrial customers, and c¢ritical natural gas facilities
and a list of chronic condition residential customers and critical care residential customers. The
list of critical load public safety customers, critical load industrial customers, and critical natural
gas facilities is managed by the Company's Distribution Accounts group, and the [ist for chronic
condition residential customers and critical care residential customers is managed by the
Company's Revenue Protection. The registry of critical load customers is an electronic datakase
located in a secured area within the Company's corporate information technology architecture.
The registry is updated as necessary but, at @ minimum, annually.

The registry of ciitical load is updated as customers are approved through the application
process. Approved critical natural gas facilities are tracked for awareness during lcad shed and
restoration planning. To ensure that the critical load registry is accurate, the Company's
personnel interact with various local government and area representatives to review and
validate the infermation.

The critical load registry is usad to develop circuit pricritization. When a critical ioad customer is
initially added fo the registry, the Company circuit serving that critical load is included in that
critical load customer's record. Within the critical load registry, reports can be extracted by
circuit, and this information is then utilized in an annual circuit prioritization process. In addition,
both the Company's Outage Management System and the Gecgraphic Information System

36

347



Exhibit DC-5
Page 37 of 181

depict critical load accounts. The Company assists critical load customers by restoring power
after an unplanned outage in a systematic way that takes critical loads into account.

Critical Load, Critical Care Residential and Chranic Condition Residential customers are notified
when thay are appreved to be in the Registry of Critical Load Customers. Critical Care
Residential and Chronic Condition Residential customers receive notification by mail reminding
them to reapply for inclusicn in the Registry of Critical Load Customers. Since a load shed event
is an emergency order from ERCCT based on a shertfall of electricity being generated, elsctric
utilities, including CEHE, must comply with this order within short, specific periods of time and
do not have the information to be able to notify individual customers if they may lose power,
when they may lose power or how [ong the load shed event may last. However, we will work to
keep our customers informed about the situation through local madia outlets, social media, and
direct communications.

Custemer Service conducts formal training on aspects of serving Critical Load Customers for all
Customer Service Representatives. Operations and Engineering perscnnel are trained to refer
customers inquiring about acquiring Critical Load, Critical Care Resideniial, or Chronic
Condition Residential customer status to their Retail Electric Provider and the electric portion of
the CNP website.
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Annex C
Fandemic and Epidemic
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Pandemic and Epidemic
Purpose

CNP, like many other businesses and governmental entities, has developed business continuity
plans in response to uncontrollable events and natural disasters. Cne arsa of increasing
concern has been the possible nead to conduct operations over several weeks or manths with a
substantially reduced workforce and without the ability to call or rely on outside contractor
assistance. This more recent requirement has bean based on the realization that a worldwide
infectious disease or a pandemic could strike unexpectedly.

CNP, drawing upon governmental and scientific sources, as well as its ¢wn experience in
responding to natural disasters affecting its service area, has developed detailed plans in
preparation of a possible pandemic. The response activities can apply to other similar
catastrophes that might cause large scale workforce absentesism.

Scope

This Pandemic Preparedness Annex addresses CEHE's actions to prepare for, respond to, and
racover from a pandemic/outbreak event. This annex may be applied and adapted for any
disease thatis declared a public health emergency or a pandemic. Due to the significant
differances between diseases, this annex is designed to broadly describe the pravention,
response, and recovery actions that apply to any dissase and address considerations for crisis
action plans.

Decision Making

CEHE Operations will use the decision making and activation processes established in the EQF
for Pandemics, See Secfion 3.2 far more informaticn.

Comncent of Operations
CEHE has three main objectives for the Pandemic Preparedness Annex:

1. Educate employees on how to be personally prepared for a potential infectious
epidemic. Employees should understand their reles and responsibilities in support of
the company's respanse activities and continue to have the opportunity to work in a
safe and healthy environment.

2. Respond in an appropriate manner to any such threat and attempt to limit the
spread of infection, thereby protecting our workforce as much as possible. The
annex will identify critical corporate and infrastructure energy delivery functions and
devise methodologies for continuing such tasks without undue interruption.

3. Maintain essential services to the community and protect the enterprise and safety
of aur customers through cocrdinated effarts with various governmental autherities
reprasented in our area and business footprint.
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Key elements

Since we live and woerk in a highly mobile and global eccnomy, an outbreak of a pandemic
infectious disease may provide little lead time before operations are affected. CEHE will
continue 10 encourage education of its employees, customers, and other busingss partners as
to how they can prepare for such an epidemic.

Employees
A high priority will be to protect our workforce from the threat of iliness by:

» Emphasizing a clean and healthy working environment,

= Coordinating our activities with federal, state and local public health authorities to assist
in making available vaccinations and other medications to our employees, and

s Stressing the need for the sick or those potentially exposed/impacted to remain away
from the werkplace.

An important deterfent against the spread of infectious disease is the isclation of perscnnel
where practical and the use of temporary “physical distancing”. Families should stockpile
necessary provisions to be self-sufficient within their homes. However, during a pandemic event
some sheltering in place may be required for a lengthy penod of time, perhaps weeks, since
travel and daily shopping may be limited. In addition, schools and day care will likely be closed
during community outbreaks, placing an addiional need for food, water and other essantials
within the home. \While ensuring that families are reasonably secure and protected, CEHE
employees will also need to focus on supparting the business sarvices upon which our
communities heavily rely.

Management

Each manager and supervisor should develop and maintain business process alternatives and
business continuity plans with the expectation that a significant pertion of their staff may be
unavailable or away from usual work |ocations. For this to be an effective and sustainable plan
during an actual infectious outbreak, it will be essential to retain the active participation of all
available employees and contract personnel regardless of their normal job duties or work
locations.

Crises Management Committee (CMC) Notificatian

If an incident shows potential for escalation to a pandemic, the CHMC will be notified via the
notification process outlined in the CRP.

Critical company functions

Unlike the disasters contemplated by some of the company’s othar business coniinuity plans, a
pandemic typically does not significantly damags or destroy company facilities or directly affect
service to customers. Well inte the outbreak, itis expected that our electric utility faciliies and
gas utility faciliies will be operating normally. Sheould such a disaster affect our service
territories, it is not about the equipment itself, but rather the skilled workers that operate that
equipment and the muliitude of support personnel that assist in delivering CEHE's services.

Further, it will not only be important to maintain service to critical institutions such as hospitals,
fire and police staticns and government health organizations, but ta our customers in general
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who may have increased neads of ciitical infrastructure entities. CEHE’s Pandemic
Preparedness Plan Team, in conjunction with others within our organization, is charged with
maintaining a current list of important company functions and ensuring that detailed response
plang are in place to continue operations with a reduced workforce, The following work type
levels are dtilized by this annex to describe those impertant business, service, and support
activities.

Level 1- Business activities that must continue uninterrupted, even in the face of significant
workforce ahsentegism, in order to maintain appropriate service delivery levels, public safety
and corporate financial integrity. Woik activities that fall into this critical category may have to be
medified g0 that any absenteeism experienced will not:

» cause disruplians to service according to current emergency plan restoration priarities;
or
« impact functions that maintain safety.

Level 2— Business activities that could be delayed for as much as a week without sericus
business or service consequences. This delay should not:

» |eopardize the supply chain and inventory levels,
« seriously impact company infrastruciure, including.
o voice, data, and information systems
o inter-company billings
o transportation systems
o payroll processing
s place the company in a sericus adverse position relative to contracts, laws, or
regulations or
» materially impact the financial stability and/or cash flow of tha company.

Level 3— Non-critical businegss functions that could be delayed indefinitely and rescheduled
based on available workforce. Personnel associated with activities in this category could be
radeployed as needed o perform Level 1 or Level 2 type work.

Strategies

The strategies outlined below are generally based on a pandemic threat like those monitored by
the World Health Organization (WHOY. WHO uses phased alerts to inform world health
autharities and governments of the changing status of influenza pandemic threats as well as
cther health-related public threats.

Interpandemic Period

Phase 1: No new virus subtypes have been detected in humans. A virus subtype that has
caused human infection may be present in animals. If presant in animals, the risk of human
infection or disease is considerad low.

Phase 2: No new virus subtypes have been detected in humans. However, a circulating animal
vinus subtype poses a substantial risk of human disease.

Pandemic Alert Period
Phase 3. Human infection(s) with a new subtypa, but no human-te-human spread, or at mast
rarg instances of spread to a close contact.
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Phase 4. Small cluster(s) with limited human-to-human transmission but spread is highly
localized, suggesting that the virus is not well adapted to humans.

Phase 5: Larger cluster(s) but human-to-human spread still localized, suggesting that the virus
is becoming increasingly better adapted to humans but may not yet be fully transmissible
{substantial pandemic risk).

Pandemic Period

Phase 8: Pandemic. New virus is spreading rapidly within human populations around a
significant portion of the globe causing serous health concerns. It is worth noting that a
pandemic may affect multiple countries, as well as the population within a country, to varying
degrees during any of these alert phases as the infectious disease spreads.

Recovery Period

Once the pandemic wave has passed. CEHE will begin recovery of its workforce and develop
schedules for completing work that may have been temporarily delayed. The possibility for
additional infectious waves must also be considered, therefore, recovery activities should be
prioritized as to importance.

Generally, an important activity during the Interpandemic period is the review of key areas,
functions and personnel that are vital to a sustained delivery infrastructure and corporate
financial integrity. During Pandemic Alert period, CEHE will be focused on employee education,
dapamnanml contingency planning, workplace health and safety, and response activity practice.

with the Pandemic Period CEHE may need to limit employee business travel and

: avel. The timing of these and other response activities
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Control (CDC), as well as management's assessment of the nature of specific pandemic
threats.
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Communication

Accurate, timely and objective communication with all CEHE stakeholders has been identified
as a key element to the effectiveness of the Fandemic Preparedness Annex.

Coordination with employees at all levels of the organization, as well as contractors, suppliers,
customers, regulatory agencies, news media and the public may prove critical to the level of
success we have as a company and community leaders in guickly responding to a pandemic
should it occur. Described below is an outline of scme of the communication strategies that will
ke employed In cur preparedneass efforts.

Communication plan

» Maintain effective communizations with all stakehalders

» (Coordinate activities with federal, state and local authorities

» Sustain a knowledgeable and confident waorkforce

» Respond appropriately as threats materialize to protect and reassure our employees

Employees

CEHE’s employees are our most valuable assets. The company will endgaver to maintain a
healthy and safe work environment and emphasizes the vital role and responsibility of the
employse in CEHE's response activitiss should a highly infectious disease affect our service
territory. This requires an understanding of the issues by all involved, communication of cur
Pandemic Preparedness Annex, discugsion with the employees about their roles and
responsibilities and practicing response activities as appropriate for each work group to sustain
confidence in the effectiveness cf the plan.

Therefore, several types of employee communication will be used as appropriate to the
audience and situation.

Individual preparation

» Brief email messages about the issues and their national and local importance.

» Listings of useful webh sites for self-exploration and education.

» Web access to the Pandemic Preparedness Annex.

» Execulive updaias at employse meetings and/or thraugh alectronic messages to pravide
surrent infoermation and respond to guestions.

»  Emails and posters encouraging seasonal flu vaccination and vaccination to address
new viruses far all family members, personal hygiene and social etiquette.

» Education and preparation storyboards for computer-based employze education.

» Special reports and voice mail broadcast messages as necessary.

Departmental Preparation

» Presentation planning material for staff and safety meetings.

o Custom communication for first responder personnel as needed.

» |nstructional material for telecommuting and teleconferencing from home.

«  Webhsite and Pandemic Hotline with current information and work ingtructions.
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Other stakeholders

CEHE will continue to coordinate its pandemic preparedness plans with its outside
stakeholders, including suppliers, contractors, federal, state and local governments and
emergency management offices, and regulatary agencies, ta clarify roles and responsibilities,
verify currant contact information and assess and revise response sirategies and activities as
appropriate.

Educational Resources

This annex is based on a foundation of employee knowledge and understanding of the issues,
as well as their dedication and support in executing response activities both at home and work.
In that regard, employees should occasionally check for and familiarize themselves with current
infermation on CEHE's intranet website.

The following additicnal websites also provide excellent background information on pandemics,
personal and family preparation and current news articles:

« Centers for Dissase Control hitp:/fwww cdc.gov/
+ World Health Organization hitp:/fwww who intftopicstinfluenza/en/
s University of Minnesota’s Center for Infectious Disease
hitp:ffanvar cidrap. umn. edu/cidrapfcontentfiinflugnza/panfiufindex. htmi
» American Red Cross www redcross.org/news/ds/panflu
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Annex D
Wildfire
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Wildfire
Purpose

The purpose of the Wildfire Annex is to provide actions and strategies to support CEHE's
response toward wildfires.

Scope

The scope of this Annex covers actions and strategies to prepare for, mitigate against, respond
to, and recover from wildfire incidents directly or potentially impacting CEHE. This Annex
depicts CEHE's ¢oordination and communication to support an organized and comprehensive
approach to managing wildfires. This Annex will also reference the enterprise Public Safety
Power Shutoff (PSPS} procedures.

Decision Making

(CEHE Operations will use the decision making and activation processes outlined in Figure 1 for
Wildfire emergancias. The Incident Commander (IC) or highest ranking CEHE officer has the
authority to initiate a PSPS.

Concept of Operations
Mitigation
Vegetation Management and Equipment inspections

CEHE performs pericdic maintenance, including clearing trees and other vegatation and
removing dried limbs and other vegetation management debris away from the conductors and
equipment on its approximately 1,650 overhead circuits. Proactive vegetation management
takes place on a cyclical basis. For 38KV voltage and some selected 12kV circuits, vegetation
management is performed about every three years. while the remaining 12kV circuits are
timmed on an approximate five-year basis. Unplanned tree clearing maintenance may be
performed at other times based on locations identified by area operations personnel or as
reported by customers,

Additionally, a proactive hazard tres inspection program is performed along the main feeder
portions of circuits in areas with tree species that traditionally experience higher mortality rates.
Cther circuit feeders may be included during times of drought or infestations.

Periadic transmission circuit and Right-of-Way (ROW) tree clearing maintenance is performed
on a five-year cycle basis with the facilities’ inspections performed the quarter following the
vegetation work. CEHE also performs an annual inspection of the whole tfransmission system to
identify hazardous trees or ather vegetation issues that need immeadiate attention.

When weather conditions indicate elevated drought canditions and High Fire Danger Risk as
defined by the Texas A&M Forast Service, additional enhanced inspections may be performed
in selected areas as warranted by conditions or situations conducive to increasad tree mortality
or risk exposure. These inspections include the evaluation of vegetation growth within and
adjacent to transmission and distribution ROWSs and equipment condition inspections.

Additionally, when advance notice of hazardous fire conditions is issued by the local Fire
Marshal and the condition could involve transmission ROWSs and facilities, mowers are
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dispatched to reduce brush within the ROWs. In addition, herbicide contractors apply fire
retardants to the base of the company's towers and structures to mitigate or reduce potential fire
damage.

Disabling of Autamatic Reclosing

When weather conditions indicate extreme drought conditions and Very High Fire Danger Risk
as definad by Texas A&M Forest Service along with Red Flag warnings issued by the National
\Weather Service, wark tags are issued for all affected circuits located within the area rated with
a Very High Fire Danger rating. These work tags result in the disabling of automatic reclogers to
limit repeat operations of a distribution feeder and reducing the likelihood of a power line fault as
source of fire igniticn. Once red flag conditians axpire, work tags are then removed and
automatic reclosing is enabled. Table 1 provides an action item checklist.

Public Safety Pawer Shutoff

To help mitigate the risk of wildfirs ignition by cocmpany-owned assets, CEHE has dsveloped a
Puklic Safety Power Shutoff (PSP3) program. The ¢bjective of the PSPS program is 1o keep
communities safe during wildfire-related weather conditions by proactively de-energizing CEHE
facilities in areas that meet certain thresholds. PSPS threshold conditions are defined by several
metrics, including, but not limited to: Wind Speed; Relative Humidity; Fual Models; and asset
data.

PSPS must be censiderad if the follewing conditions are met:

» A Red Flag warning daclared by the Mational Weather Service.

«  Relative humidity levels below 20%.

» Forecasted sustained winds above 19 mph and wind gusts in excess of 45 mph,
depending on location and site-specific cenditions, such as temperature, terrain and
local climate.

o U, 5. Drought Meonitor status above (D2} Severe Drought.

»  Wildland Fire Potential Index {WFPI) abave 80.

PSFES may be considered even if net all of tha above conditions are met.

The checklists in Table 1 and Takle 2 cutline the steps taken toward a PSPS initiation.

Monitoring and Response

EF&R is responsible for monitoring wiidfire activity and notifying CEHE leadership when
conditions begin to signify the patential for an elevated fire risk.

Cnee weather conditions mest an elevated fire risk, EF&R will begin sending situatiorial
awarenzsgs information via the Weather Monitoring Report to CEHE and CNP leadership.

This approach enables leadership to evaluate and determine the type of respanse needed. The
response is scalable from the mitigation actions outlined above to a PSPS. Below is the
decision-making matrix for a PSPS.
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Figure 1. PSPS Activation Decision Tree
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Coordination

Before, during and after a PSPS event, internal and external stakeholders will be engaged to
allow for coordination, communication and notifications. as appropriate.

Communications Objective

The objective of PSPS is to help keep customers safe by temporarily shutting off power in
identified high-risk service areas during dangerous weather conditions and to prevent CEHE's
electric system from becoming a potential source of ignition.

The primary objectives of this communications plan are: 1) collect information about the event
and the progress being made to retum the situation to normal conditions; and 2) communicate
this information in a timely and accurate manner to customers, employees, management,
governmental officials, and other key stakeholders through several tools and channels.

Messaging of campaign

« Primary Messaging — Public Safety Power Shutoff is a tool to help protect our
communities during high wildfire risk conditions.

« Secondary Messaging — Weather and other factors influence PSPS decisions and may
change where and for how long customers are affected. CEHE provides tools and
resources for insight into the factors that could trigger a PSPS event, as well as for
learning about what the company is doing to prevent wildfires.
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Stakeholders

»  Customers {residential, business, industry) (note that due to the competitive market
consiruct in Texas, CEHE does not necessaiily have camplete or updated customer
contact information for all impacted customers {i.e., if the Retail Electric Providers do not
provids that information to CEHE and the customers have not signed up for Power Alert
Service); CEHE will comimunicate to customers using the information it has at the time)
Retail Electric Providers

First responders (potice, fire, eic.)

Regulators

Government Officials

Investors/Board of Directors

Employees

Media

Community Advocates (NGOs, Environmental, eic.)

CEHE Wildfire Communications

CEHFE’s wildfire communications plan is driven by a set of strategies and tactics that engage
and inform stakehelders before, during and after a wildfire. This is consistent with CEHE's
longstanding approach to its severs weather and hurricane-related communications.

The foundation of CEHE's advance planning is ongoing communications via traditional and
social media and the company's website, as well as the tools and channels used to engage and
inform the company’s nearly 2,000 employees. Communication themes would include
preventing the development of wildfires; being aware of the status of wildfires and wildfire risks
in various area; the impaortance of heeding to the advice of emergency officials regarding wildfire
risks; preparing an emergency plan and kit in the event of a wildfire; emphasizing the
importance of a plan for customers who may have life-threatening medical conditions and
difficulties in evacuating; and signing up for emergency notification systems and alaris.
Impecrtantly, this phase of angaing communications would alse include information and
engagement to stakeholders about PSPS (e.g., what it is, why is it used, ei¢c.)

During a wildfire event and a potential evacuation, CEHE will turn its focus 1o preactve
communications and outreach ta stakeholders about the situation and its impact on customer
safety, oparations, support for first responders and emergency personnel, the effects on
customers’ service, and support for community relief and recovery. In addition to the tools and
channels highlighted above, the company will leverage more sources and resources to inform
and engage the public, including a cadence of scheduled news canfersnces, participating in
media briefings with elected officials, regulators and first responders, and utilizing customer
cutreach channels such as Power Alert Service, cutbound phone campaigns and emails, each
as appropriate to the particular situation. CEHE communicators would also be positioned in all
appropriate offices of emergency management and response command centers to coordinate
communications and messaging. In the event that CEHE implements PSPS, CEHE will provide
communications about that, as well (e.g., what itis, why it used, areas impacted, expected
duration, etc.).

After the fire has besn safaly contained, CEHE wauld focus on centinuing support for first
rasponders and emergency persenngl, while increasing the amount and frequency of
communicatians to stakeholdsrs related to restering electric operations back to normal as safsly
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as paossible. During this phase, CEHE would continue many of the communication and outreach
efforts above, including media briefings with elected officials, regulators and first responders. At
the same time, CEHE would utilize additional strategies, such as deploying its community
cutreach and engagement vehicle into impactad communities 10 address questions and
concerns, as well as supporting recovery efforts with employee volunteers and donated
supplies.

Customer Service

Communicata with our customer service teams the communications timeline so we can be
prepared for potential increase in call vaolumea and/or social responses and have a comman
message across all fronts.

» Utilize IVR messaging to communicate key messages and be able to answsr questions
before getting through to an agent.

» Create aninternal education program for all agents to make sure they are aware of key
messages.

« Pre-approved social care messages or Save raplies for our social care team to use as a
base message. This helps ensure what they say will align with our other
communications.

Restoration

When P3PS conditions have passed, the IC will give approval to begin patrolling affected

infrastructure. Re-energization timelines and plans are then formulated based on patrol findings.

The PSFS program considers risk of all overhead electric assets in both Transmission and
Distribution acress the entire service territory, with primary focus on these that pass through
high-fire risk arsas.
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Tiered Level of Action / PSPS Activation

The following checklists are for a tiered approach leading up to a Public Safety Power Shutoff
(PSPS), if necessary related to wildfire dangers.

Tabie 1. PSPS Tiered Action Checklist

Date
Completed

Operations Task Assigned to

Enter Drought / High Fire Danger Risk

— Begin evaluating heightened/targeted
g:;,’b";'::‘m’ vegetation management, increased
maintenance and inspections.
Extreme Drought / Red F
L Issue work tags for affected circuits in
O | Distribution area based on substation
1 | Distribution Bypass reclosers
[ | Transmission | Heightened/targeted inspections
Transmission / -
0 Distribution Analyze potential switching scenarios
Activate Public Safety Power Shutoff (PSPS)
Review additional criteria to determine
0 Transmission / | heightened risk factors and proactively
Distribution de-energize, based on leadership
decision.
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Active Fire Situation Actions

Table 2 Active Fire Situation Action Checklist

Operations

Transmission /
Distribution

Task

Reported Fire

Dispatch crews to affected areas

Verified Fire

Coordinate response with Regulatory and
Govemment Relations

Date

Assigned to Completed

Transmission /
Distribution

Crews remain onsite to coordinate
emergency responders’ requests with
appropriate control group

Transmission /
Distribution

Control group determines risk to

public/equipment is great enough or close
enough to warrant de-energizing

Transmission /
Distribution

Equipment showing signs of being
affected by active fire (operations)

Transmission /
Distribution

Transmission /
Distribution

Develop switching plans for affected lines

Activate PSPS

De-energize based on onsite command
personnel

Transmission /
Distribution

Execute switching plans for affected
areas
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Recovery Operations

CEHE is committed to timely, well-coordinated restoration and recovery activities; and while
each incident has unique facts and circumstances, CEHE's post-incident restoration approach
empowers teams to rebuild and recover from a disaster safely, efficiently, effectively, and
consistently. Community support and rebuild activities will be determined based on CEHE's

analysis of the wildfire impact.

Table 3 Restoration Checklist

Operations

Transmission /
Distribution

Transmission /

Task

No Fire, No PSPS, Circuit Lock Out

Fully inspect line / circuit prior to re-
energizing

No Fire, PSPS activated proactively

Assigned to

Date
Completed

O | Distribution Follow standard re-energization protocols
Transmission / | |nspect any line / circult and their right of
&' | Distribution g "

ways prior lo re-energizing

Active Fire, PSPS activated

0 Transmission / | Inspect affected equipment to determine if
Distribution any repairs are necessary
Transmission /

O Distribution Make repairs / clean identified equipment

0 Transmission / | Evaluate and address any vegetation
Distribution removal needs
Transmission /

Y| pistribution | Re-energize

O Transmission / | Evaluate / inspect similar areas based on
Distribution cause of fire
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Annex E
Hurricane
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Hurricane
Purpose

This annex provides a framewaork for the emergency activation for both g system-wide and
partial system hurricane response. Hurricane events that may cause disruption to the area's
electric service are varied and unpredictable as to severity and portion of the system affected.

Te activate the ptan, clear communication must be provided to all personnel involved in the
planning, response and recovary phases supporting the restoration of eleciric service.

CEHE |eadership, or authorized designees, shall follow the sctivaticn and response precedures
for hurricanes based on the established emergency activation levels established in the ECP.
See Section 3.2 for more informatian.

Scops
This annex is for hurricane response and operations for CEHE.
Decision Making

CEHE Cperations will use the decision making and activation processes established in the
Emergency Opearations Plan for Hurricane emergencies. See Secifor 3.2 far mora information.

CEHE uses & hurricane damage model based on forecasted impact to aid in decision making
for extemal resource needs and potential impact to its infrastructure.

Concept of Operations
Pre-Storm Preparation
Hurricane Drill

Teo promote familiarity with the Plan, a general hurricane drill exarcise takes place annually.
When possible, this exercise coincides with the Siate Hurricans exsrcises to pravide increased
realism.

EOP Storm Roster

The Employee Storm Roster (ESR) is a web-based application that has been developed in
house in SAP to help:

* Manage emergency assignments for Company persennel
«  Manage and track mutual assistance and contract personnel
* Manage ladging faciliies required during a storm event

A process is in place to manage the assignment of personnel as employees are hired,
transferred or legve the Company. Employees are encouraged o log into ESR at any time to
update and review their emargency-related information as needed. Employees can access ESR
by clicking on the "Employee Starm Roster” button on the Company’s internal website.

Hurricane Vacation Policy

L%
W
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During Hurricane Season (June 1st through November 30th), when a Level 1 Emergency event
is declared, no vacation requests will be approved for Operations staff in CEHE and Houston
Gas who serve in Storm Rider and First Responder roles, including critical support functions.
Furthermore, vacations already scheduled during the rastoration period may be cancelled by
management, and no new vacation requests will be authorized.

If 2 non-operations employee has a planned vacation, but an emergency event is declared priar
to the start of that vacation, the employee is expected to talk to his or her emergency isader and
direct superviscr. The emergency leader and the employee’s direct supervisor have the
discretion to allow the employse to take the vacation as planned cr deny the time off based on
the criticality of his or her emergency role.

If an employee is already on vacation and out of town at the time the Company declares a Level
1 Emergency event, the smployee is not expected to immediately retum to fill hisfhar
emergency role. Upon returning from vacation the employee is expected to immediately report
for emergency duty in the designated role. If the vacationing employee is in town, he or she is
expected to retum to work immeadiately to fulfill his or her emergancy assignment, and any
unused vacation may be rescheduled after the Company returns to normal operations.

If the emplovee is denied the time away from wark and suffars financial loss directly associaied
with the vacation, such as airline tickets, hotel/condo rental, tour or cruise expenses, he or she
shall submit a reguest for reimbursement to the Campany’'s designated Human Resource
Manager, within 10 days affer being relieved of emergency duties. The request will be reviewed
by management and a decision made within 30 days after the final day of the emargancy event.

Employes Respansibilities

If the Company has an emergency activation because of a threat to the continuation of electric
service to our customers, employees may be called upon to change job assignments prior to
andyor during service restoration. There will be a plan for employees to be released for final
emergency preparation prior to an emergency avent and lodging planned for "First Responders”
with establishad criteria will be communicated by local management.

Business continuity during an emergency is critical. All employaes, whether in their normal job
or an emergency assignment, are essential to successful service restoration. The Company
values the role each employee plays in serving the needs of our community. Employees are
expected to:

» Understand their roles and responsibilities.

» Understand that the primary reporting relationship during the emergency is to the
assigned emergency chain cf command. Daily assignmeants during the emergency will
be determined by the emergency leader and employees may be asked to take on
different assignments as needs change during the service restoration process.

» Paricipate in the annual emergency exercise, training, and other planning activities as
required.

o Make the necessary personal pre-storm preparations to be ready and available to
perform the emeargency assignment.

» Establish storm plans with their families in advance to ensure employees are prepared to
report as directed and to fully execute their assignments during the emergency.
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+ Maintain a hard copy of important phone numbers, including emergency operaticns
contacts, immediate supervisor, CNP Storm Mailbox {which provides general information
during the emergency) and the HR Hotling (which provides employee assistance).

» Be aware that emiployees in "Day 17 assignments will not be allowed to leave the greater
Houston area once an emargency response is activated far a hurricane (72 hours ar less
until storm landfall).

» Make their management aware of any special needs that may impact their ahility to
report to duty for the emergency assignments, in advance of the emergency activation.

» Understand that employees are uitimately responsible for their own personal safety and
that of their families and take appropriate actions to ensure a safe and imaly execution
of their roles and responsibilities in the emergency.

« Maintain current contact information in Employee Service Roster (ESR) and ensure their
emergency |leader and immediate superviser have the most current information.

» Motify immediate supervisor and emergency leader throughout the year and during
emergency assignment, if necessary, of any change in personal needs or responsibilities
that may affect their ability to fulfili their emergency assignment. Exampies could include:
change in residence, phone numbers, or fitness for duty.

» Establish and maintain contact with immediate superviscr and emergency leader in the
event of an emergency activation and throughout the active period.

» Recognize emergency assignments will require working extended hours with shifts
ranging from 10 to 16 hours per day, seven days a week. Some assignments require
long periods of exposure to all weather conditions, walking several miles a day, standing
far hours, or taking vehicles off road.

» Recognize that failure to report to duty as scheduled ar failure to fully execute the
emergency assignment may subject employees to disciplinary actien, up to and
including termination of employment.

INITIAL STORM ACTIVATION
Basis of activation

The Gompany will use the activation process established in the Emergency Operaticns Plan for
hurricane response. See Secfion 3.2 for more information.

Regardless of the Emergency level declared, employeess must be prepared to respond.
Employees should connect with their supervisor and know their emergency role if any level of
an emergency is activated. If necessary and called upen, managemertt will release their
employees from their narmal respoensibiliies to assist in the emergency response. Since
emergency events can change quickly, employees should be prepared to escalate response
when necessary. Employees will be contacted by their emergency leader and provided with
instructions on whers 1o rapart. For those wha do not currently have a role, the Incident
Command team will make assignments after determining where assistance is most needed.

Evacuation and Re-Entry Procedures

In the event of a storm, the Galveston, South Houston, Brazeria and Baytown Service Centers
evacuate in conjunction with activation of the evacuation plans of Harris, Brazeria and
Galvestor Counties. The Galveston Service Center evacuates to the South Houston Service
Center, and the Baytown Service Center evacusates to the Humble Service Center. All CNP
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personnel that live in evacuation zones and that also have Day 1 or Day 2 emergency
assignments will be offered lodging by the Company, $0 that they can be readily available for
duty immediately after a storm. The Company has worked with local emergency officials and the
State of Texas Phased Re-entry Plan to obtain written permissions and to facilitatefexpedite the
movement of restoration resources into evacuated areas for the purpose of restoring power.

Tell Road Procadures

A key route utilized to access portians of the Company’s service area is the Harris County Tall
Road system. The following procedures have baen put in place to address usage:

The Security Branch Director will contact the Harris County Tell Road Authority {(HCTRA) to
obtain approval from Harris County Commissioners Court for a specific start and end time that
restoration vehicles can utilize the toll roads "toll” free. Providing license plate information is
imperative to this process.

In the event of a storm:

« Fleet will send a list of the license plate information for any rental vehicles to Corporate
Security as scon as possible.

» Fleet will send a list of the license plate information for Houston-ares fleet vehicles and
trailers.

» Searvice Area Managers will provide a list of the license plate information far any
smergency responders needing accsess to the toll roads and submit it to the Security
Branch.

» Check-in Support at the staging sites will gather CNP personnel license plate information
and submit it to Corporate Security.

» During check-in of mutual assistance crews at staging sites:

«  Check-in Support will verify any license plate information provided on the rosters and
attach CNP decals near the back license piate {such as on the bumper below license
plate or on the tgilgate above license plate) on each non-CNP vehicle,

v |f license plate information is not provided, Check-in Support will record license plate
numbers and the state issued for muiual assistance vehicles and trailers.

» Site administrators will send these lists to the Security Branch via fax or email,

» The Security branch will send the license plate information to HCTRA for entry into their
system to automate the "No Fine” process.

« Any violation notices issued during the tima frame approved by Commisgsioner's Court
should be sent to Corporate Security via fax or email within five days of the invoice date
stated on the notice. Corparate Security will then send the natice to HCTRA for
dismissal.

Activation Phase Descriptions

The following table describes points for which CEHE has designated specific storm preparation
activity. This table describes the parameters reguired to determine when each of these points
has been or will be achieved. These phases are based on when the company identifies a
location as "Positive” for a hurricane risk. A notification of this risk will be made by adding a
notice atop the TropicsWatch weab page and communicating through the monitoring and alert
processes established in the EQP.
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Phase

Description

1 - Hurricane rigk indicator
is positive

Weather Meonitoring Report distributed by EP&R

Damage model is developed to determine impact potential
and scope of damage to assist with resource needs and
acquisition timeframes.

2 - The worst case
scenario for 29 mph winds
reaching this location is <
120 hours and the
probability of 58 mph
winds impacting this
location is = 8%

Communication to employees

The Public Information Officer (P10} sends out company-wide
communications to employees tc tell them to prepare home and
family for a storm, know their emergency assignment, etc. The
PIO also keeps employees clearty informead of developing storm
conditions.

Functional managers verify and report emergency
readiness

Make an early 1D of shortfalls and take corrective actions as
necessary {roster, supplies, personnel, facilities, ice machines,
telecommunications, generators, etc.).

Branch director's leaders initiate communication with
emergency-assigned employees

Keep emergency assigned employees clearly informed of
developing storm conditions and neotify them to begin
preparations for manning their emergency assignments.
Confirm information for emergency team members.

Damage model updated based on any forecast changes

3 - The worst case
scenario for 39 mph winds
reaching this location is <
96 hours and the
probability of 58 mph
winds impacting this
location is > 15%

EP&R implements sterm updates using email and text
messaging systems

EP&R commences tracking of storm and periodically
communicates position of storm to CNP personnel using the
email and text messaging systems. The purpose of this action is
to keep CNP personnel updated on directionfintensity of storm.

Damage model updated based on any forecast changes

4 - The worst case
scenario for 329 mph winds
reaching this location is <
72 hours and the
probability of 58 mph
winds impacting this
[ocation is » 20%

Emergency Level is determined, if applicable.
Activate the Emergency Operations Center {EQC)

Pricr to activation CNP perfarms the following on a routine
bhasis:

= Ensure all systems and eguipment at the EQC are
functiening properly
» Obtain supplies as ngeded; set up rooms as planned
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Phase

Description

« Setup computers, telephones, Satellite TV access

»  Test communications

s  Ensure that the EQC phone number rings at that
locatian.

Based on damage model resource need caiculations, The
Resource Acquisifion group contacts Regional Mutual
Assistance Groups [RMAG’s) as needed to set up mutual
assistance conference calls.

CEHE is a member of the S E.E |, the Midwest, and the Texas
RMAG’s. Contact these groups as neaded to initiate Mutual
Assistance Conferance Calls.

Logistics alerts staging site owners

Staging site managers make preliminary contact with the
staging site owners to notify them of our possible intent to
activate our contracts with them.

Legistics section makes ledging arrangements

This action is taken in preparafion to accommodate CEHE
personnel that are storm riders and first respenders that must
evacuate according to the Harris County Office of Emergency
Management, Galveston and Brazeria counties. These aclivities
continue as more zip codes are evacuated. The Lead Hotel
Coordinatar should boolk hotel space based as CNP head count
determined.

PIO activates the Joint Information Center {JIC)/activate
storm hotline

Finance submits a request for cash to Treasury

Logistics section secures food beginning when safe ta do
50.

Crerations section secures enough food to feed pearsonnel at all
emeargency operating sites until the caterers have had a chance
to arrive and set up.

Operations evacuates service centers in storm surge areas

Cperations will conduct Galveston, South Houston, and
Baytown Service Center evacuations in canjunction with
evacuation plans for Harris and Galveston counties. Baytown
Service Center will evacuate to Humble Service Center.
Galveston Service Center will evacuate to a safe location,
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Phase

Description

Logistics tops off CNP fuel tanks and secure additional fuel
and fuel tanks

Logistics cocrdinates fus| deliveries ta top off undergraund fuel
storage tanks and facility backup generator fusl tanks.

They alsc secure temporary fuel tanks and fuel preducts far
service centers, offsite parking and staging sites.

Communications Unit executes cell relay/DCE extensions
to maximum days

JIC sends communications te Texas market regarding
possibility of interruptions regarding meter data

Operations assesses the aperability of production IG
devices

Communications Unit considers securing satellite
telephone rentals

Communications Unit will evaluate the need of rental satellite
telephones for the staging site supervisors.

Communications Unit considers securing portable voice
radio rentals

Communications Unit will evaluate the need for rental of
portable voice radios to supplement CHP’'s normal inventory.

5 - The worst case
scenario for 29 mph winds
reaching this location is <
66 hours and the
probability of 58 mph
winds impacting this
location is > 25%

EP&R established Briefing call cadence and initiates calls.
These calls will continue through the remainder of the
phases.

Legistics alerts material and logistics suppliers

The Logistics sections provide these suppliers with advance
notice to begin making their preparations te supply CEHE with
storm restoration materials. They alert suppliers of the coming
need for tents, trash, cars, food, laundry, etc. They also alert
materials suppliers for poles, transformers, wire, insulators,
hardware etc.

Logistics begins relocation of storm stock

The Logistics section delivers the remaining emergency material
and bedding to service centers in advance of evacuations.

Logistics analyzes emergency inventory levels
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Phase

Description

In preparation for the Special Material Release presentation to
the section chiefs, the Logistics section will prepare to make
preliminary recommendation for purchase guantities based on
current inventery levels and storm strength projections. Logistics
will continually monitor and evaluate material requirement naeds
for the Special Matenal Release as the storm approaches in
preparation far the final Special Material Release
recommendation at € haurs prior to landfall.

Based on damage model resource need calculations,
Resource Acquisition participates in the RMAG Conference
Calt

The Resaurce Acquisition group participates in a conference
call for each RMAG that calls were set up with. The purpose of
these calls is to determine the number of first wave ling and tree
trimming resources that are available from these RMAG's.
Mutual Assistance utilities can provide line crews, damage
assessors, material handlers, and staging site management
teams, along with various other personnel.

6 - The worst case
scenaro for 39 mph winds
reaching this lccation is <
6G hours and the
probability of 58 mph
winds impacting this
location is > 25%

Conduct aperations conference call

Branch directors, SADs, and service center operations conduct
conference call to determine preparation progress.

Section chiefs assess special material release

Purchasing presents results of assessment fo section chiefs and
recommends Special Material Release quantities, values, and
timing.

Section chiefs assess preparation

Section chiefs update command staff an preparation progress.

7 - The worst case
scenario for 29 mph winds
reaching this location is <
54 hours and the
probahility of 8 mph
winds impacting this
location is » 25%

The Public Information Cfficer issues employee
communication regarding employee evacuation of storm
surge area.

Resource Acquisition group participates in RMAG
Conference Call #2

The purpeose cf thig call is fo further refine the available rescurce
numbers.

Test radio communications at EQCs and DQCs

Telecom visits each operations center and tests its radio for
ocperational performance.
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Phase

Description

§ - The worst case
scenario for 29 mph winds
reaching this location is <
48 hours and the
probability of 8 mph
winds impacting thisg
locafion is = 30%

Logistics updates logistics and material suppliers

The Logistics section provides these suppliers with updated
infarmation to assist them in their preparations to supply CEHE
storm requirements.

Logistics updates staging site owners

Staging site managers make update cails to staging site
owners. They verify the availability of facilities previously agreed

upon.
Resource Unit pre-positions local tree and line contractors

The Rescurce Unit allocates all local contractor resources to the
service centers in accardance with the plan, to enable
contractors to provide immediate response for priority service
worke.

Fleet Services branch secures rental vehicles

The Fleet Services group within the Flest Services branch
secures rental vehicles to mest emergency storm neads. Based
on severity of storm, Fleet will contact potential users of rental
vehicles to determine pre- and post-storm needs and to make
arrangements 1o obtain needed vehicles.

9 - The forecasted time of
arrival for 39mph winds for
this location is < 38 hours
and the precbability of 58
mph wind impacting this
location is = 50%

Conduct aperations conference call

Distribution Operations branch managers, SADs, and service
center opgrations ¢onduct a conference call to determineg
progress of preparation.

Logistics section activates logistics {suppliers, caterers,
etc.)

At the direction of Operations, the Logistics section engages
logistics suppliers to execute CEHE emergency |ogistics needs.

Logistics prepares for emplayee refueling {if necessary)

The Fleet Services group within the Laogistics section sets up
employess for access o the automated fusling system.
Distribute instructions and recording forms in case af fuel
system bypass and tempaorary fuel tanks.

The PIO communicates with employees regarding
emergency show up time

Uperatians activates staging sites as required
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Phase

Description

Cperations beging activating staging sites. They continue to
update staging site owners if we will use or not use their facility.

Section chiefs assess Special Material Release

Purchasing presents updated recommendations for the Special
Material Release based on evalving storm and material
availability data.

10 - The forecasted time of
arrival for 39 mph winds
for this location is = 30
hours and the probability
of 58 mph winds impacting
this location is > B0%

Emergency Operations Center conducts briafing call
Paotential topics to cover:

« actual or expected storm category
« storm condition

* emergency [evel

s type of event

« damage projection

« time of impact

» duration of event

s emergency timeline status
« plan for recovery

« progress of preparedness
» communications

Cperations sends selzct crews and staff home

The Operations section releases crews to prepare their homes
for storm. They rotate crews, sending half the first 4 hours and
the second half the next 4 hours.

11 - The forecasted fime of
arrival of 3% mph winds for
this location is = 24 hours
and the probability of 58
mph winds impacting this
locatfian is = G0Y%

Operations restricts Galveston, Erazoria andfor Baytown
access

Cnee Harris, Brazoria and Galveston Counties have been
evacuated and restrictions put in place by government entities,
CEHE service area management representing the service areas
in the perspective counties identifies and follows the process for
re-entering restricted areas.

Resource Acquisition participates in the RMAG Resource
Division Conference Call

The call will be necessary if more than one utility is impacted by
the Storm event. The impacted utilities will divide the available
resources based on the expected outage counts and amount of
damage.
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Phase

Description

Resource Acquisition initiates efforts to secure additional
resources outside of 8.E.E., Texas and Midwest RMAGs

This effort should be initiated if additional resources are still
required after exhausting the available rescurces of the three
RMAG's we are members of. The Rasource Acquisition group
arranges additional conference calls with RMAG's that are more
distant from our area but could still provide resources if
necessary.

12 - The forecasted time of
arrival of 38 mph winds for
this location is = 18 hours

Dperations suspends normal operations

The Operations section notifies day crews to start when safe,
then begin werk the next day, working from 6 am to 10 pm.

Operations puts night crews and critical operations
personnel in place

Cperations rolls trouble shooters and third-shift employess, with
a support employee, ta the night shift (6 pm to 10 am) o ride out
the starm and continue o wark that shift throughaout the
restoration.

Emergency Operations Center conducts briefing call

13 - The forecasted time of
arrival of 38 mph winds for
this location is < 8 haurs

Section chiefs assess Special Material Release and
approve placement of order

The Supply Chain group presents final recommendations for the
Special Material Release based on evolving storm and material
availability data.

Supply Chain notifies vendors of Special Material Release

The Supply Chain group places the Spacial Material Release
approved by section chiefs.

14 - Sustained winds fall
below 38 mph

Uperations branch directars conduct operations
conference call

The Operaticns branch directors, SAD's, and service center
operations conduct a conference call to determine the impact
too their facility, equipment and ability to operate. They also
report any initial damage assessment.

Activate helicopters and Unmanned Aetial Vehicles (UAVS)

The Opgraticns Sectian Chief communicatas with Transmission,
Substations, and Distribution regarding the need for helicopters
and the number needed by each group. Establish landing sites,
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Phase

Description

number of passengers flying, and estimated duration {number of
days/hours). Activated when wind is on our shore.

Resourece Acquisition participates in RMAG Canference
Call #3

Resource Acquisition updates the Resource Request from
previous conference calls. They also determine assignad
resourcas and request additional resources cutside of S.E.E. if
needed.

Update the employee storm hoetline

PIO updates information and instructions on the employse
storm hotline.

Resource Acquisition continues to maintain contact with
responding resources and keep them updated as they travel to
our territory.

Operations sets up staging sites

The Staging Site Managers within Operations report on the
progress of staging site setup to the Operations Section Chief.
Cperations Section Chief will provide updates to other Secticn
Chiefs a5 needed.

Security director activates security and traffic control

The director of Security, in the Logistics sections, works with
local authorities 1o provide access for CEHE personnel
conducting restoration activities to storm-damaged areas.

The director alsp provides security and traffic control for service
centers and staging sites.

EQC conducts briefing call

This is the first scheduled briefing update after landfall. The call
may cover updated versions of the topics mentioned previously
and should include goal and objective setting and issues.

Legistics

Based on the latest resource count, the Hotel Coordinator will
begin contacting hotels and reserving rooms for incoming
mutual assistance and contract crews. These activities will
continue through the duration of the incident.

Operations Centers
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CNP will use the Emergency QOperations Center (EQC) and Department Operafions Centers
{DCCs) to coordinate the response and operations for a hurricane. See Section 3.4 for mere
information.

Incident Command Structure

Based on the emergency level for the hurricane response, CEHE will use the incident command
structures outlined in this EOP and the CNP Corporate Response Plan,

The ECC and DOCs will follow the activation processes established in the EOP.
Distribution Department Operations Center

The Directar of Distribution Cperations, or their designee, will be responsible for establishing a
Distribution Depariment Operations Center {DOC) in the Greenspoint Service Center, 2nd Floor.
The Operations Branch Director will staff and assign personnel as appropriste to the Distribution
DOC to ensure:

»  Accurate and comprehensive assessment and evaluation of system conditions

» |nitiation of corrective measures

« Effective organization of restoration activities

« Efficient prioritization of all resources

o Written summaries regarding available informaton will be prepared and provided to the
Incident Commander, command staff, and EQC in accordance with the ICS Planning
Process.

To facilitate tracking system status and restoration progress, information will be maintained on a
master system map in the Distribution Department Cperations Center (DOC). Personnel to
maintain this map will be provided according 1o the staffing list. Contingent on availability of the
supparting systems, Situational Awareness will be used to track resteoration progress and
prioritization of restoration.

This schedule allows for releasing the most accurate information. The status of restoration
assessment and progress shall be communicated to the EQC via the scheduled pericdic
briefing calls. Staffing requirements will be hased on 16-hour shifts with adjustments as deemed
necessary by the Incident Commander. Access to the DOCs shall be limited to assigned duty
employees, interface personnel, and appropriate Company officers.

Underground Department Operations Center

The Major Underground Director, or their designee, will be responsible for establishing a
Department Operations Center (DCC) at the Harrisburg Service Center. The Major
Underground Manager will staff and assign personnel as appropriate to the Harrisburg Service
Center fo assure accurate and comprehensive assessment and evaluation of system cenditions,
initiation of corrective measures, effective organization of restoration activities, and efficient
prioritization of all resources. The Major Underground Departmeant Operations Centar (DOC)
rapors through Operations Section Chief.

Transmission and Substation Department Operations Center
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The Transmission f Substation Branch Directar, aor their designee, will be responsikle for
establishing the Transmission and Substation Department Operations Center (DOC) at EC/DC.
Personnel will be assigned as necessary to ensure:

» Accurate and comprehansive assessment and evaluation of system conditions
Initiation of corrective measures

» Effective organization of restoration activities

» Efficient prioriization of all resources

Status of restoration assessment and progress shall be communicated to Cperations Section
Chief per the updata schedule as determined by the Incident Commander. Staffing
requirements will be based on 18-hour shifis as deemed appropriate by the Incident
Commander and with adjustments as conditions warrant. Access to these evaluation centers
shall be limited to assigned duty employees, interface personnel, and appropriate Company
officers and staff.

Summary of Operations

Evacuation and Re-Entry Procedures for Facilities Located in Hurricane Evacuation
Zones

While Brazeria, Foit Bend, Galveston, Scuth Hauston, Baytown, Harrisburg and Baytown are
the facilities in Hurricane Evacuation Zonegs, our plan is to have all facilities with evacuation and
re-gntry procedures to follow.

Evacuation Procedures
Galveston, as necessary:

| Ewvacuate equipment — partner with logistics on best place to relocate
C Evacuate fleet
. Evacuate storm-rider personnel

South Houston, Baytown, Brazoria, as necessary.

C Evacuate fleet
C Evacuate storm-rider personnel

Bellaire, Fort Bend, Sugar Land, Spring Branch, Harrisburg, Humbleg, Greenspoint,
Cypress, Katy:

C Evacuate storm-rider personnel

C  * Maintain minimum staffing — possibly perform emergency switching immediately

following storm. Will likely require union volunteers or management with previous line

skill experience.

Eauipmeant remaining in yards should be sacured.

C Consider relocating transformers and critical equipment inside of warehouse or on
elevated dock area.

I Consider installation of anchors installed adjacent to pole racks to enabte poles to be
strapped down. Initial recommendation would be Brazoria, Baytown, and South
Houston.

|
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I~ Fleet could be relocated to staging site locations, i e. Pasadena Fairgrounds, Fort Bend
Fairgrounds, Sam Houston Horse Track, stc.

I Remind employees that storm-riders will be relocated to evacuation sites. Due to space
limitations, storm-riders should make prior arrangements for family members and have
plans to safely evacuate their family mambers elsewhere.

I Discussing ability to utilize neighbaoring utilities staging sites as evacuation site for starm-
rider employees and limited flest,

I Look into mokilization of sleeping trailers for storm-riders.

| Catering can be arranged for these staging site/evacuation sites.

| Should utilize buses, if possitle, to ransport storm-riders to evacuation sites.

I Foeus should be on employee evacuation and safety.

| Send cut EQP preparation checklist to Dist. Ops. Leadership

Re-Entry Procedures
All Locations:

In the State of Texas, municipal and county chief elected officials {mayors and county judges}
are responsible for deciding the specifics of the reentry process. As a result, reentry processes
may differ among counties or municipalities. Because of this, the state reentry strategy is
designed o operate in tandem with varied local response and recovery efforts and to support
associated requirements.

Each local jurisdiction has the authority to determine who receives ¢redentials and how that
process oceurs. The purpose of credentialing is to ensure and validate the identity and sttributes
of an individual. An effective credentialing solution enables a local incident commander to
request, receive and use personnel from outside their jurisdiction.

Credentialing should take place before an incident occurs. Some incidents, however, may
require the activation of a just-in-time process for validating, issuing, and tracking credentials.

The U3 Department of Homeland Security (DHS) has developed a Naticnal Incident
Management System {NIMS) Guideline for the Credentialing of Personnel. The processes laid
cut by OHS are voluntary and da not override the authority of local officials or siates to manage
rasponse operations.

Cnee Incident Cormmand has determingd it is safe for CEHE parsonnel to return for
assessment, crews will fallow re-entry procedures determined by laocal and state officials.

I Communicate tc all internal and extarnal workforee the importance of safe work
practices.
o Be aware of high-water areas and monitor current weather ¢conditions. Be
prepared for severe weather.
I All centers continually assess and monitor high water areas for mobility and restoration
pUIpOSes.
Review operational status of all service centers and facilities.
All centers with possible accessibility issues develop mobility plans.
C Continue to evaluate possible resource requirements.

[
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= Develop and execute an external communications plan. (Public Affairs, Regulatory,
Government Affairs)
| Review any outstanding fleet resource nseds.

Review individual service center plans to restore service to facilities vital to public safety, health,
and welfare.
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Annex F
Cyber Security
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Cyber Security
Purpose

Cybersecurity incidents will be managed through the framework of the EOP and supplemented
with specific procedures and processes cuflined in the Cybersecurity Incident Response Plan
(CIRP). The CIRF is intended to assist CNP and its affiliates and subsidiaries in premptly
responding to, resolving, and recovering from Cybersecurity incidents. The CIRP has been
updated in 2024 through its maintenance and revision process by the Cybersecurity department
within Legal.

Scope

The CIRP applies to every Cybersecurity Incident, which is defined as any actual or
reasonably suspected:

» Unauthorized or accidental access o or acquisition, use, disclosure, alteration, loss,
destruction, or ather compromise of Company information.

« Unauthorized occurrence, or a series of related unauthorized occurrences, on or
conducted through a system ocwned or used by CNP that jeopardizes or is reasonably
likely to jeopardize the confidentiality, integrity, or availability of the system or any
information residing therein, or

» (ther cybersecurity-related or computer fraud event identified as a Cybersecurity
Incident in the CIRP Glossary.

Thea CIRF is intended to supplement reélated CNP response and business conlinuity processes.
The CIRP cantrels to the axtent there is a conflict between tha CIRP and ather such materiais
related to cybersecurity incidents.
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Annex G
Fhysical Security
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Physical Security
Purpose

This annex addresses company facilities and assets including office buildings. service centers,
vehicles, equipment, materials, and supplies, as well as company employees and contractors
on company property or while performing work on behalf of CEHE.

Fer CEHE facilities or assets subject to fedaral security requiremsants such as North American
Electric Reliability Corporation {NERC), Transportation Security Administration {TSA) Pipeline
Security Guidelines, Department of Homesland Security (DHS) 6 CFR 27 Chemical Facility Anti-
Terrorism Standards (CFATS) or 49 CFR 193 LNG, the applicable fedesral ruies / requirements
are primary, and the CNP security guidelines and requirements are supplementary.

This documeant is considered supplementary and secondary to the CNP Physical Security Policy
and Corporate Security Emeargency Plan.

Scope

The security branch is responsible for all security and law enforcement related services during
an emergency event. The organization is made up of a combination of CNP employees and
select cantractars.

Corporate Security is responsible for:

« Maintaining a safe and secure work environment for all personnel and vehicles involved
in recovery of an emergency.

» Securing assets during incident coordination and deployment of contract security officers
and off- duty police officers

* Acting as a lizison with law enforcement or other governmental agencies

o Coordinating police escorts of crews and materials

» Prompt handling of all incidents of a security naturs

» Traffic control for AWM and PM crew truck movements at staging sites

+ Coordination of toll road procedures with local toll road autherities

»  On-going maintenance, manitoring, and responses to electronic security systems

Personnel should refer to the STCRM hetline for Updates and reporting duties during an
emergancy event.

Concept of Operations
Physical Security Policy

Corporate Security has published a Physical Security Policy which iz a controlling and
overarching policy above this manual. This manual is secondary and supplementary to the
Physical Security Policy available in the Policies section of CNP Today.

Security Qperations Center (SOC)

The Security Operaticns Center (80C) is a 24/7 operation center, which provides dispatch and
security support to all CNP properties, employees, contractors, and other stakeholders. As the
primary point of contact for security issues and incidents that accur at CNP propsrties, SOC
Gperators play a key role in both operational security and facility safety. Using varicus technical
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security systems and monitoring software, the SOC is responsible for the detecfion, triage, and
alerting of rowdine and critical security incidents. The SOC assists with the escalation and
incident management of critical security incidents.

Security Incident Reporting

The immediate reporting of security incidents to the Corporate Security Department is required
and is very important to help ensure a prompt Company response and the implementation of
effective mitigation salutions.

WHAT TO REPORT

» Crimes - thefts, threats, assaults, etc.

«  Security related incidents - fires, cut fences, trespassers, card reader doors propped
open, improper security procedures being followed, etc.

» Suspicicus and unusual incidents - persans photographing Company facilities, unknown
packages left unattended, aircraft low fly-overs of ¢ritical facilities, unusual calls to obtain
Company information, etc.

COST OF LOSS

Business units should report an estimated cost of loss when the incident is ariginally reported.
The actual cost of loss will be reported after all costs of [0ss and repair have been completed
and calculated.

Cost of loss is definad as the total cost to replace the loss of an assst. As an example, cost of
loss for tha thaft of equipment would includs the replacement cost, plus the estimated cost of
labor involved in cbtaining the replacement equipment. In the event of a copper theft the cost of
loss would be the cost of replacement material, employee labor, and any contractor costs. Cost
of loss can be a determining facter in deciding the appropriate secuiity mitigation actions.

HOW TO REPORT

In case of a fire or life-threatening emergency, immediately call 911, and then notify your
supervisor and Corporate Security (713-207-5500).

CORPORATE SECURITY RESPONSE TO INCIDENTS

Corporate Security will notify local law enforcement agencies for response to all suspeacted or
actual criminal incidents. As appropriate, Corporate Security will notify state or federal security
or law enforcement agencies (FBI, DHS, State Police, etc.)

Protection of People and Assets

Suspicious Persons and Activities

v All employees should be aware of their work surroundings and report any and all
suspicious persons or activities they observe.
» Suspicious persons or aclivities coutd include:
o Unknown persons or vehicles in the work arga.
o Transients.
o An employee in an area they do not belong.
Persons loitering near company property or work areas.
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+ Some indicators of suspicious surveillance of the company:

o Demeanar of the individuals {Do they avoid aye contact?)

o Do they appear interssted in something that is not there or that would net
normaily hold long periods of interest?

o Do they appear to be taking measurements with their feet/stride, vehicle (driving
a pattern), or using 2 range finder?

o Atftempts to gain sensitive information about security measures ar personnel,
entry points, peak days, and hours of operation, and access controls such as
alarms or locks.

o Observations of security procedures or staffing positions.

o Discreet or unusually suspicious use of cameras or vidgo recorders, sketching or
note taking, particulary of ar about sensitive areas or restricted access points.
Unusual or suspicious interest in speaking with building maintenance perscennel.
Observations of or questions about facility security measures, to includs barriers,
restricted areas, cameras, and intrusion detection systems.

o Observations or questions about facility air conditioning, heating, or ventilation

systems.

o Attempted or unautharized access to ronftops or ather potentially sensitive areas.
» What may conslitute suspicicus activity to one person may not be suspicious to another

person. A good gauge for distinguishing suspicious persons or activilies is if your
intuition ar instinct tells you something is wrong, it probably is wrong. By recegnizing and
reporting suspicious activity we may prevent a loss or crime from eoccurring and help o
better ensure the safety of employees and company asseis.

o Should you chserve suspicious persons or activities raport it immediately to;

n  Your supervisor,
=  Corporats Security.

o Call 911 immediately if a crime is ocourring or the situation appears dangerous or

threatening.

o g

Sabotage

Sabotage is the deliberate destruction of property, equipment, controls, or communication with
the intent of causing:

» Interfuptions to critical operations
» System Failure
» Disruption of the bulk elactric system or gas distribution system

Events caused hy theff and vandalism are nof considered sahotage.

» The key to protecting CNP facilities from sahotage is to be conscious of activities in or
arcund our facilities. Early detection and racognition of potential and actual sabotage
gvents are critical. Sabotage may be the wark of terrorists, hestils individuals, or
disgruntled employees. Sabotage events can be cyber, physical, and/or operaticnal and
may include events liks:

o Terrorist threats or attacks.

o Discovery of explosives.

o Extensive damage to our electrical, gas distribution, gathering, and distrikution
facilities and equipmeant.
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o Suspicious packages infaround our faciliies and equipment.
Apparent forced entry.

o Intelligence gathering attempts; unautheorized people requesting informaticn
about items such as operations, software, and telecommunications, etc.

o Unauthorized physical surveillance, including photography.

o Other suspicious events.

» Empioyees who observe an act, event, unusual conduct, unusual inquiry, any
quastionable or suspicious activity involving company physical and/or cyber facilities,
asseis, or parsonnel should consider such activity a potential threat.

» Employees should avoid "confirmation bias” to explain their observations — in other
words, developing a “good reason” why something may have occurred. Some examples
are, "That person is just really curious so is asking lots of questions” OR "There’s
damage to this equipment but it was probably just kids messing around.”

» ltis the responsibility of all company employees to report suspicicus activities by
notifying their supervisor and the Corporate Security Departmeant as soon as possible. If
an immediate risk of damage, injury, or sabotage is present, employees should call 911
immediately.

Trespassers

s Trespassers are not permitted on company property.
o [ftrespassers are found upon company property, take the following actions.

o Ifyour faciiity has a security officer, notify the security officer immediately so ihe
person{s) can be remaved.

o If no security officer is at your facility, then notify your supervisor or building
management.

o |fyou feel safe doing so0, advise the oiterer or trespasser that you reprasent the
company property and that they need to leave immediately. If the person fails to
leave, call the police,

o V¥hen the police arrive they will ask you if you want to issue a trespass warning.
You will have to tell the police officer that the person is not welcome, is
trespassing and that you want them to leave. If the person persists and refuses
to leave after being given this notice then thay will be subject to arrest by the
police for trespassing.

Physical Security Support to an emergency event for Non-Security Related Activations
Security Staffing and Responsibilities

Security is responsible for providing services o help maintain a safe and secure work
environment for perscnnel and assets during recovery from an event.

Security support during an event includes:

» Providing support for the staging site security ccordinators
» (Coordination and deployment of contract guards and off-duty palice officers
» Overseeing security at staging sites
o Acting as a liaison with law enforcement, other govemmental agencies, and
private industrial security departments
o Coordinating police escorts for crews and matenals
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o Contract at least two off duty officers per staging site for escorts
= |f and when local pelice can provide escorts, these officers may be
released
= Prompt handling of all incidents of a security nature
o Retain one police officer cvernight to provide armed security for each staging site
Coordinatian of toll road procedures with Harris County Toll Road Autharity
o The maintenance, monitoring of, and response to applicable electronic security
systems
o Traffic contrel for AM and PM crew truck movements
= Providing guidance and direction for personnel brought in by contract fo
assist with the staging site traffic flow and parking for foreign crews
= (Contract an off-duty police officer for infout traffic control at staging site
street entrance and exit gates, during active hours of wark

Field Staffing:

» Security Coordinator Lead
» Senior Security Coordinators
» Security Coordinators

At the Tower:

« Manager

»  Sgcurity Technical Coordinator Lead

s Security Billing Contractor Coordinators
«  Security Technical Coordinators

» Security Coordinaters (Lead and Seniors)
o \hich staging sites will be opened (from Qperations secticn chief}
Traffic control needs at staging sites {from Staging Site manager)
Which restricted roads CNP needs access to {from Operations)
Any security incidents that occur (fram Staging Site manager or Operations)
Which crews and materials will need police escorts (from Operaticns and Supply
Chain)
o Which assets will need protection (from Operations and Staging Site managen
« Security Billing Coordinators
o Siate and plate numbers of foreign and mutual assistance crews (from Rasource
Unit)

o 0o Qo

Tasks

» Security Coordinators

o Coordinating with local authorities 10 ensure CNP personnel access to storm
damaged areas
Coordinating and deploying contract guards and off-duty police officers
Acting as a liaison with law enforcement or other governmental agencies
Coordinating police escorts of crews and materials
Handling promptly all incidents of a security nature

[= I oI I o)
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o Coordinating traffic control for morning and evening crew truck movements at
staging sites
*  Security Technical Coordinaters
o Coordinating toll road procedures with Harris County Toll Road Autherity
o Maintaining, monitoring, and responding to information from electronic security
systemns
» Security Billing Contractor Coordinators
o Keep track of time logs for contract security resources
o Ensuring that CNP processes payments for security contract resources in a
timely manner

Outputs

» Information an which forgign and mutual assistance vehicles will need access to toll
roads (to HCTRA)
» Payments to contract security personnel

Process Timeline
During emergency:

» (Coordinate with local autharities for CNP personnel entry to damaged areas
» Provide secuyity and traffic control at staging sites

» Provide security for service centers

» Advise management of security issues

Respansibilities
Maintain Security for emergency Staging Site(s)

» Security persannel schedules
s Security personnel assignments

Cocrdinats with Corperate Security for Law Enforcement Support

«  Crew escorts

» Customer threais
s  Denied access

v Oversized loads

« Police checkpoints
s Traffic contral

Security Incidents

» Document all incidents
» Report to Corperate Security and Staging Site Management

Documentation

s Keep track of all security related scheduies
» Keep track of all security requests
» Keep a sign-in log at the main security tent far all security related personnel
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Reporting for Duty

»  Have your CNP issued |D
« Reportto ECP Leader until dismissed from duty or emergency activation
» Report to assigned staging site on day 1 of activation
o Staging sits working hours (5am to 9pm) — 7 days a week
o Things you will nged
= Staging site layout
= Contacts list
= Area map
o Prepare for staging site conditions
=  ‘Wear appropriate shoes and clothing for the envircnment
»  Wear safety vests, traffic whistles, etc.
=  Bring medications, |aptop, air card (if appliable), smart phone, phone
charger, etc.
= Refueling to be determined on availability
= Meals and fluids ta be cansumed as time permits {eat and drink when you
can, sit whan you can)
= Track hours worked, work related mileage, and personal cell phone
charges
= Be alert (SITUATIONAL AWARENESS)
o Irate Gustomers or personnel (NOT allowed access to staging
sites ar SCs)
s Crew/Site Personnel altercations
» Report o onsite management or call 911 if necessary
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Annex H
Emergency generation/Long Lead Time Facilities
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Emergency GenerationfLong Lead Time Facilities
Purpose

Ag a result of amendments to PURA in the 2021 Texas Regular Legislative session and in the
2023 Texas Regular Legislative session, Transmission and Distribution Ufilities, llke CEHE, may
lease and operate facilities that provide tempaorary emergency electric energy to aid in restoring
power to the utility's distribution customers during “a significant power outage” in which the
independent system aperator has arderad the utility to shed load or the utility's distribution
facilities are not being fully served hy the bulk power system under normal operation.

Scope

This Annex covers actions and strategies to prepare for, mitigate against, respond to, and
recover from "2 widespread power cutage” that directly impacts customers of CEHE that
requires emergency generation during the restoration operations.

In acecardance with applicable statutes, CEHE has entered intc a lease agreemant with an
emergency generation provider to secure emergency temporary back-up generation capacity,
with the lease agreement ending on June 30, 2029. This lease agreement alsc extended the
lease term for certain temporary emergency generation units that CEHE had previously leased
under a short-ierm lease agreement. CEHE has leased up to approximately 500 MV of
temporary emergency generation units, with actual cutput depending on ambient and other
cperating conditions. CEHE has the following temperary emergency generafion units to deploy,
if necessary: 1

» Uptofifteen (18) temporary turbine generator sets capable of providing approximately
30 MW or more of power each depending on ambient temperature and other operating
conditions.

» Up to five (5) temporary turbine generator sets capable of providing approximately 5 MW
or more of power each depending on ambiant temperature and ether operating
conditions.

«  Appropriate support resources within prescribed times 10 transport and operate the
equipment.

» Upto 13 small increment (Up to 1MW) temporary generation units

CEHE expects to be able to operate the equipment uniil affected customers are eligible to
receive service {1.e. the statutory requirements are no longer met). Depending upon severity of
the extreme weather candition, this cculd range from less than 1 day to 6+ weeks.

Decision Making

CEHE Operations will use the decision making and activation processes established in the
Emergency Operations Plan for emergencies needing emergency generation. See Section 3.2

1 a= parl of a camamilment to halp mest the State of Texas' imnediale snergy needs in summsr 2025, CenterPainl Ensrgy has
praposed to the Electrla Reliakity Counsll of Tewas (ERGOT) to utlize 15 of the sampany’s large emergency generation ualts to
helr addreas the state's generatlon shartfall concerns. As outlined tefore the ERCOT Beard In March, aad subject fa finallzatlon of
musuzlly agreed upen documentation amohg e reievant partles, Including ERCOT and the senvics arovidetioperator of the
emergency genzration vnits, Centerlaint will 2end the 15 large emergency generation uniis to the San Antanio area oy sumimer 2025,
for up to two years, whichwill help the state and ERCOT offset a projscted energy shertfall.
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for mere information. Load shed, load restoration, and mutual assistance may trigger the need
for emergency generation.

Concept of Operations

The addition of emergency generation to CEHE's toolkit for Load Shed, EOP Reastoration, and
Mutual Assistance procedures provides greater flexibility and the ability to segment cirguits and
find “safe” locations to supply power and bring customers online in hardest hit areas more
quickly while working to restore the grid. This allows for different operations, to allocate crews
and resources more gfficiently, to restore service quickly, and prioritize service restoration to
critical customers while leveraging emergency generation. CNP evaluates and develops
strategies for use of tempaorary generation in emergency response and restoration based ocn a
combination of critical facilities. such as hospitals, warming/coaling centers, etc. and segmented
circuits for customer restoration. CNF coordinates with city/county emergency management
offices for updates to critical facility prioritization and has a process in place during emergencies
for escalation of priorities from external stakeholders.

Based on system needs, and in coordination with appropriate government officials and
regulators, CEHE will determine the potential locaticn(s) where the back-up emergency
generation facilities may be best utilized, to the extent possible based on actual conditions of
particular event. These determinations will be based on good wility practice, system conditions,
and the circumstances and customer needs during each individual event.” Some back-up
emergency generation facilities listed above have been pre-positioned at certain locations in
CEHE'’s service area and the incident management team will determine how to activate,
mobilize, deploy, and either redeploy or demobilize facilities during an event. Under the long-
term lease agreement, the emargency generation pravider must provide transportatian and
aszembly services if emergency generation faciliies will need to be relocated. CEHE will
coocrdinate with the emergency generation provider if the pre-positioned emergency generation
facilities need to be relacated to other locations in CEHE's service area dunng an event as
cperating conditions, road conditions, and other safety considerations permit.

CEHE's aperation of temporary emergency generation facilities during an event are not a
guarantee against fluctuations, irregularities, or interruptions in delivery service, CEHE's
operation of temporary emergency generation facilities are subject to the provisions in CEHE's
PUCT-approved tariff, including, but net limited to, provisions related to quality of delivery
service, emergencies and necessary interruptions, limitation of warranties, and limits on liability.

Activation is called for by RTO/Executive Leadership. From there we have 5 stages typically
followed, but we could enter in any one of the first four including immediately moving to level 4.
These are defined as levels {Level 1 — MNotifications, Level 2 — Preparations, Level 3 — \Warm-up
of temporary generators, Level 4 — Deployment of temporary generators, i.e. bagin ocperation of
generators, Level 5 — Recall of flzet, i.e. shut down and return to “normal ready” state).

As referanced previously, the Company utilizes four emergency activation levels, designed to
ensure sufficient resources are available to effectively respond to any type of event impacting
customers within CEHE's service territory. The alert levels may be activated, based on need,

[5] PURA §§ 39.918 (g)
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during a variety of event types. Please see Section A: Gverview for addifional details regarding
the Company's response 1o emergency avents,

Testing

CEHE has a maintenance program with the vendor whiere temporary generators are
maintained on a quartery basis.

Vendor is responsible for verifying operation/maintaining and performing quarterly maintenancsa
on the temporary generators and menthly maintenance on the blackstart generators.

Load Shed Process

In the load shed process both the 30 MW generatars and the 5 MV generators can be ufilized
simultaneously, There are triggers that will be leveraged to engage the emergency generation
fleet. These include;

Triggers to inifiate 30 MVY and & MVV generation Icad shed deployment

The “home"” lozatian far the emergency generation is within 17 substations. In their standard
configuration, the units will be connected to an open switch within the substation that allows for
ease of intercannection in the event of an anticipated widespread outage lasting longer than 8
hours and is a nsk to public safety {legislation as of 08/01,2021). There are 5 trigger levels and
action items within load shed events. The emergency generation can he initially deployed at any
trigger level based an grid/emergency conditions, as defined by the below flowchart.

These |evels include:

» Level 1 — Notify - E-mail Temporary Gen Contractor of possible deployment, but no
action required.

» |evel 2 — Prepars - E-mail Temporary Gan Contractor of anticipated deployment and
begin alerting teams. E-mail internal stakeholders making them aware of potential
deployment, but no action required yet.

» Level 3—Warm Up - E-mail/call Temporary Gen Contractor to dispatch crews to
locations, bagin generator "warm-up” procedures, and prepare for probable deployment.
E-mail/begin call cycles with internal stakehotders making them aware of gen start
fwarm up) and likely deployment and recommend institution of their respective
Temporary Gen deployment plans.

» Level 4 — Deploy - E-mail/call Temporary Gen Contractor identifying deployment is
imminent and RTO will assume dispatch controls of assets. E-mail/begin/continue call
cyeles with internal stakeholders making them aware of gan deployment and to prepare
for energization of caonductors with Temporary generators and begin support needs.

» Llevel 5 Recail - E-mail/call Temporary Gen contractor to verify resources have been
released by RTO and allow to begin recall of fleet. E-mail/end call cycles with internal
stakeholders making them aware of gen fleet recall and recemmend they begin the
recall of their respective support measures.
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Internal stakeholders’ primary functions include:

= Environmental — Work with Operations on logging of hours of temporary generators are
operational to meet Texas Commission on Environmental Quality (TCEQ) requirements.
Tiger Team will receive data from temporary generator vendor and store on Teams.
Environmental Team will verify data and provide guidance if other items are needed.
Environmental will also interface with governmental agencies requesting environmental
documentation.

« Safety — Work with all teams on location to verify temporary generator operation and
area is safe. Also works with RTO/DCO to verify crews do not work on lines while
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temporary generaters are connected to the distribution grid and are operational {i.e.
powering those conductors).

Procurement — Work with Tiger Team to procurs items nesded to support temporary
gensrators.

Fleet — Work with Tiger Team to procure fuel and fuel tanks to support temparary
generators.

Security — Work with Tiger Team an providing security at all generatar locations for the
duration of the event {(including set-up and recall).

Substation Operations — Support temporary generator operation at substations for the
duration of the event (including set-up and recall).

Major Underground — Support temporary generator operation at substations for the
duration of the event (including set-up and recall}.

Distribution Control Cperations — Support temporary generator operation through
switching orders and assist in isolaticn and load reduction for the duration of the event
(including set-up and recall).

RTO — Support temporary generator operation by deploying and "cantrolling” the
operation of the assets for the duration of the event. They will be in sale contral and call
for generator to come cnline and ge cffline for the duration of the runtime of the
generators during the event.

AMS Technologies — Will suppart Transaction Management after the event through
providing data o REF’s regarding times generator was online and offiine o aliow REFP
to provide proper billing.

Transaction Managament {Billing) — Will support REF's through data provided related to
temparary generater aperation times and grid parallel times. Will need to work in
conjunction with AMS Technologies to support this.

A tabular form of the triggers and action items is seen below:
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Mobile Generation Triggers and Action Items

Communication from RTO/Leadership on
. e I — potential event with wiseipresd outsge | E-mail Mobile Gen contractor of potsibie
Leve! 1| with uwedespread outage grester than) = <
B* howrs and “small” load grester thas B* hours and “large load decloyment
- support possible
poLible
“""""“T"""' cvent | Commemication from RTO/Leadershio on | E-mai Moble Gen contractor of an expected
Lavel 2] with San mpending event with wadespread outage | event sgproaching with drective to tbegin
I'hm-u‘-nl‘.ludl e greates than B* hours and “large” load making teams sware of potents
supeort eapected deployment need
expeted
Conference Bridge started with e E-mai /el Motxie Gen contractor to resdy
and ) Bridge with ] ‘aoply for permits and
: e and disciasion sround potsible deploy persannel to ready the units for
; P 1 locahons/Mmetrames. etc. Direchve from deployment to support potential ioad
Level 3 - -+ : ATO/Lesdersha/CVAL/DVAL TVALIG sgolicsnons
a5 = ments! Lintsons on potertal MMMMMN:::
RN pre-depioyrrent restoraton locatons imternal stabeholdess that uaits e
’Tm;fm‘ |begn de-mobiization | pregered for deployment and to begn their
tupport procedures |But not depioy vet)
|E-mail/call Motsle Gen contractor to mobilize)
units to sddresses prowided snd pregere
perenston: for operation Make mobie
Directrve from STO/Leadership/CVAL| Directive from ATO/Leadershin/CVAL on Fererator peare that ATD wil pisume
Level 4] on deployment ¢ depioyment restorston locatons (begin | dapwtch control of the mobile generator
[bagn mobilizing and dSepioyment) g and 1 E-nail Incttty gh Teams g the
mierngl stakehoiders of the mobillzation of
the penerstors and that ATO will take over
mogie generstion operwbons! control
E-mad/call Mobie Gen contractor to verify
Communicators from Notify Mooile Gen Contracior to begin | resources hawe besn relessed and sllow to
Level 5| ATO/Leadershio to stand down and tool down process snd return fleet to begin recall of fleet E-mail imternal
recall generation flast “home base” mmmmdmwl
recail

Operating duration, permitting, and noise concemns

As stated above, the Tiger Team will collect run time data from emergency generation
contractor and post to the Tiger Team's website. The Environmental team will manage the
logged information provided by the temporary generator contractor and verify for proper
operation and adherence to all permitting required for operation. Environmental Team will also
Interface with all governmental agencies requesting data from run logs for environmental

purposes.

Related to noise concems, it has been determined that City of Houston (COH) Code of
Ordinances Chapter 30 provides a waiver when “emergency work” is occurring. A portion of
“emergency work” is detailed as “.._(iv.) restoring public utilities.” Please see attached excerpt

from Chapter 30 in Section 10.
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