The idea is to take the information provided within the form and process that data into Calls
Manager. There will be times when sufficient data is not provided and the member will need
to be called in order to successfully identify the account that is without power. Upon
processing the outage, move the e-mail to a folder named by the current month and year.

There will also be e-mails that come in with issue(s) other than outages. Within the form, the
member is given the option to select Part Power or Disconnected Non-Pay in the Power Status
section. Similar to the no-power emails, move the e-mail to a folder named by the current
month and year once processed.

It will be assumed that if an e-mail is in the inbox, read or not, the information has not been
processed and will be the responsibility of the operator/MSR to ensure that no e-mails remain
in the inbox.

You can move the email by both dragging and dropping or by right clicking the email and
selecting move followed by the appropriate folder.
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Texting Outage

United now has the Outage by Text feature. This allows members with 5 accounts or less, to key in their
outage by meter/address. Members first have to have their cell phone number in iXp in the cell field and opt-
in to the process. This is done by texting united to 85700. The member will receive a “welcome” text and can
from then on only needs to text “out” to 85700 for the outage.

The outage is processed from the TextPower server to the Milsoft IVR and then into Calls Manager with
“received by text” in the comments.

Once the outage has been restored, the member automatically receives the restored text.
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< 85700 Lo =
problem still exists. 593 PM

Friday, March 2, 2018

(35pm OUt

fd 2] Which address: (a) 225

-* " ARROWHEAD DR BURLESON,

METER - 1092015287 Text a

or OTHER. 1 36 0

1:36 P

[\ )] 225 ARROWHEAD

c DR,BURLESON, METER -

109201528: Thanks. Your

outage has been reported.

Track it here outage.united-
cs.com.7376 197 PM

[\ )] 225 ARROWHEAD

~“-*  DR,BURLESON, METER -

109201528: Our records

indicate your power has been |
restored, Text OUT if the

problem still exists. 198 PM |

Part lll: Appendix

Items Included in Appendix

This appendix should be used to include whatever items are necessary to assist with the understanding of
processes and procedures dealing with the outage management guidelines, process. As of now, the outage
tickets that are possible in the process are included as well as a quick copy page for the UCS Outage
Information Form.
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Calls Manager Call Ticket

United Cooperative Services tim
Call Ticket
Trouble Began: 11/06/2003 09:49:36 Checklist: 1
Mo Account Name: PERIARD, JOHN Account: 57608001
Contact Name: PERTARD, JOHN Meter: 15038995
Phone Number: 8172329252 Section: 3128494300005
Service Address: 5008 RUNNING BROOK JOSHUA  SubStation
Address: 5008 RUNNING BROOK JOSHUA Feeder
5008 RUNNING BROOK DR Transformer;
JOSHUA TX 760585760 Phase:
Taken By: tim at 11/06/2003 09:49:38
X: 2042016,72335025
Y: 282838.794416244
Account Status: Activae
Call Back: No
Total Calls: 1
Last Call at; 11/06/2003 03:49:36
First Call at: 11/06/2003 09:49:36
Comments:

CIS Comments:

Outage Name: 2003-11-06-0021
Qutage Location: PD3128494377001
Qutage Status: Predicted Open
Qutage Cause: PD3128494377001 Needs Verification

Expected Restoration:

Printed 11/06/2003 at 08:40:38 Page 4
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PORCHE Trouble Ticket

Trouble United Cooperative Services

Ticket

Porche2000 Outage Report

Qutage System Information

CALL RECEIVED:  12/4/2003 5:07:44 PM

TELEPHONE: (972) 248-0502
RECORD#: 0467
MESSAGE LEFT:

# OF METERS: 1

PROBLEM CODE: 5

Customer Information

PRIORITY False

ACNT TYPE:

ACCOUNT#: 178547001

NAME: ELDEMIRE, PHILIP C

SVC_ADD: BLUE MARLIN DR

ADDRI: 5950 SHERRY LN, STE 600

ADDR2: UBS FINANICAL SERVICES

ADDR3: DALLAS X
Location and Engioeering Information

LOCATION: 3036409476001

MAPNAME:

FEEDER: 2

PHASE: A

METER NUM: 69501750

SUB_NAME: GRANBURY
Power Restoration

TIME/DATE ON:  Undetermined

WEATHER: #HCONS:

CAUSE; EFFECT:

EFFECT GRID NUMBER:

CREW: DISP:

NOTES:

Guidelines for UCS Outage Management
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Updated 10-2022 by JG
System Operations Nightly Checklist

(Checklist should be completed on nightshift, between the hours of 11pm and 2am)

Step 1. Check SCADA

Reset any trip targets showing in alarm view. Acknowledge all alarms.

Click on the HEADENDS point at the top left of the SCAD A main screen, make sure headends shows normal on each point.
Verify that all circuits are on normal trips on the DA alt trip and Winter Summary (Cir Winter) screens.

Verify SCADA COMM lines and Substation RTUS are reporting properly by visiting the SUB COMMS summary screen. If
there are any problems, contact SCADA Contacts as listed on the problems contact list. (sub comm line failure=notify Brazos).
Verify DA COMM lines and Device RTUS are reporting properly by visiting the DA COMMS summary screen. If there are
any problems, contact DA Contacts as listed on the problems contact list. (DA comm line failure=notify Bryan Phipps).
Verify all SCADA reported substation voltages are within reason by viewing the three small, color-coded dots at lower left
corner of each substation square on UCSSYS screen. If any are in the extreme (yellow/orange/red) hover mouse pointer over
those dots to see the exact voltages; anything less than 124 volts or more than 127 volts is extreme, and you will need to call
Brazos to report the hi/low voltage. If you see any colored in Purple, call Brazos immediately.

Verify all reclosers are in normal status via UCS AST, Sub HL & DA HL (hotline tag) Summary Screens, and the Sub & DA
1S (1shot) Summary Screens, unless there is a crew or contractor currently working with HLT or 1shot in place.

Verify LOMS block points are not enabled (unless prescribed) via both the SUB LOMS and DA LOMS summary screens.

Step 2. Check OMS and BLS.
Make sure the server shows Server Online and Predictions enabled in green.
Click on ‘preferences’, then ‘outage preferences’, verify ETOR box is checked, and the default is set to 2.

Open BLS, log in and click on the configuration tab. Make sure there is a red orb next to high call volume, unless it is supposed
to be on. If it is currently on the orb will be green, select the checkbox to the left of the orb and press deactivate.

Step 3. Check Outage Viewers.
Enter a test outage on UCS account 7782 into Calls Manager.
Verify the outage shows on both Outage Viewer Dashboards: Open the external outage viewer dashboard by going to
“UCS.net”. Open the internal outage viewer by going to “The Circuit”, which is the UCS intranet page.

Step 4.Check System Operation’s phones.
Place a test call to the Dispatch Direct phone line, 817-641-5232.
Place a test call to the Dispatch Cordless phone line, 817-447-3670.

Step 5. Enter a test email outage.
Go to “UCS.net”, then click on Report Outages tab. Scroll down to view Report Outages Online form, fill in the required
sections on form and click submit. Check the OutageReportsInbox in Outlook to confirm email was successful, then delete it.
If you encounter any problems, email IS&T.

Step 6. Verify all electronic doors show closed and card only via Accessit.
Select Hardware, then Readers. Scroll through each page to see all doors. If any show other than “closed” and “card only”,
email IS&T and Maintenance the door name and status. If a group is scheduled to be in the Community Room at the time, that
door should show “unlocked”; verify this before sending email notification.
If any exterior doors show open/unlocked without proper cause, contact Safety and the on-call lineman for that area.

Step 7. Check RF injects.

Go to Command Center, under the “Setup” tab in the top left-hand side navigate to “External Integration”. Click on “Outage
Management Integration — Web Service Based (Detailed)” and check the “Enable Outage Management Integration”. Click
“Save”. This will be done at 7pm Monday-Friday, on Friday it will be turned on at 7pm and run through the weekend. It is to
be turned off by Nightshift at 6am Monday-Friday. Refer to the RF Meter Outage Protocol for more information.

Step 8. Check doors, server room temp, and complete checklist.

Check comm room door, and check lobby lights to make sure they are off. Check server room temperature, acceptable temp is
below 74° If room gets above 74°, setup portable AC and aim hose out the door; email Maintenance, Shawn FEiler, Brad
Mead, and System Operations. Call Mike Huston if temperature does not cool off.

Initial the nightly checklist sign-off spreadsheet located in the Afterhours checklist folder inside System Operations on
BURFILE.



Planning Department IS&T Disaster Recovery Plan

United Cooperative Services has developed this action plan to be in effect in the
event of a catastrophic occurrence at one or all of United Cooperative Services IS&T
facilities. The plan is intended to cover the major aspects of phone and computer
operations in the event of tornado, fire, major ice storms, or other factors which could
incapacitate one or more office locations.

Action plan for Planning in the event of a disaster

UCS has many technologies that it depends on to carry on daily business
activities. There is a complex computer network and phone system that is interconnected
to all 8 UCS offices. There is also a complex outage management system that needs to be
up and running should a disaster ever occur. Along with Brazos Electric Cooperative,
UCS is responsible for a SCADA system that keeps track of all the cooperatives electrical
substations. While the computer & telephone network is complex, it can be subdivided
without any major effects on the whole system. During a time of crisis, there are certain
areas that are of more importance than other areas. These areas are vital and need special
attention during a crisis situation. The areas are as follows:

Outage Management System in Burleson
Power720 in Burleson

Radio system in Burleson

SCADA system in Burleson

Dispatch in Burleson

Contact with Membership System wide

ISRl

Emergency contact information.

Internal:
Cameron Smallwood-CEO/General Manager  Cell 817-648-6515
Marty Haught-Asst General Mgr/COO Cell 817-487-7009
Robert Bernhoft- Sr. VP of IS&S Cell 254-396-2718
Cory Menzel-VP of IS&T Cell 817-648-6354
John Huffman - IS&T Network
and Security Administrator Cell 682-228-8141
Brad Mead- IS&T Administrator Cell 817-648-5906
Kevin Schulle- IS& T Administrator Cell 254-431-7899
Yuri Lavadour IS&T Administrator Cell 817-456-4382
External:

A list of phone numbers as well as after hour contacts is maintained at all times in
the event of a failure in any of our technology systems. This document will be kept in all
computer rooms and is attached for reference.



If Burleson becomes incapacitated due to a catastrophic event the following
would take place.

1. Outage Management- Refer to Guidelines for UCS Outage Management
which is kept in dispatch.

2. Power 720 operations would take place out of Daffron Disaster Recovery
Center.

3. Radio System- Refer to Guidelines for UCS Outage Management which is
kept in dispatch.

4. SCADA system- Refer to Guidelines for UCS Outage Management which
is kept in dispatch.

5. Dispatch- Refer to Guidelines for UCS Outage Management which is kept
in dispatch.

6. Contact with membership- - Contact will be kept with members through
the process of forwarding calls to the appropriate offices. The guideline
for forwarding calls is kept in the Backup and Security Document for the
IS&T Department.

In the event that Granbury, Stephenville, Cleburne or all 3 are incapacitated
by a catastrophic event, Burleson will be the relief facility for these offices. All phone
lines at these three offices will be routed to the Burleson office. Office personnel from
these to offices would be assigned to Burleson.

In the event that Meridian is incapacitated by a catastrophic event,
Stephenville will be the relief facility for this office. The local line in the Meridian office
will be forwarded to the Stephenville office. Office personnel at this office will be
assigned to Stephenville or where need arises. All office functions of this office can be
handled from Stephenville.

In the event that P.K. is incapacitated by a catastrophic event, Stephenville
will be the relief facility for this office. The local line in the PK office will be forwarded
to the Stephenville office. Office personnel at this office will be assigned to Stephenville
or where need arises. All office functions of this office can be handled from
Stephenville.

Updated: 2-22-2023
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Quest Rapid Recovery Procedures & Guidelines

The following documentation will allow you to perform the basic task of deploying
backup agents, adding systems to core backup servers, setting backup schedules, recovering
data, recovering full systems and the information needed to contact support if needed. In
case of a situation where the IS&T staff is not available please contact Quest Technical
Support at 1-800-306-9329 and provide them one of two or our license numbers: 136-191-
072 or 138-864-770.

UCS is currently using six backup core servers for all endpoints (workstations and
servers). A 30TB total Software Capacity License is used for all six backup servers. All backups
are stored in a repository on each backup core sever. The names of each backup core server
are as follows:

Burleson — BURBACKUP https://burbackup:8011/apprecovery/admin/
Cleburne — CLBBACKUP https://clbbackup:8011/apprecovery/admin/
Granbury — GBYBACKUP https://clbbackup:8011/apprecovery/admin/
Meridian — MERSVR https://mersvr:8011/apprecovery/admin/

PK Lake — PKLSVR https://pklsvr:8011/apprecovery/admin/
Stephenville — SVLBACKUP https://svibackup:8011/apprecovery/admin/

All endpoints have a backup agent installed and are on a scheduled backup and snapshot
schedule based on the role they play in the organization. Some examples of this are:
Domain Controllers, File Servers, and SQL Servers — Hourly backup - Sun-Sat
Other servers - 4 and 8 hour backups - Mon — Fri
Normal end user workstations — 4 hour backup - Mon-Fri

Automatic Installation of the Quest Rapid Recovery Backup Agent:

1. Make sure the endpoint is connected to the internal network and is reachable. A
cabled Ethernet connection is preferable when installing the agent and performing
the first backup.

2. Loginto the Rapid Recovery Console (URL above) where the endpoint normally resides

Click Protect
4. A Protect Machine Wizard will initiate to start the agent install. Choose Typical and click

Next.

5. Type the host name of the endpoint, change the port to 8011, and enter the
administrator credentials using UCS\administrator and the correct password.

6. Click Next on the Install Agent screen and then click Finish. The agent will deploy to the
endpoint and will automatically be added to the console if deployment is successful.

2
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Quest Rapid Recovery Procedures & Guidelines

Manual Installation of the Quest Rapid Recovery Backup Agent:

1.
2.
3.

Go to the \\UCS\Support\Quest Rapid Recovery Agents folder

Choose either the 32 or 64 bit agent to install depending on the endpoint architecture.
Choose English and click OK. When the agent installer starts, click Next, accept the
license agreement terms and click Next again.

Install and perquisites that are needed and click Next.

Change the Agent port number to 8011 and click Install. Once installation completed,
make sure the “Yes, | want to restart my computer now” box is checked and click Finish.
After the endpoint reboots, log into the Rapid Recovery Console (URL above) where the
endpoint normally resides

Click Protect

A Protect Machine Wizard will initiate to start the agent install. Choose Typical and click
Next.

Type the host name of the endpoint, change the port to 8011, and enter the
administrator credentials using UCS\administrator and the correct password.

Click Finish to add machine to the console.

Set Backup Schedules and Perform First Backup

1.

2o

Log in to the appropriate Rapid Recovery Console using one of the URLs on page 2.
Locate the endpoint in the console and click on it.

In Volumes, check the top checkbox to select all volumes.

Click Set a Schedule

When the Protection Schedule windows pops up, click Advanced mode

Click the Templates dropdown and select the template that best fits the endpoint. Click
OK after selection. Then click Apply.

Click Force Snapshot to manually start the first backup.

After first backup full backup is complete, incremental backups will occur based on the
schedule template that iss chosen. Rapid Recovery will determine when a new full backup is
needed and will perform that automatically.

Recovering Data for an Endpoint

1.
2.
3.

Log in to the appropriate Rapid Recovery Console using one of the URLs on page 2.
Locate the endpoint and click on it.
Click Recovery Points and locate the Creation Date of the recovery point that you wish
to use.

. ER .
Click the ——' drop down on that recovery point and choose Mount.
Check the volume that you wish to mount. Uncheck any volumes that you do not wish
to recover data from. Click Next.
Check the “Create a Windows share for this mount” checkbox and click Finish.

United Cooperative Services 2019



7.

8.

10.

Quest Rapid Recovery Procedures & Guidelines

Once the mount process is complete, go to Windows File Explorer, type in
\\{BACKUPSERVERNAME} (ie. \\BURBACKUP)

There will be a share name for the mount that is visible to click on. Double click the
share and drill down to the location where the data resides that you wish to recovery.
Use normal copy and paste options to copy data to the destination.

Once the data recovery process is complete, you must dismount that recovery point.
One the Recovery Points console for the endpoint, click More and then click Mounts.
Select the Mount Point and then click Dismount. Answer Yes to confirm.

Restoring and Endpoint (Bare Metal Restore)

1.

10.

11.

12.

Prepare a bootable USB device using the RRBoot.iso file and the Rufus application. Go
to \\ucs\supportl\Quest\Rapid Recovery and copy the RRBoot.iso and the Rufus-
x.xx.exe file to your workstation.

Insert a blank USB device into a port on your workstation, launch Rufus, and create a
bootable device by pointing Rufus to the RRBoot.iso file.

After bootable USB device creation is complete, move the USB device to the endpoint
machine that you wish to restore, insert it, and boot the endpoint with it. Make sure
the endpoint has good network connection.

Once the Quest screen appears, click the Q icon (top left icon). This will start the
Universal Recovery Console. Choose English and click OK.

Log in to the appropriate Rapid Recovery Console using one of the URLs on page 2.
Locate the endpoint you wish to restore in the console and click on it.

Click Recovery Points and locate the Creation Date of the recovery point that you wish
to use.

Click the ’&’ drop down on that recovery point and choose Restore.

When the Restore Machine Wizard starts, choose the “Recover to any target machine
using a Boot CD” option and then check the “I already have a Boot CD running on the
target machine” box.

Look back at the target endpoint machine to get the IP Address and Authentication Key.
Enter the IP Address and the Authentication Key in the Restore Machine Wizard on the
console and click Next.

Set Volume mapping to Automatic, make sure all check boxes are checked for all the
volumes on the source backup and the target endpoint machine and click Next.

The restoration process will begin and can take a few hours to complete based on the
backup size and network speed. Once the restoration is complete, the target endpoint
machine can be restarted and it should come back up just as it was based on the
Creation Date that was selected on the restore point.
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Quest Rapid Recovery Procedures & Guidelines

If you have additional questions, require assistance with backups or restorations, please
contact a member of IS&T:

Eric Cagle eric@united-cs.com
Office: 254.918.6109
Cell: 254.396.2705

Brad Mead brad@united-cs.com
Office: 817.782.8356
Cell: 817.648.5906

John Huffman johnh@united-cs.com
Office: 817.556.4015
Cell: 632.228.8141

Yuri Lavadour yuri@united-cs.com
Office: 817-556-4018
Cell: 817-456-4382

United Cooperative Services 2019
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Daily Backup Setup

From any POWER720 command line type in the command GO BACKUP and hit enter.

File Edit Wiew Communication Actions Window Help

BB 2% B =@

| & 3 @
Daffron’s ster Menu User: RBERNHOFT
System: UCST20

Select one of the followin s

Security menu

Accounts payable menu
Accounts receivable menu
Units to material menu
Consumer accounting menu
Fixed assets menu
General ledger menu
Inventory menu

Payroll menu

18. Transportation menu

11. Work order menu

12. AS/400 Communications menu

[N m B U ) [N N PR I N

More...

Selection or command
===» [0 BACKUP

with output

F1l8=llork

iU 1902 - Session successfully started HP LaserJet 2430 on hpLaserJet2430

To setup the backup automated backup system, take option 10.

File Edit Wiew Communication Actions Window Help

B 2% BE =@ s

Ra| et

2 @ ¢
=

[=
|}

System: UEsT20

below and [

of

the following, type its numbe

1. Run backup
2. Display backup status

10. Set up backup

20, Initialize a tape
21. Initialize a tape set

Type a menu option below

F9=Command 1ing F1Z=Cancel

|ﬁ:" 1902 - Session successfully started HP LaserJet 2430 on hpLaserlet2430 |




To change the daily backup options take option 1.

=1 UCS720-D1

File Edit View Communication Actions Window Help

B 2% BE =@ s
P g

L 2t 8 @

et Up Ba
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To select = following,

1. Change daily backup options
2. Change weekly backup options
3. Change monthly backup options

18. Change library backup list
11. Change folder backup list

20. Change backup schedule

Type a menu option below

) U 1902 - Session successfully started HP Laserlet 2430 on hpLaserJet2430

The backup options should be as shown on the following screens. Use Page Down to see
more options. Hit F# or enter to return to the menu.

=8 UCS720-D1 Q@@

File Edit Wiew Communication Actions ‘Window Help

B 2% BE @ %% 2 & &

Change Daily Backup Options

System: UEsTzo

Where to back up:

Backup device . . . . . . . . . . . .. Name, F4 for list
Tape sets to rotate AN Mame, *ANY
Erase tape before backup . Y Y=Yes, N=No

6=Change library backup list

|ﬁﬁ‘ 1902 - Session successfully started HP LaserJet 2430 on hpLaserJet2430 |




=1 UCS720-D1 (=13

File Edit Wiew Communication Actions ‘Window Help

B 2% BE @ % e & &

Change Daily Backup Options

System: UEsTzo

What to back up:

User libraries . 1 1=3elected from list
2=Al1
3=HNone

Folders 2 1=5elected from list
2=Al1l
3=None

User directories . 2 2=A11
3=None

Security data b d Y=Yes, M=MNo

Configuration Y Y=Yes, N=No

How to back up:

Save changed objects only : il Y=Yes, MN=No

Submit backup as a batch job . Nl Y=Yes, N=No

Print detailed report Y Y=%Yes, M=MNo

3" 1902 - Session successfully started HP LaserJet 2430 on hplLaserJet2430

To select the libraries to be backed up, take option 10.

=1 UCS720-D1 Q@@

File Edit Wiew Communication Actions Window Help

System:

= L

Cs7z20

1. Change daily backup options
2. Change weekly backup options
3. Change monthly backup options

18. Change library backup list
11. Change folder backup list

20. Change backup schedule

Type a menu option below
10

wj?‘ 1902 - Session successfully started HP Laserlet 2430 on hplLaserJet2430




ALL LIBRARIES ENDING WITH 400, ERA, OR UCS MUST BE SET FOR DAILY

BACKUP.
=1 UCS720-D1

o)

File Edit Wew Communication Actions Window Help

B o 2= =

2|8

@l @ ¢

#LIBRARY
ADTSLAB
APLIBCOPY
APLIBTEST
APLIB4G6E
ARLIECOPY
ARLIBTEST
ARLIE400
BERMHOFT
BILLEACK
BLLIBBACK

2=Change backup

Change Library Backup List

Type options below, then press Enter.

5=Dis

Yes Yes
Mo Mo

Yes Yes
Yes Yes
No Mo

Yes Yes
Yes Yes
Yes Yes
Yes Yes
Yes Yes

=47 1902 - Session successfully started

library contents

System:
Starting characters

g=Display details

B1/12/06
B1/12/06

B1/12/06
B1/12/06

B1/12/06
B1/12/06
B1/12/06
B1/12/06
B1/12/06

HP LaserJet 2430 on hpLaserJet2430

CEX

Uesrzo

These libraries currently include:

APLIB400
CCLIB400
GLLIB400
MSLIBUCS
RVLIB400
USLIBERA

ARLIB400
CDLIB400
HRLIB400
OTLIB400
TRLIB400
WOLIB400

BLLIB400
CULIBERA
ITLIB400
POLIB400
TULIBUCS
XXLIB400

Additional Libraries that need to be backed up daily are:

4LIBRARY
ESSBASE
QGPL
QSYS2
RVILIB

PCDATA QDSNX
QMPGDATA QPFRDATA
QUSRDIRDB QUSRINFSKR
SCSERVER SYSIBM

BPLIBUCS
FALIB400
IVLIB400
PRLIB400
UMLIB400
CUDTAERA

QRCL
QUSRSYS



To change the backup option place a 2 beside the library name that you wish to change
and hit enter.

=1 UCS720-D1 Q@

File Edit Wew Communication Actions Window Help

B o 2= =

5 2 & @

Change Library Backup List

System: UCST720
Find library . . . . . . Starting characters

Opt
_ B1/12/06
_ ADTSLAB Yes Yes Yes 01/12/06
_ APLIEB400 Yes Yes Yes B1/12/06
_ ARLIB400 Yes Yes Yes g1/12/06
2 BERNHOFT Yes Yes Yes B1/12/06
— BILLBACK Yes Yes Yes 01/12/06
_ BLLIBBACK  Yes Yes Yes B1/12/06
_  BLLIBCH Yes Yes Yes g1/12/06
_  BLLIBCOPY Mo Mo Mo
_ BLLIBTEST VYes Yes Yes g1/12/06
BLLIE4DE Yes Yes Yes B1/12/06

More. ..

Ig'j: U 1902 - Session successfully started HP LaserJet 2430 on hpLaserJet2430 |

Choose the option for the backup option for this library and hit enter.

File Edit Wiew Communication Actions ‘Window Help

B 2% BE @ %% 2 & &

Change Library Backup List

LIBPEFY « & = 2 « = = &« @ = = 2 BERMHOFT
Description:
Special Use Programs Written for UCS

1=Daily, weekly, and monthly
2=leekly and monthly
3=Monthly

4=No backup

MA a 11/ 6840
gﬁ: U 1902 - Session successfully started HP Laserlet 2430 on hpLaserJet2430




To change the schedule of when the backup is performed, take option 20and hit enter.

=1 UCS720-D1

File Edit View Communication Actions Window Help

P 2% BlE = W

al @

3]

: lcsizn

1ts number below and f

1. Change daily backup options
2. Change weekly backup options
3. Change monthly backup options

18. Change library backup list
11. Change folder backup list

20. Change backup schedule

Type a menu option below
20

) U 1902 - Session successfully started HP Laserlet 2430 on hpLaserJet2430

You can change the type of backup and the time of day the backup is run. Currently the
backup is scheduled to run and 1:00 AM. Friday’s backup schedule is shown here to run
at 19:45:00 to show that a 24 hour time must be used when scheduling a backup.

=1 UCS720-D1 (=13

File Edit Yiew Communication Actions Window Help

5| B 2% E Hlll_j_|

Sunday v o o e wow
Monday . . . . . . . . *DATLY B1:00:008
Tuesday . . . . . . . . *DATLY B1:00:00 _
Wednesday . . . . . . . *DATLY B1:00:00
Thursday . . . . . . . *DATLY B1:00:08
Friday « « « & s « & *DATLY 19:45:008
Saturday
Occurrence of day in month to run monthly
backup : & 5 ¢ % 5 §# ® 5 5 % W § & ¥ 5 = 1-4, *LAST
Hours before backup to send load tape
MESSEEE « : ¢ m = & & & &8 % © & & & = % ¥MOMSG 1-24, *NOMSG
L Eotton
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Daily Backup Procedures
At the beginning of the day, the backup tape from the night before will be removed from
the POWER720 and placed in the fire safe located in the computer room in Burleson.
The current days tape will be taken from the vault and placed into the POWER720.
This process will done every work day by one of the following people:
Robert Bernhoft - [S&T Manager

On Monday mornings, the tape from the proceeding Thursday will be sent to Stephenville
to be placed into the vault for off site storage.



Daily Backup Verification Procedures

On a daily basis, the IS&T Manager will view the report of the daily backup to look for
files or other information that was not saved. To view the report, type in WRKSPLF
QSYSOPR from any command line.

=1 UCS720-D1 (=3

File Edit “ew Communication Actions ‘Window Help

_l li@“%ﬂ-_l'@@@'@gje@
MM EUSLIEERA Daffron’s Master Menu User: RBERMHOFT
System: UCSTZ20

one of the following:

Security menu

Accounts payable menu
Accounts receivable menu
Units to material menu
Consumer accounting menu
Fixed assets menu
General ledger menu
Inventory menu

Payroll menu

18. Transportation menu

11. Work order menu

[N et B S ) R N PR I N

12. AS/400 Communications menu

Selection or command
===> WRKSPLF QSYSOPR

with submitted

w;.‘}: U 1902 - Session successfully starked HP LaserJet 2430 on hpLaserJet2430
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There should be 6 reports for each day's backup listed on the spool file.

File Edit View Communication Actions ‘Window Help

By(ds &2(% @ =@ %%

o

@ Q|

LWork with Printer Output

| | System:  UCST720
User . . . . . . SYSOPR Mame, #ALL, F4 for list

To work

with prir

Printer/
Output Date
Not Assigned
- QPSAVOBJ p1/12/06 01:00:14 4 1 #*5TD
_ OPSAVOB] B1/12/06 01:84:21 19 1 #5TD
_ QPSAVOBJ B1/12/06 01:04:39 548 1 #*5TD
_ OPSAYDLOD p1/12/06 B4:31:53 T7e 1 #5TD
_ QSYSPRT B1/12/06 04:51:22 191 1 #5TD
_ DSPBCKSTS  ©1/12/06 04:56:29 2 1 #*5TD

Bottom

HP Laserlet 2430 on hplLaserJet2430

Place a 5 beside the first report (this should be the Security Data report and hit enter.

EBX

=8 UCs720-D1

File Edit Wew Communication Actions Window Help

J!@MEMJM_JM

Dis El ooled File
Flle i ® oE o oE N QPSAVOBJ Page/Line 1/1
Control . . . . . Columns 1 - 78

5122551 VSRZMD  B28713  Save Security Data

Device . . . . ¢ TAPO1

Data compressed . - om Mo Data compacted . . . . : Yes
Expiration date . . . : *PERM

Save date/time . . . . B1/12/06 Bl:00:02

Object Type Attribute Saved Size Owner
ACCT *JSRPRF YES 6016  QPGMR
ANDY *USRPRF YES 167936 QPGMR
BARRY *ISRPRF YES GeE16  QPGMR
BETTY *JSRPRF YES 3739648 QPGMR
BILLM *USRPRF YES 86016 QPGMR
BILLS *JSRPRF YES 167936 QPGMR
BOB *USRPRF YES 86016 QPGMR
BOBEYE *JSRPRF YES 1908736 QPGMR
BRAD *USRPRF YES 397312 QPGMR
BRYAM *JSRPRF YES 167936 QPGMR

=Righ

F2b=

::.T‘ 1902 - Session successfully started HP Laserlet 2430 on hpLaserJet2430
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On the control line place a B and hit enter. This will take you to the bottom of the report.

You should have 0 objects not saved.
= 1 UCS720-D1

File Edit Wew Communication Actions Window Help

54! (1902 - Session successfully started

EBX

_J_IQEJE*!J!I_I_JQI;@J

Flle . OPSAYOBJ Page/Line  4/11
Control B Columns 1 - 78
Find
YICKIEW *USRPRF YES 19046408 QPGMR
WARREN *USRPRF YES 86016 QPGMR
LES *USRPRF YES 167936 QPGMR
WILLIAM *USRPRF YES 167936 QPGMR
Loopy *USRPRF YES 167936 QPGMR
QOIWSADM *AUTL YES 4096 (SECOFR
NOPTSEC *AUTL YES 4096 QSYS
OPWFSERYER *AUTL YES 4096 QSYS
OSYCDRCTR *AUTL YES 4096  QSYS
OSYLMTJIAVA *AUTL YES 4096 QSYS
DZSRWHTTP *AUTL YES 4096 QTMHHTTR
0AYDOBACK *FILE PF YES 4096 QSYS
Library ------ Objects------ File
Library ASP Saved Saved Mot saved Volume Label
0svys 1 YES 177 B UCsS720 QFILEUPR
* **xx END OF LISTING %% %% %

HP Laserlet 2430 on hpLaserlet2430

The second report will be the Save Configuration Report. Follow the same verification

process as on the Security Data Report.

=8UCs720-D1

File Edit Yiew Communication Actions Window Help

D1

Flle
Control
Find

5722551 Y5R2ME

820719

*MODD

3! (1902 - Session successfully started

_J_@ME!J_JM_JQJQJ

|||] Hl_i Fl] [=]

EBX

141
1 - 78

Page/Line
Columns

Save Donflguratlon
Dewvice . . . TAPO1
Data compressed Mo Data compacted . Yes
Expiration date *PERM
Save date/time . ¢ w s B1/12/06 B1:04:20
Object Type Attribute Saved Size Ouwner
ORZTRL *3SRMSPC SRMDTA YES 16384 0QSYS
ORZHRIFPD *SRMSPC SRMDTA YES 69632 0OSYS
#BATCH *C0SD YES 12288 0QSYS
#BATCHSC *COSD YES 12288 0QSYS
#CONMECT *C0OSD YES 12288 0QSYS
#INTER *C0SD YES 12288 0QSYS
#INTERSC *COSD YES 12288 0QSYS
#BATCH *MODD YES 12288 0QSYS
#BATCHSC *1M0DD YES 12288 0QSYS

YES

HP Laserlet 2430 on hpLaserJet2430
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The third report will be the Save Library Report. To search for an object not saved by the
daily save, type in the word saved (in lower case) on the Find line and hit F16 (shift F4).
Repeat this process until you have reached the end of the report.

= 1 CS720-D1 9[=0(E3]

File Edit Wew Communication Actions Window Help

_I B A% B w6 s

ot @ @@

=2 00

Display Spooled File

Find

=41 1902 - Session successfully started

saved

lerarg

Flle QPSAVOBJ Page/Line 1/18
Control . Columns 1 - 78

File

b]ects—
Library ASP Saved  Saved Mot gEREN ‘Volume Label
#LIBRARY 1 YES 2 B UCST20 #LIBRARY
5722551 VBRz2MB  B20719 Save Library - Object Information
Library 3 : ADTSLAB
Save date/tlme . B1/12/06 B1:04:39
Object Type Attribute Saved Size Ouwner
ADTSLAB *LIB PROD YES 106496 QPGMR
JRN1 *JRN YES 8192 QPGMR
CALL400 *PGM CLP YES 32768 QPGMR
CLRMSG *PGM CLP YES 28672 (QPGMR
DSPMSG *PGM CLP YES 28672 (QPGMR
GETTIME *PGM CLE YES 36864 QPGMR
GUIDES1 *PGM RPGLE YES 143360 QPGMR
JAVASETUP *PGM CLP YES 28672 QPGMR
LABCLEANUP *PGM CLP YES 32768
More. ..
F;D:Rjght F2d=More

HF Laserlet 2430 on hpLaserlet2430

When you come across object(s) that did not save (as shown below)

=8UCs720-D1

Find

3! (1902 - Session successfully started

saved

File Edit Yiew Communication Actions Window Help

_J_l@Jﬁ%J!J!J_JEL_oJ_JQJQJ

lerarg

=Rig

Fed=More k

D1 _.4 Spooled File
Flle QPSAYOBJ Page/Line 232736
Control Columns 1 - 78

File

bjects-
Library ASP Saved Saved Not SEREl Yolume Label
BLLIB4BE 1 YES 2726 2 UCS720 BLLIB4OO
5722551 VHRZMB 020719 Save Library - Object Information
Library . BPLIBCOPY
Save dateftlme . B1/12/06 B1:04:39
Object Type Attribute Saved Size Ouwner
BPLIBCOPY *LIB PROD YES 180224 QPGMR
BLCB1OG *PGM CLP YES 40960  QPGMR
BP *PGM CLP YES 45056  QPGMR
BPBACK *PGM CLP YES 32768 (QPGMR
BPCO100 *PGM CLP YES 40960 QPGMR
BPCO10G0) *PGM CLP YES 40960  QPGMR
BPCO10OSY *PGM CLP YES 36864 QPGMR
BPCO130 *PGM CLP YES 40960  QPGMR
BPCO130B CLP YES 36864

HP Laserlet 2430 on hpLaserJet2430

o=

More...
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=1 UCcs720-D1

File Edit View Communication Actions ‘Window Help
B || (| | || 2P| B @

l Display Spooled File

File . . . . . : QPSAYOBJ Page/Line 2327149

Control . . . . . Columns 1 - 78

Find .+ & w & w saved

S R - N N, IR R < S TP . U
MHPOELMZ5 *FILE PF YES 40960  QPGMR
MNPOBLMS B *FILE PF YES 40960 QPGMR
MHPOBLMS1 *FILE PF YES 40960  QPGMR
MNPOBLMS 2 *FILE PF YES 32768 QPGMR
MHPOBLIM3I9 *FILE PF YES 32768 QPGMR
MNPOCYME 1 *FILE PF YES 40960 QPGMR
MMPOEEM3I8 *FILE PF YES 32768 QPGMR
MNFOEBMS9 *FILE PF YES 40960 QPGMR
THLIBPRS *FILE PF YES 28672 QPGMR
ZLPCLSTATC *FILE PF YES 53248 QPGMR
ZLPETRCON *FILE PF YES 49152 QPGMR
ZLPETRTYPE *FILE PF YES 45056  QPGMR
BLPLOCT *FILE MO

* CPF3741
BLPSCON *FILE MO

* CPF3741

More...

Fz2O=Right F2d=More ke

ﬁ I 1902 - Session successfully started HP Laserlet 2430 on hplLaserJet2430

In the example shown above the files BLPLOCT and BLPSCON did not get saved
properly. You will need to do a CPYF command to copy the file to the BILLBACK

library so we have a backup of that file. If you copy any files to the BILLBACK library
you will need to do a SAVLIB of the BILLBACK library to TAPO1 as soon as possible.

The forth report is a report of all of the folders that were backed up on the Power720.
This includes scanned documents that have not been burned to the optical drive yet.

The fifth report is a summary of the save.

The sixth report is a Backup History report showing when a backup was run and what
type of backup was done.
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Monthly Backup Procedures

We run the same process for the month end backup as he daily backup. The only
difference is that the tape from the monthly backup will be placed and kept in the fire
safe until the next months backup is complete.

SAVSYS Procedures

A SAVSYS tape will be created anytime there are any changes to the operating system.
This includes loading PTFs from IBM. A SAVSYS is a save of the operating system and
settings ONLY.

15



Daily Recovery Procedures

To restore a library from tape, follow the steps below.

1. Place tape in the tape drive.

2. From any command line type in DSPTAP and hit F4.

=¥ UCS720-D1
File Edit Yiew Communication Actions Window Help
R 2 Bm w6 % 2 @ el

ISLIBERA Daffron’'s :r Menu User: RBERNHOFT
System: UCST20

ct one of the following:

1. Security menu

2. Accounts payable menu

3. Accounts receivable menu
4. Units to material menu
5. Consumer accounting menu
b. Fixed assets menu

7. General ledger menu

8. Inventory menu

9. Payroll menu

18. Transportation menu

11. Work order menu

12. AS/ 400 Communications menu

Selection or command
===> DSPTAP

F9=Retrieve
Fl8=lWork with output]

nﬁz‘] 1902 - Session successfully started HP LaserJet 2430 on hpLaserJet2430
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3. Type in the tape drive name the data type to *SAVRST and hit enter.

File Edit Yew Communication Actions Window Help

B 2% () w %[

Display T:I[_H—‘ i

@l@l

Device . . . B Name
Yolume 1dent1fler S F ow F R O§ W *MOUNTED Character walue, #*MOUMTED
File label . . . . . . . . . . . *ALL
Sequence number:
Starting file sequence number *FIRST 1-16777215, #*ALL, =*FIRST
Ending file sequence number . ¥ AST 1-16777215, #0OMLY, =*LAST
Data type . . . . . . . . . . . » *SAVRST *LABELS, *SAVRST
OQutput . . . e e e e e ¥ %, *PRINT, *0UTFILE
End of tape Dptlon W o5 oW o o 0§ @ *REWIND *REWIND, *UNLORD

Bottom
display

F13=How to use this

=Cancel

11/0837

HP LaserJet 2430 on hpLaserJet2430

A screen should come up showing the date and time the tape was created along with a list

of the libraries on the tape. Page Down to see more of the contents.

File Edit Yew Communication Actions Window Help

J | @FI!%al EILIPCTRIL

ﬂHd Library Information

Libraries saved . . : 43 Release lewel . . . : YaR2ZMO
Volume ID . . . . . : UCSe00 File sequence . . . : 1
Expiration date . . : *PERM Save command . . . . : SAYLIB
File label ID . . . : QFILE Data compressed . . : Mo
Save date/time . . . : B9/14/05 Bl:00:01  Data compacted . . . : Yes

Library
#L IBRARY
ADTSLAB

A
1

1
APLIB40E 1
ARLIE40A 1
BERNHOFT 1
BILLBACK 1
BLLIB4OE 1
BPLIBERA 1
CCLIB40R 1
COLIB40w 1
CULIEBERA 1
1

ESSBASE

||ﬁ=‘] 1902 - Session successfully started HP LaserJet 2430 on hpLaserJet2430 |
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After verifying that the tape is the one you want to restore from, type in the RSTLIB
command and hit F4. Fill in the name of the library that you want to restore, what tape
drive you are restoring from and hit F10.

=1 CS720-D1 Q@

File Edit Yew Communication Actions MWindow Help

Ee\Felie JLAN I I

| &

2 @ &l

Restare Library (RSTLIE)

Saved library

Mame, #*MNONSYS, *ALLUSR, *IBM
Device .

Mame, #5AYF, *MEDDFN

+ for more wvalues

BB/ 042

|:._‘~}: U 1902 - Session successfully started HP Laserlet 2430 on hpLaserJet2430
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Once you have hit F10, change the Data Base Member Option to *ALL and the Allow
Object Differences to **ALL and hit page down. If you are restoring multiple libraries
change the End of Media option it *LEAVE.

EEX

=1 CS720-D1

File Edit Wiew Communication Actions Window Help

|| 2(%| B[] w| %

%L & @ @

Restore Library (RSTLIB)

Saved library Mame, #*MOMSYS, *ALLUSR, *IBM
Device . e e e e e e Mame, #*5SAVF, *MEDDFN

+ for more wvalues
Volume identifier PR *MOUNTED

+ for more values
Sequence number *5EARCH 1-16777215, *SEARCH
Label G 8 ow s o& E *SAVL IR
End of media option *REWIND *REWIND, *LEAVE, *UNLOAD

Additional Parameters

Option . . . . . . . . . *ALL *ALL, =*MNEW, =*0LD, *FREE
Data base member option *MATCH #*MATCH, =*ALL, #*MEL, =*0OLD
Date when sawved Date
Time when saved § © Time
Allow object differences . *MNONE #MOME, #*ALL, #*FILELWL

F4=Prompt  F5=Refresh

- HP LaserJet 2430 on hpLaserJet2430

If you are restoring back to a LIVE library, EVERYONE WILL NEED TO BE OUT OF
THAT SYSTEM (i.e. PRLIB400). It is preferred to restore only when everyone is off of
the POWER?720.

U [1902 - Session successfully started
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If you are restoring the library to a test library, change the Restore to Library option to
the name of the test library.

=1 CS720-D1 Q@@
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