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Public Utility Commission of Texas

PO Box 13326
Austin, TX 78711-3326

CC/BCC Block:
Enclosure:

Greetings:

This letter is to serve as notice to the Public Utility
Commission of Texas that all relevant Advanced Power -
Cutlass Storage Project operating personnel are familiar with
Advanced Power - Cutlass Storage Project Emergency
Operations Plan (WTS-PGCEOP-1.0 Emergency Operations
Plan) and are familiar with their duties contained therein. The
relevant Advanced Power - Cutlass Storage Project operating
staff, and its senior management are committed to following
the Emergency Operations Plan, and to the extent that
deviations are required, they must be appropriate for the
operating conditions during the course of the emergency. Feel

free to contact me with any questions or concerns.

Sincerely,

NAME

Position
Advanced Power
Cutlass Solar Project
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Annex E-Advanced Power - Cutlass Solar Project
General Restoration Instructions

Introduction:

When an Advanced Power generation Facility trips offline, or is taken offline for any reason, there will be a set of details to
consider. In the case of Cutlass Solar Project, consultation with the OEM provider, third-party consultants, ERCOT Operations
staff, FERC staff, DOE, and internal operations staff may be necessary, depending on the nature of the incident that caused the
generation Facility to go offline.

Staffing:

Depending on the reason for the outage, various Advanced Power - Cutlass Solar Project staff may be needed to address the
incident. There can be many causes for a generator to trip, or be forced into an outage situation, requiring nuanced approaches
to restoring power to the Facility. The following circumstances are meant to provide examples for different scenarios but is not
an exhaustive list.

Operational Instruction from RC, BA, or TOP:
As a solar generation Facility, Cutlass Solar Project must comply with any Operating Instruction from ERCOT (as the BA, RC, and
TOP), as well as the operational TOP. If there is a problem with complying with the Operating Instruction, Cutlass Solar Project
operations personnel must communicate this to ERCOT or the Transmission Operator immediately. If the Operating Instruction
violates safety or may damage Facility equipment, this must be communicated to the entity issuing the Operating Instruction.

Physical damage:
If it is determined that the damage sustained by the Facility is not due to malicious and intentional damage to the Facility,
normal operations checks should be conducted on the equipment, to ensure it is possible to begin generating again. This may
include consultation with the OEM, contract engineers, and internal maintenance and operations staff.

If the physical damage is determined to be a direct result of intentional damage to the Facility, please refer to Annex H - AP-CS-
PGCEOP-1.0 Physical Security Plan. After completing the reporting process, communication with internal, ERCOT, and TOP
operations staff is vital. Cutlass Solar staff should refer to restoration procedures when restoring power.

Cyber Security:
In any case that involves cyber security, threat of cyber damage, or actual damage to the Facility from a cyber security
perspective, please refer to Annex G-AP-CS-PGCEQOP-1.0 Cyber Security Incident Response Plan (CSIRP). Careful investigation
must be carried out at the Facility to determine how to restore power.

Review and Correction:

After the incident, an in-depth review should be completed. This review should address communications best practices,
actionable tasks for improvement of the procedures used for notification and operations, as well as addressing staff responses
and actions. During this review, please use Attachment E in the AP-CS-PGCEOP-1.0 Emergency Operations Plan - Attachments B-
E.

Annex E-AP-CS-PGCEQOP-1.0 - General Restoration Instructions
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Annex F -Pandemic Response
Plan

Power Generation Company (PGC)

Version 1.0
Effective Date: 01/XX/2023
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EXECUTIVE SUMMARY & APPROVAL

Introduction:

In light of recent responses to pandemics and epidemics, Advanced Power has developed
this Pandemic Response Plan (PRP) to address the subject of business continuity, in the face
of a widespread medical event, such as a pandemic or an epidemic. This Plan provides a
framework, guidance, and concept of operations to support Advanced Power’s efforts to
continue and/or rapidly restore critical business functions in the event of a disruption to
normal operations. This plan includes an overview of continuity operations, outlines the
approach for supporting Advanced Power’s critical business functions, and defines the roles
and responsibilities of staff. It also outlines the orders of succession, notification procedures
and communication methods, plan activation and deactivation protocols, provisions for
alternate work locations, and the plan for maintaining and restoring access to vital records.

This plan establishes procedures and processes to maintain operational continuity for

businesses based on the loss of services due to a reduction in workforce (e.g., during
pandemic influenza).

The following individuals are responsible for maintaining, implementing, and revising the PRP.

Name Title Permission(s)
XX XX Maintain

XX XX Implement
XX XX Revise

e provides a revision control summary that lists the dates of each change made to the PRP
since the initial PRP adoption.

Version Approval Date Effective Date Revision Summary
Initial Pandemic and

1.0 01/XX/2023 01/XX/2023 Epidemic Response
Plan

As of 01/XX/2023, EOP Version 1.0, approved on 01/XX/2023, supersedes all previous PRPs.
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INTRODUCTION

Overview:
Continuity of Operations planning ensures Advanced Power - Cutlass Storage Project is able to
continue or quickly resume performing critical business functions, which are the functions that
support the organization’s mission, comply with legal requirements, and support life-safety,
under all circumstances, to the extent possible. The benefit of this planning includes the ability
to anticipate response actions following a pandemic or epidemic, improve the performance of
its generating and operations facilities, and ensure timely recovery.
Plan Scope & Applicability:
The Advanced Power - Cutlass Storage Project Pandemic Response Plan {PRP) is applicable once
the safety of employees, customers, and guests has been verified. It can be active during
normal business hours and after hours, with and without warning.
Plan Objectives:
The objective of the Advanced Power - Cutlass Storage Project PRP is to facilitate the
resumption of critical operations and functions in a timely and organized manner to ensure a
viable and stable organization. In doing this it is critical to ensure the safety and well-being of
employees, customers, and guests. The primary objectives of the plan are to:

e Maintain Critical Business Functions during the pandemic or epidemic

e Adjust business functions to address staffing issues

e Ensure employees are able to perform work remotely, where applicable and

appropriate

e Protect vital records
Plan Assumptions:
The following assumptions were used while creating this plan:

e An event has occurred that affects normal business operations.

e Access to Advanced Power - Cutlass Storage Project facility may be limited.

e Qualified personnel are available to continue operations.

CRITICAL BUSINESS FUNCTIONS

Overview:

Critical business functions are those functions and critical activities that Advanced Power -
Cutlass Storage Project must maintain in a continuity situation, when there has been a
disruption to normal operations, in order to sustain the mission of the organization, comply
with legal requirements and support life-safety. They are the backbone of business and must be
continued in order for Advanced Power - Cutlass Storage Project to continue to meet its
mission. These functions are not meant to be the name of a division, program, unit, etc. but
meant to be the actual process/function that must be continued. These processes/functions
can be supported or ‘owned’ by different divisions/units but the unit itself is not a critical
business function. Each responsive action will inevitably be different, with its own unique
challenges posed by the pandemic/epidemic, therefore, the following sample bullets should be
used to define business practices and operations during such periods:
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e Function - Enter the specific function that may need to be resumed.

e Business Process to Complete - Write a high-level description of the function process.
Include any specific forms or systems that may be needed. Supporting Activities

e Supporting activities - Those tasks performed to achieve a critical business function and
should be described.

e Lead Point of Contact (POC) and Alternate - Identify and include contact information, if
necessary, for staff POCs for each supporting activity.

e Vendors and External Contacts - Identify and include contact information, if necessary,
for vendor POCs for each supporting activity.

e Vital Records - Vital Records are those records a business needs to sustain the mission of
the organization and comply with legal requirements. Vital records must be stored in
multiple places in multiple formats. The identification, protection, and ready availability
of vital records needed to support essential functions are critical components of a
successful PRP.

e Maximum Allowed Downtime - |dentify the amount of time your business could afford
for the function to be down before it could cause irreparable harm. Consider using the
following units:

Less than 24 hours
1 day to 1 week
1 to 2 weeks
2 to 4 weeks
o 30 days or greater
e Criticality - Enter High, Medium, or Low depending on how critical the function is to the
operations of your business. Following are some considerations to use when
determining criticality:
o What business objective/goal does this function support?
How often does this function occur?
How many business units (departments) or people perform this function?
Does the successful completion of this function depend on any other functions?
Are other functions dependent on this function for its successful completion?
Is there a potential for revenue loss if this function is not completed?
Is there a potential for fines, litigation, additional downtime, or other
punishment for noncompliance due to a regulatory requirement (NERC or ISO)?

o What priority ranking would you give this function as compared to other

functions?
Required Resources:

e People: Identify the number of employees required for this function. Also
identify if a staggered resumption of employees is an option.

e Equipment: Identify the type of equipment and how many would be required in
order to get this function back in operation.

o O O O

O O O O 0O O
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e Supplies: Identify any unique supplies required for this function (do not list items
that could be easily purchased from an office supply store). This would include
any paper forms or documents needed.

e Information Technology: Identify software (e.g., Microsoft Office, QuickBooks,
etc.), systems, applications, and electronic documentation needed to complete
the function.

e Interdependencies: List other business functions this function relies on to be
operational.

Identification of Staff Required to Continue Business Operations:
In the event of a pandemic or epidemic, work absences, due to medical issues attributed to the
widespread medical event, can lead to dramatic decreases in productivity, potentially leading to
the shutdown of facilities. To maintain the best possible operational posture, it is imperative to
communicate duties to the appropriate personnel, helping to ensure Advanced Power - Cutlass
Storage Project facility can remain operational to the greatest extent possible. In many cases,
employees may log in remotely and perform their duties, fostering as much of an illness-free
atmosphere possible, however, there will be the need for onsite staff to maintain and operate
facilities, leading to the identification of mission essential staff and reporting structures.
Advanced Power - Cutlass Storage Project senior management will identify those mission
essential individuals and will communicate tasks to them. As each case may differ, there will be
no “One-size-fits-all” approach, and each response to a pandemic or epidemic will require its
own set of responsible personnel and tasks. It is imperative that all possible measures are taken
to keep Advanced Power staff from contracting or spreading the illness. Maintaining social
distancing, where appropriate and possible, wearing proper PPE, and maintaining hygienic work
and living spaces is crucial to combatting a widespread medical event. Depending on the nature
of the event, the measures below may serve to facilitate the continued operations of Cutlass
Solar Project:
e Wearing of PPE
o Masks (N-95 or similar)
o Social distancing
o Proper hygiene
o Eye, face, or other protection (as applicable)
e Remote work, where appropriate and possible
e Encourage the use of approved medications and/or vaccine(s)
TABLE 1

Advanced Power - Cutlass Storage Project Company Critical Business Function

Critical Business Function 1:
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Business Process To Complete:

Supporting Elements

Maximum
Lead POC Vendors and Allowed Down
Supporting Activities (Describe) External Vital Records Time
Alternate Gontarts Criticality
Béf;(l)if; g: Brief list of the Time/Days
T = Vi .
Activity EoSianItE external contacts wtz;lurec(;) r;dtiltsh el
to know for PRP ggtivit .
purposes V] High/Med/Low
Position Title
Brie; list of Brief list of the Time/Days
— Position Title B vital records that
Activity external contacts P——
to know for PRP ggtivit .
purposes U High/Med/Low
Position Title
Béf;(l)if; g: Brief list of the Time/Days
. - Vv #
Activity OB G external contacts wtglurec: r;dtiltsh di
to know for PRP ggtivit .
purposes y High/Med/Low
Position Title

Implications if not Conducted: /nferruption and/or loss of this function would interrupt... Furthermore, it would result

in a delay of the cagpability fo...

Calendar Dependent: (e.g., this function is always occurring, this function only occurs in summer months, this

function is active during inclement winter weather, elc.)

Required Resources: Siaff, equipment, supplies, Information Technology, and other resources.

Facilities: Standard office space that can accommodate up fo X people atf any time. Traditional office equipment
and space for phones, computers, scanners, printers, elc., with network access to Internet, radio, and other

felecommunications services.

Supporting Partners: List private sector or public sector supporting partners.

Vital Records: List relevant vital records and their location, if appropriate.

PLAN ACTIVATION PROCEDURES

Plan Activation During Normal Business Hours:

If it is determined that the facility cannot be re-inhabited, the Business Owner or designee will
inform personnel on next steps. Employees may be instructed to go home to await further
instructions or move to an alternate site. Further communications, such as instructions on
where and when to report for work will be made using communication methods such as email,
phone calls, texts, or other communication methods.
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Plan Activation Outside Normal Business Hours:
If an event occurs outside normal business hours that renders a facility uninhabitable, the
Business Owner or designee will activate the PRP using email, phone calls, texts, or other
communication methods.

Actions upon Activation:

Upon activation of the PRP, the Business Owner or designee will be responsible for notifying all
affected personnel of their duties and where they will be performing those duties (remotely or
at a site).

ORDERS OF SUCESSION AND DELEGATIONS OF AUTHORITY

Overview:

Orders of succession are prepared to provide clarity of senior leadership roles in the event that
individuals in these roles, whether they be decision-making or management roles, are
unavailable due to effects of a pandemic or epidemic. A delegation of authority provides
successors with the legal authorization to act on behalf of critical positions within the
organization for specific purposes and duties.

Orders of Succession:

These orders of succession are a formal and sequential list of senior leadership positions,
written by position and not name, to identify who is authorized to assume the role of a
position, should the incumbent be unavailable. The term unavailable means the incumbent of a
position is not able, because of absence, disability, incapacity, or other causes, to exercise the
powers and duties of an office. Pre-identifying orders of succession is critical to ensuring the
continuation of effective leadership during an incident that disrupts operations.

Delegations of Authority:

Delegations of authority are the legal authorization to act on behalf of critical positions within
the organization for specific purposes and duties. In order to ensure the rapid response to any
situation requiring the activation of a PRP employees who serve in key senior leader positions
must develop and maintain pre-delegated authorities for policy determinations and decisions,
as needed. The delegations of authority should include what type of authority is being
delegated, such as signatory or credit card authorization for purchasing, and also limitations of
the delegated authority. All duties of each senior leader are delegated to the position in the
orders of succession when the incumbent cannot fulfil that authority for any reason, including
but not limited to:

e Absence
¢ |lness
e Leave
e Death
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Each authority is also terminated when the incumbent returns. The importance of previously
delegated authorities is to ensure that important functions or authority can continue should the
primary position become unavailable to complete their given functions. Staff who hold critical
positions must maintain the pre-delegated authorities through effective cross-training and
exercises for their successors.

How to Complete the Delegation Table (Table 2)
This table is customizable and has no limit to how much information should be in them. Please
copy/paste to create a table for each position that must be continually occupied.

Position to be succeeded - This should be the title of the position that will need to be filled in
the event a staff member becomes unavailable.

Successors - This should be the title of the position, not an individual, that will need to fill the
position identified in the first column. They should be listed in sequential order.

Delegated authorities - These are the task and responsibilities held by the position delineated
in the first column.

Activation and termination triggers - Select from incapacitated, unavailable, or selective
decision as a reason for activation, per each position. Termination can be identified as sample
language suggests or alternations can be made to termination thresholds.

Table 2

Activation and
Termination Triggers

Position to be
Succeeded

Successors Delegated Authorities

Activate: Incapacitated,
unavailable, or selective
Successor 1 decision

Delegated authorities or | Terminate.: Return of
all duties as assigned Director

Department Lead
Activate: Incapacitated,
unavailable, or selective
Successor 2 decision

Delegated authorities or | Terminate: Return of
all duties as assigned Director
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Activate: Incapacitated,
unavailable, or selective
Successor 3 decision

Delegated authorities or | Terminate: Return of
all duties as assigned Director

PLAN DEACTIVATION

Overview:

PRP deactivation is the process of demobilizing the alternate facility and restoring critical
business functions to the primary facility or a new facility that will permanently replace the
damaged facility. Plan deactivation may not consist of an exact replacement of lost facilities,
equipment or processes. The goal of plan deactivation is to reestablish full capability in the
most efficient manner. In some continuity incidents, extensive coordination may be necessary
to backfill staff, procure a new operating facility, and re-establish vital records. When it is
determined the PRP activation has ended, all personnel should be informed that the necessity
for continuity operations no longer exists and the return to normal operations will begin.

Criteria for PRP Deactivation:
The business owner or designee will determine, based on input from medical authorities, staff,
or other entities when it is safe and when the organization is prepared to restore or transfer
critical business functions to a facility for long term usage. Critical business functions must be
restored in priority sequence based upon the classification and criticality of the function. The
following elements are typically completed prior to plan deactivation.
e Purchase and acquire equipment, supplies and travel arrangements needed for the
resumption effort.
e Temporarily suspend non-critical functions, as necessary, to support the resumption
efforts.
e As applicable, utilize other personnel, such as contract personnel, to support the
resumption efforts.

Resumption Process:
Provide information as to how each function outlined in table 3 will be resumed and which staff
members need to be active participants in this process.

How To Complete The Plan Deactivation Table - The following information details how to
complete elements of Table 3 below. When completing this table, minimize the use of
acronyms and describe actions in plain terms so that staff members who may be unfamiliar
with the function will be able to use the document to resume and sustain the critical business
function, if necessary.

Table 3
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Function Supplies Required Resources

Employee Contact List:
Table 4

Employee Name Title/Responsibilities Phone Number Personal Email Address




]+

advanced power @ —

\ AP-CS-PGCEOP-1.0 Annex F




]+

advanced power @ —

Vendor Contact List:

Vendor

N

Resource/Service

Table 5

Phone Number

AP-CS-PGCEOP-1.0 Annex F

Email Address
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. PURPOSE

The purpose of this procedure is to provide Cutlass Solar 1, NERXXXXX (Cutlass) written guidance on
how to comply with NERC Standard CIP-003, Attachment 1, Section 4 for their Low Impact BES Cyber
Systems.

This procedure shall be used to develop, implement, and maintain a Cyber Security Incident Response
Plan (CSIRP) to respond to Cyber Security Incidents at all NERC CIP designated Facilities owned by
Cutlass.

. APPLICABILITY

This procedure applies to the following Cutlass’s Low Impact BES Cyber Systems.

. RESPONSIBILITIES
Below are the roles and responsibilities associated with Cyber Security Incident Response:

e Cutlass personnel and contractors shall notify the Site Management of any actual or suspected
Cyber Security Incidents.

e Site Management must:

Take appropriate actions to respond to Cyber Security Incidents
Notify the Asset Manager and CIP Senior Manager (or delegate) of all Cyber Security
Incidents.

o Coordinate with the Asset Manager and CIP Senior Manager (or delegate) on Cyber
Security Incident investigation, classification, reporting, response, recovery, and
mitigation.

e Security personnel and Cutlass’s Technical/IT Support team shall assist in the investigation,
classification, reporting, response, recovery, and mitigation of Cyber Security Incidents as
requested.

e Site Management shall coordinate with the CIP Senior Manager (or delegate) and Operations
Supervisor on Cyber Security Incident investigation, classification, reporting, response,
recovery, and mitigation.

e CIP Senior Manager or Delegate shall:

o Coordinate with the Site Management on Cyber Security Incident investigation,
classification, reporting, response, recovery, and mitigation.

o Ensure that a Cyber Security Incident Response Exercise is performed at least:

* once every 36 months for sites without Medium Impact BES Cyber Systems.
(See CTS-P003 — Low Impact Methodology) and

» and that the Cyber Security Incident Plan is updated with any changes or
updates within 60 calendar days of the change.

o Ensure that, if need, the CSIRP is updated with 180 calendar days after completion of a
Cyber Security Incident Response Plan test or action Reportable Cyber Security
Incident.

Internal Use Only
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PROCEDURE DETAILS

Identification & Classification

Cyber Security Events will typically be identified through automated system monitoring, notification, or
direct observation. Refer to the “Incident Management & Classification” section (below) for examples of
events that qualify as Cyber Security Incidents.

Based on the NERC glossary of terms for a Cyber Security Incident and Reportable Cyber Security
Incident, Cutlass has identified the categories in the table below for incident identification. The
identification of an incident is based on the outcome determined in the table below considering the BES
Cyber System affected by the event.

Low Impact Reportable OR
Outcome Incident Descriptions BCS Non-

Applicability? Reportable? :

Eyent Security Event (Cyber or Physical) An event has S Non-Reportable
occurred
Non-Reportable Cyber Security Incident A malicious act
Not a or suspicious event that IS NOT found to be an attempt
compromise or | to compromise a BES Cyber System and/or associated Yes Non-Reportable
disruption Electronic Access Control or Monitoring System
(EACMS)
Reportable Attempt Cyber Security Incident A malicious
Attempt to act or suspicious event that IS found to be an attempt to Reportable
compromise or | compromise BES Cyber System and/or associated NO
disrupt Electronic Access Control or Monitoring System
(EACMS)
Actual Reportable Cyber Security Incident A Cyber Security
compromise or | Incident that has compromised or disrupted one or more Yes Reportable
disruption reliability tasks of a functional entity

Incident Response (Reference diagram Appendix 1: Low Impact CSIRP Diagram)

The following activities outline the actions Cutlass complete when responding to potential Cyber
Security Incidents:

Immediate Response

Attempts should be made to contact and consult with appropriate site management personnel prior to
determining whether a Cyber Security Incident is Reportable or Not Reportable. In all cases, regulatory
reporting criteria and timeframes must be met. Some reporting requirements for Cyber Security
Incidents are within 1 hour.

Upon Identification that an event is a Cyber Security Incident (or suspected Incident), Cutlass personnel
shall immediately report the Incident to the Operations Supervisor and any other appropriate
management personnel.

Internal Use Only
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Cyber Security Incidents

For Cyber Security Incidents, Site Management must contact and coordinate with the CIP Senior
Manager or Delegate on the appropriate Cyber Security Incident Report and Response actions.

Physical Security Breach/Threat

For a physical security breach or threat, Site Management must formulate an immediate response that
includes:

a. Alerting on-site personnel of any existing safety issues. If personnel safety is threatened,
personnel may be directed to take shelter or further actions as the situation evolves.

b. Determine if additional assistance is immediately needed from local law enforcement.
i. Fort Bend Police Department: (260) 427-1222

c. Take actions to mitigate the immediate risk to reliable operation of the Bulk Electric System.

Incident Response Cont.

Site Management and the CIP Senior Manager or Delegate initiate response and
communication to mitigate Cyber Security Incidents. During the initial response and
investigation, as much detail as possible shall be collected including (but not limited to) the
following:

o Description of the event; including how and when it was discovered
e Impact, or expected possible impact, to Operations and/or components of the Bulk
Electric System

o Availability of backup or redundant systems

e Physical areas and/or systems affected

e Actions already taken to respond

e Estimated restoration timeline
The Site Management, CIP senior Manager or Delegate, or other designated personnel will
begin documenting the incident in an Incident Report (See: Appendix 2: Cyber Security
Incident Reporting Form).

CIP Exceptional Circumstances (CEC)

Cutlass shall determine if the Incident classification meets the definition of a CEC (Reference
Section “Definitions”). If so:

e Details of a CEC are recorded within FRM-CIP003-CIP Exceptional Circumstance
Form

e The CIP Senior Manager or Delegate must make the declaration of a CEC for which the
date and time shall be logged.

¢ Status notifications, including initiation and termination, of the declared CEC shall be
made to senior management personnel by the CIP Senior Manager or Delegate.

¢ Once the CEC has been resolved, the CEC shall be declared complete for which the
date and time shall be logged.

Internal Use Only
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Incident Management & Classification

The following identifies scenarios and actions taken by Cutlass to classify and respond to Cyber
Security Incidents. These actions are not intended to be all-inclusive, and any additional actions are
determined by the Site Management and/or CIP Senior Manager or Delegate on a case-by-case basis.

Events & Suspected Activities

An event (Cyber or Physical) can occur during normal operations. Most have trivial causes
requiring a routine maintenance action or other corrective actions that and are not the result of
malicious activity. These Events will not be considered or handled as Cyber Security Incidents.

All events & suspected activities should be treated as breaches until an initial investigation has
been completed. The Site Management must be notified of the suspected activity. If a
suspected breach or attack is determined to be invalid, normal operations should continue.
Suspected activities may include:

e Unknown devices, equipment, packages within the Facility
e Unknown (abnormal) personnel

¢ Unexplained equipment malfunctions

e Abnormal behavior of Cyber Assets or absence in logging

Breaches

Physical Security Breaches — Physical security breaches must be investigated, and the security
perimeter secured. If determined to be a malicious act or potentially malicious act, responses
include:

o Ensuring the safety of on-site personnel

o Notifying law enforcement (as necessary)

o Determining whether the attack has caused damage to equipment that could
compromise or disrupt reliable operations of the BES.

Electronic Security Breaches — The immediate response must focus on containment of the
event to minimize its effects on equipment and prevent the spread to other parts of the system.
This may include:

e Disabling all suspected network connectivity

e Confirmation of physical access controls

e Removing equipment or programs from service (provided its removal does not itself
compromise or disrupt stable operations of the BES).

o Requesting necessary technical support as needed (engineering, maintenance, IT) to
ensure appropriate response and for the backup and storage of information required to
recover BES Cyber System functionality.

Note - Data preservation should not impede or restrict recovery, but Cyber data, such as corrupted drives or

recorded data, should, to the extent possible, be preserved for follow-up investigations and full recovery.

Attacks

Internal Use Only
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Physical Security Attacks — The immediate response must focus on ensuring the safety of on-
site personnel and mitigating the risk to reliable operations of the BES by protecting, restoring,
or securing equipment or by otherwise stabilizing or securing site operations.

Electronic Security Attacks — The immediate response must focus on ensuring the BES Cyber
System is still secure and that the attack did not result in a breach of the ESP. Responses may
include:

e Reviewing BES Cyber System configurations (firewall settings, intrusion detection logs,
etc.)

e Validation that suspected Cyber Assets have not been compromised

o Requesting technical support as needed (engineering, maintenance, IT) to ensure
appropriate response and for the backup and storage of information required to recover
BES Cyber System functionality.

Threats

Verbal Threats — Obtain all available information regarding the threat so that appropriate
notifications and actions may begin.

o If alive calleris involved, obtain and document any available details that can be
collected. If possible, remain on the phone with the caller to support call tracing.

¢ Notify the Site Management and other appropriate management so that reporting
requirements may be considered.

Physical security threats (bombs, sabotage, weaponry, etc...) — Notify Site Management and
local law enforcement immediately. Conduct a review of protective measures that are in place to
ensure mitigation capability is intact.

o Implement increased security measures such as more frequent security patrols or
additional security personnel (as appropriate).

e Conduct searches of security perimeters and site areas for signs of ingress or attempted
ingress and report to the Operations Supervisor and other appropriate management.

e Once the threat window has passed, consider returning measures and controls to the
baseline security posture.

Electronic security threats — while uncommon, threats to the BES Cyber System should be
responded to using the same measures above for BES Cyber SYstem attacks.

Note - CIP Exceptional Circumstance actions may be in exception to previously defined CIP related

procedures and/or regulations. Exceptions to defined procedures should be noted for future review.

Cyber Security Incident Reporting

Cutlass is obligated to notify the E-ISAC of Reportable Cyber Security Incidents. Cutlass also reports
such incidents to the appropriate Independent System Operator (ISO) and Reliability Entity (RE) as a
best practice.

E-ISAC & DOE Reporting

Internal Use Only
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As soon as practicable, and with consideration of the severity of the Cyber Security Incident and
the filing horizon, the CIP Senior Manager and/or Site Management will contact the E-ISAC at
(404) 446-9780 (Press 2) within one (1) hour from the time the Response Team concludes that
functionality essential to performing reliability tasks has been compromised or disrupted
(Reportable Cyber Security Incident).

Depending on the nature of the situation, Form OE-417 must be filed to the DOE either within
one hour; six hours; or by the later of 24 hours after the recognition of the incident OR by the
end of the next business day of the incident. The DOE reporting website provides provisions to
include NERC and/or E-ISAC as additional recipients of the OE-417 submittal. For detailed
procedure on reporting and filing OE-417 refer to filing instructions in the link:

https://www.oe.netl.doe.gov/docs/OE417 Form Instructions 05312021.pdf

Reporting Updates

Cutlass will provide updates to the initial report, if any, within seven (7) calendar days of
determination of new or changes attribute information. Attribute information under this
requirement include: the functional impact, the attack vector used and the level of intrusion that
was achieved or attempted. If any of these attributes receive new or updated information, they
must be reported to both E-ISAC and NCCIC and indicated as an “Update” to the initial and/or
prior updates.

CSIRP Review and Maintenance

The Site Management is responsible for initiating updates to the CSIRP as necessary. Any
changes to the roles or responsibilities, response groups or technology that would impact the
ability to execute the plan will be reflected in the plan and communicated to respondents no
later than 60 calendar days after the change. The Site Management will facilitate the
documentation and communication of any such changes. A review of the Cyber Security
Incident Response Plan will be completed at least once every 15 calendar months.

CSIRP Testing

Cutlass will schedule and execute tabletop testing of the CSIRP for Low Impact BES Cyber
Systems with representatives of those facilities at least once every 36 calendar months. Any
such test can include an actual Reportable Cyber Security Incident, an attempted compromise
of a Cyber Security Incident, a paper drill or tabletop exercise of a Reportable Cyber Security

Incident. CSIRP testing does not require removing a component or system from service during
the test.

It is important to treat the test as if it were a real incident; including completion of a “Drill”
Incident Response Report, Executive Report, and/or completion of a “Drill” OE-417, if required
by the scenario. Tests should also include validating contact numbers, email addresses and
weblinks.

No later than 180 calendar days after completion of a Cyber Security Incident Response Plan
test or actual Reportable Cyber Security Incident, Cutlass shall update the CSIRP if needed.

Internal Use Only
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5. STANDARDS AND REQUIREMENTS

CIP-003-8 Attachment 1 Section 4 Each Responsible Entity shall have one or more Cyber Security
Incident response plan(s), either by asset or group of assets, which shall include:

4.1 |dentification, classification, and response to Cyber Security Incidents;

4.2 Determination of whether an identified Cyber Security Incident is a Reportable Cyber
Security Incident and subsequent notification to the Electricity Information Sharing and
Analysis Center (E-ISAC), unless prohibited by law;

4.3 Identification of the roles and responsibilities for Cyber Security Incident response by
groups or individuals;

4.4 Incident handling for Cyber Security Incidents;

4.5 Testing the Cyber Security Incident response plan(s) at least once every 36 calendar
months by: (1) responding to an actual Reportable Cyber Security Incident; (2) using a
drill or tabletop exercise of a Reportable Cyber Security Incident; or (3) using an
operational exercise of a Reportable Cyber Security Incident; and

4.6 Updating the Cyber Security Incident response plan(s), if needed, within 180
calendar days after completion of a Cyber Security Incident response plan(s) test or
actual Reportable Cyber Security Incident.

6. DEFINITIONS

BES Cyber Asset (BCA) — A Cyber Asset that if rendered unavailable, degraded, or misused would,
within 15 minutes of its required operation, misoperation, or non-operation, adversely impact one or
more Facilities, systems, or equipment, which, if destroyed, degraded, or otherwise rendered
unavailable when needed, would affect the reliable operation of the Bulk Electric System. Redundancy
of affected Facilities, systems, and equipment shall not be considered when determining adverse
impact. Each BES Cyber Asset is included in one or more BES Cyber Systems.

BES Cyber System (BCS) — One or more BES Cyber Assets logically grouped by a responsible entity
to perform one or more reliability tasks for a functional entity.

BES Cyber System Information (BCSI) — Information about the BES Cyber System that could be
used to gain unauthorized access or poses a security threat to the BES Cyber System. BES Cyber
System Information does not include individual pieces of information that by themselves do not pose a
threat or could not be used to allow unauthorized access to BES Cyber Systems, such as, but not
limited to, device names, individual IP addresses without context, ESP names, or policy statements.
Examples of BES Cyber System Information may include, but are not limited to, security procedures or
security information about BES Cyber Systems, Physical Access Control System, and Electronic
Access Control or Monitoring Systems that is not publicly available and could be used to allow
unauthorized access or unauthorized distribution; collections of network addresses; and network
topology of the BES Cyber System.

Bulk Electric System (BES) - See NERC “Glossary of Terms Used in NERC Reliability Standards”
definition.

Internal Use Only
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Cyber Assets — Programmable electronic devices, including the hardware, software, and data in those
devices.

Cyber Security Incident — A malicious act or suspicious event that: - For a high or medium impact
BES Cyber System, compromises or attempts to compromise (1) an Electronic Security Perimeter, (2)
a Physical Security Perimeter, or (3) an Electronic Access Control or Monitoring System; or- Disrupts or
attempts to disrupt the operation of a BES Cyber System.

Note — For Low Impact BES Cyber Systems, the only applicable portion of the definition of Cyber Security

Incident is “A malicious act or suspicious event that: ... Disrupts or attempts to disrupt the operation of a BES

Electronic Access Point (EAP) — A Cyber Asset interface on an Electronic Security Perimeter that
allows routable communication between Cyber Assets outside an Electronic Security Perimeter and
Cyber Assets inside an Electronic Security Perimeter.

Electronic Security Perimeter (ESP) — The logical border surrounding a network to which BES Cyber
Systems are connected using a routable protocol.

Reportable Cyber Security Incident — A Cyber Security Incident that compromised or disrupted: - A
BES Cyber System that performs one or more reliability tasks of a functional entity; - An Electronic
Security Perimeter of a high or medium impact BES Cyber System; or- An Electronic Access Control or
Monitoring System of a high or medium impact BES Cyber System.

7. APPENDIX
Appendix 1: Low Impact CSIRP Diagram

Appendix 2: Cyber Security Incident Reporting Form
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Appendix 1: Low Impact CSIRP Diagram

Reporting Criteria
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Appendix 2: Cyber Security Incident Response Form

CIP CYBER SECURITY INCIDENT RESPONSE

General Information
Date Updated: Incident Response #:

Respondent Information

Incident Response Lead: Title:

Incident Support Lead: Title:

Additional Participants/Respondents

Dates and Times Associated with Incident

Initial Notification: By:

Start of Incident: *End of Incident:

Actual Initiation of Malicious Behavior (complete this section following root cause identification, if known):

*In the “End of Incident” field, enter the date on which containment and eradication activities ended.

Overall Description of Incident

Containment Activities

Eradication & Recovery Activities

Internal Use Only
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Lessons Learned

Threat Source (Attack Vector)

O Unknown O Email O Improper Usage

[0 Attrition [0 External/Removable Media 0 Loss of Theft of EQuipment
O Web/Cloud O Impersonation/Spoofing O Unmanaged Devices

O Other:

Additional Information:

Incident Classification & Associated Impact

Incident [0 Reportable Cyber Security [0 NON-Reportable Cyber Security
Classification: Incident Incident

Functional Area O O O O Other:

Impact: Corporate Generation Transmission

Impact to 0 NO O YES (provide details):

Operations?

Information Sharing

O Legal

Communications

Human Resources

Physical Security

Law Enforcement

Regulatory Agencies

External Partners

o oo Qoo o g

Additional Contacts:

Associated Documents

O OE-417 Electric Emergency Incident and Disturbance Report

O E-ISAC

Internal Use Only
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O FBI

O DHS

O NCCIC

O Additional Contacts:

Near-Term Action Items (3-6 months)

# | Description Respondent Due Statu
Date s

H W N =

Long-Term Action Items (6+ months)

# | Description Respondent Due Statu
Date s

H W N =

t Log (Use this section to log incident activities.)

Date | Time | Initial | Description of Activity
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t Log (Use this section to log incident activities.)

Date | Time | Initial | Description of Activity

Internal Use Only
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1. Objective
i. This document provides the CIP Cyber Security Physical Security Controls Plan for Advanced Power -
Cutlass Solar Project’s low impact BES Cyber Systems. This procedure is used as a part of the
compliance requirements outlined in NERC Reliability Standard CIP-003.
2. Applicable Systems
i The purpose of this plan is to detail the physical security controls implemented to enhance the security
of the BES Cyber Systems based on Advanced Power - Cutlass Solar Project’s Applicable Systems.
3.  Terms and Definitions - Terms defined in the NERC Glossary of Terms are capitalized and used as defined. The
additional terms listed in this section are specific to this document.
i. Access Device- Any card, key, code, or other means that can be used alone or in conjunction with
another Access Device to obtain entry.
ii. Applicable Systems- BES Cyber Systems identified in the annual assessment required by CIP-002 and all
cyber equipment identified in the Advanced Power - Cutlass Solar Project Electronic Access Controls
Plan Required by CIP-003.
iii. Escorted Access- Access granted into a secured area to an individual, that does require
accompaniment by an authorized person.
iv. Exceptional Situations- A situation that involves or threatens to involve one or more of the following,
or similar, conditions that impact the safety of BES reliability.
a) Arrisk of injury or death;

b) Civil unrest;

c) Animminent or existing hardware, software, or equipment failure;

d) Unplanned or unauthorized destruction or damage to a security control;
e) Asecurity incident requiring emergency assistance;

f)  Aresponse by emergency services; the enactment of a mutual assistance agreement;
g) Animpediment of large-scale workforce availability.

V. Locking Device- A mechanism designed for keeping a barrier (e.g., door, lid, gate, combination lock) in
a secured state operated only by an Access Device.
vi. Unescorted Access- Access granted into a secured area to an individual without an accompaniment.
vii. Visitor- Personnel without Unescorted Access granted by CIP Senior Manager or designee.
Acronyms
BES Bulk Electric System
CIP Critical Infrastructure Protection
CIP SI CIP Sensitive Information
NERC North American Electric Reliability Corporation

4. Procedure
i. Assessment of Need for Physical Security Controls. Advanced Power - Cutlass Solar Project is a
renewable generation entity. Advanced Power - Cutlass Solar Project has implemented physical
security controls based on the need to protect facilities from damage and loss. The function of this
physical security control plan is to control access and reduce or mitigate the risk of unauthorized
individuals entering the site and for the protection of personnel and equipment
ii. Identified Needs:
a) Protect entire Facility against loss due to theft.
b) Protect entire Facility against physical vandalism.
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¢) Protect the generation controls against unauthorized physical access.

d) Protect the Protection System components against unauthorized physical access.

iii. Defense In-Depth

a) Advanced Power - Cutlass Solar Project has a defense in-depth approach, which consists of
the physical security controls at the following layers:

b) Perimeter fence

c) Structures:

1. Operations and Maintenance (O&M) Buildings
2. Substation Control Houses
3. Solar Generation Structures

iv. Adequacy of Physical Security Controls

a) Advanced Power - Cutlass Solar Project has determined, based on the assessment of need
for asset protection, that a defense-in-depth approach to physical security controls is
appropriate for protection of Applicable Systems and individual resource’s protection and
control systems.

5. Physical Security Controls
i. Perimeter Controls

a) The perimeter fence which surrounds the O&M building and substation control house shall
serve as a physical security control but not the primary physical security control.

b) The security gate, secured by a Locking Device, which grants access to the O&M building
parking lock shall serve as a physical security control but not the primary physical security
control.

c) The secured room inside of the O&M building and the substation control house, housing
Applicable Systems shall serve as the primary physical security control.

d) Solar Generation structures shall serve as the primary physical security control for the
individual resource’s protection and control systems.

ii. Entryways

a) Entryways to locations housing Applicable systems and individual resource protection and
control systems shalil be equipped with a hardened door secured by a Locking Device
controlled by an Access Device.

iii. Physical Access Control System Condition

a) In the absence of operational personnel with Unescorted Access permissions, entryways to
locations housing Applicable Systems and individual resource’s protection and control
systems, including perimeter fences, shall be in a closed and locked state.

6. Physical Access Management
i. Unescorted Access

a) Individual need for Unescorted Access privileges to locations housing Applicable Systems
and individual resource protection and control systems shall be determined by the CIP
Senior Manager or designee.

b) Upon granting Unescorted Access the CIP Senior Manager or designee shall:

1. Distribute Access Devices to locations housing Applicable Systems and individual
resource protection and control systems as needed and,
2. Document the approval for Unescorted Access via [Authorized Access Log
Attachment B]
i, Visitor Access

a) Visitor(s) access to locations housing Applicable Systems and individual resource protection
and control systems shall be based on the need determined by Advanced Power - Cutlass
Solar Project employees assigned to Advanced Power - Cutlass Solar Project.
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b) Visitor(s) granted Escorted Access shall be Escorted by a designated Advanced Power -
Cutlass Solar Project employee assigned to Advanced Power - Cutlass Solar Project with
Unescorted Access (Escort).

c) Escort shall complete the [Visitors Log Attachment A] prior to entering locations housing
Applicable Systems.

7. Exceptional Situations
i Exceptional Situations will be handled in accordance with the process contained in the CIP Exceptional
Circumstances and Exceptional Situations section of the CIP Master Policy.

8. Access Device Management - Advanced Power - Cutlass Solar Project utilizes multiple Access Devices and
processes for accessing structures housing Applicable Systems and their associated protection and control
equipment.

i The CIP Senior Manager or designee shall:

a) Ensure all non-issued Access Devices are stored in a secured location.
b) Issue Access Devices to personnel approved for Unescorted Access, as needed.
C

Q.

Update Access Devices used to unlock Locking Devices, as needed.
Revoke, remove or change Access Device privileges as appropriate (i.e. changesin job
function, lost or damaged Access Devices, compromised proximity card, etc.), and
f)  Document issuances/changes to status of Access Devices owned by Advanced Power -
Cutlass Solar Project within the log [Authorized Access Log Attachment B].
9. Document Retention:
i Documentation related to physical security controls including, Access Device Logs shall be maintained
for a period of three calendar years unless otherwise specified.

)
)
) Ensure workstations with access management software installed are in a secured location.
)
)

®
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Attachment A: Visitor Access Log To be completed by personnel with approved Unescorted Access.

VISITOR ACCESS LOG

Site Manager: Phone:
Visitor Name Company Escort Date Time In Time Out Phone Number
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Attachment B: Authorized Access Log

Log shall be completed once access credentials are issued to an individual that has been granted
Unescorted Access.

AUTHORIZED ACCESS LOG

Site Manager: Phone:
Access Access
Access Date Device Date Devices
Grarited To Giafted Granted By - Issued By ReArcr:ijd Returned Comments
Y/N Y/N

Document Control:
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Name Title Date
NAME HERE TITLE HERE 01/XX/2023
Version Approval Date Effective Date Revision Summary
1.0 01/XX/2023 01/XX/2023 Physical Security Plan
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Annex L -Hurricane Response
Plan

01/XX/2023
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In the event of a hurricane, the first priority is always the health and safety of Advanced Power -
Cutlass Solar Project personnel. Advanced Power - Cutlass Solar Project Hurricane Response
Process/Plan {HRP) is listed below:

e Ensure all Advanced Power - Cutlass Solar Project personnel and any potentially affected
public personnel are not in danger.

e By using the evacuation routes in the link below, Advanced Power - Cutlass Solar Project
personnel must evacuate at a time recommended by local authorities.

e The Advanced Power - Cutlass Solar Project facility{ies) should be hardened, to the
extent possible, against lasting damage from a hurricane. Some of these hardening
details are listed below:

o Ensure all loose material or equipment is secured.
o Ensure proper draining channels exist and are functional

Advanced Power facilities in Region 1, as specified by TDEM, shall use the hurricane evacuation
routes published by the Texas Department of Transportation.

Advanced Power facilities in Region 2, as specified by TDEM, shall use the hurricane evacuation
routes published by the Texas Department of Transportation.
*Advanced Power - Cutlass Solar Project IS LOCATED IN Region 2

Advanced Power facilities in Region 3, as specified by TDEM, shall use the hurricane evacuation
routes published by the Texas Department of Transportation.

Advanced Power facilities in Region 4, as specified by TDEM, shall use the hurricane evacuation
routes published by the Texas Department of Transportation.

Advanced power facilities in Region 5, as specified by TDEM, shall use the hurricane evacuation
routes published by the Texas Department of Transportation.

Advanced Power facilities in Region 6, as specified by TDEM, shall use the hurricane evacuation
routes published by the Texas Department of Transportation.

Checklist(s) for generating facility personnel to address emergency events

Advanced Power shall use the checklist in Annex C to identify which personnel shall address
events that arise during the emergency.

When re-entry to the affected facility is safe, it is important to ensure all emergency gear and
equipment that may be necessary to clear paths are available, serviceable, and on hand to be
used, if necessary. This equipment may include, depending on the circumstances, saws, tire
chains, etc.

In the event that the entry route is obstructed or compromised, ensure proper PPE is worn and
utilized and normal safety measures are employed.




] 7

advanced power @~

\ AP-CS-PGCEOP-1.0 Annex L
Always ensure communication is maintained between Advanced Power personnel attempting
re-entry and Advanced Power leadership.

The following individuals are responsible for maintaining, implementing, and revising the HRP,

Name Title Permission(s)
XX XX Maintain

XX XX Implement
XX XX Revise

e provides a revision control summary that lists the dates of each change made to the HRP
since the initial HRP adoption.

Version Approval Date Effective Date Revision Summary

1.0 01/XX/2023 01/XX/2023 Initial Hurricane Plan

As of 01/XX/2023, annexes associated with EOP Version 1.0, approved on 01/XX/2023,
supersede all previous HRP annexes.
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Annex W - Weather Related

Emergencies Plan
01/XX/2023
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Preparations for Operations During Extreme Cold Weather Conditions

For severe cold weather, Advanced Power - Cutlass Solar Project shall will
identify, through inspection, areas of the generating facility that may be most
vulnerable to malfunction during extreme cold events. Advanced Power - Cutlass
Solar Project staff shall ensure the following:

e Advanced Power - Cutlass Solar Project staff will ensure heat tracing is present and
functional for all appropriate exposed instrumentation and/or equipment, where
applicable.

e  Where appropriate and necessary, temporary barriers shall be erected to shield
sensitive or exposed equipment and instrumentation from wind and freezing
precipitation.

e Temporary barriers may be constructed of plastic sheeting or other material that is
sufficient to protect exposed equipment and instrumentation, and may contain, if
conditions warrant, a portable heat source to keep temperatures above freezing in the
designated area.

e Other measures may be taken, as the generation facility staff see fit, to protect the
facility during an extreme cold weather event.

Preparations for Operations During Extreme Hot Weather Conditions

For extreme hot weather, Advanced Power - Cutlass Solar Project staff shall
ensure the following:

e Proper ventilation is present and functional for any areas where extreme hot
temperatures may negatively impact generator output.

e In addition to this, portable fans may be mobilized to force air around
potentially affected areas.

In all cases, Advanced Power - Cutlass Solar Project staff will ensure that any
substation or switchyard equipment that it owns is properly weatherized. This
includes the following:

e Ensuring all breaker and transformer oil levels, SF6 levels, nitrogen levels, and
air compressor tank levels are adequate for that equipment manufacturer and
model.

e Heaters in breaker and transformer cabinets are functioning properly.

e Adequate supply of spare gas and oil is available to be used during an
emergency.

It is important, after any weather-related emergency, to analyze the
performance of the generating plant, identify any equipment failures that
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occurred (if any), and develop and action plan to address those issues. These
issues may include the following:

o Alist of equipment that failed during the last cold or hot weather event must be
identified and addressed. Additionally, any critical failure points identified must
be tracked through the normal maintenance processes to ensure appropriate
maintenance has taken place for the identified equipment. Any facility
equipment design limits that could limit generator output must be identified
and addressed, to the extent possible, to ensure no interruption of operations
occurs during an extreme weather event.

e Advanced Power - Cutlass Solar Project staff shall actively monitor all potential
extreme weather events that may affect their facilities, to include sever weather
and operational circumstances arising from those events. Advanced Power -
Cutlass Solar Project staff will continue monitoring weather forecasts and
ERCOT operational data aid in predicting conditions on the BES that may impact
operations.

e |tisimperative to ensure entry and egress routes are hardened to the extent
possible. Make sure to elevate and/or secure equipment that may be subject to
being carried away by flood currents, and ensure cabinets, control house, and
other fixed structures are weatherproofed to extent possible.
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Annex E-Advanced Power - Cutlass Solar Project
Emergency Operations Drill Instructions

Introduction:

It is imperative to consider as many operational and weather-related issues as possible when developing the tasks for your
Emergency Operations Drill (Drill). Equally as important is determining the appropriate staff to address these issues, timing,
contracts and dependencies on external entities, all while executing clear and unambiguous instructions. This Drill is desighed
to ensure Advanced Power and Cutlass Solar Project addresses as many of these issues as possible, supporting the continued
operations of its generating facilities during extreme weather conditions.

Staffing:

All Advanced Power - Cutlass Solar Project personnel participating in the Drill will be notified directly, with a clear set of tasks to
be completed. Should the tasks need to be performed in a sequential order, appropriate personnel shall be instructed on the
timing and order of tasks, stressing clear, concise communication throughout the process. Example - If a switchyard operator is
required to open a breaker, he/she must have the proper switching order as a prerequisite and abide by Advanced Power -
Cutlass Solar Project’s Lock-out/Tag-out process. It is important to identify adequate staff to complete the necessary tasks to
ensure continuous operation of the generating facility, to the extent possible.

Task Identification:

For inverter-based resources, such as wind, storage, and solar facilities, the weatherization tasks may require less barriers and
portable heaters than a conventional generation site; however, these measures can be utilized to keep exposed equipment
above freezing temperatures or sheltered from precipitation where necessary.

Carefully list all tasks to be performed in Attachment B of the AP-CS-PGCEOP-1.0 Emergency Operations Plan - Attachments B-E,
as well as assigning the tasks to the appropriate personnel. It is important to note that severe conditions may warrant more
resources to execute a task than normal operating conditions, so it is imperative that equipment like snow chains, de-icing
solution(s), extra fuel, etc., are available. Attachment B will require an action item be assigned to personnel (listed by name), a
description of the task, date, completion status (for tracking purposes), and any notes or comments taken during the drill.

Sample Tasks:

. Procurement and distribution of fuel for emergency generators, if applicable.

e Procurement and distribution of spare SF6, nitrogen, or oil for switchyard equipment.

. Management of transportation for personnel participating in the Drill.

e  Establishment of emergency operations communications, cell phones, satellite phones, radios, etc.

. Communication of tasks and continual updates via the communication platforms used in the Drill.

. Erection of temporary barriers

e  Procurement and placement of portable heaters and extra fuel.

e Inspection of plant and balance of plant equipment to ensure heaters (breaker panels, for example) and
instrumentation are serviceable and properly insulated, where applicable.

s All necessary PPE is on hand and available for staff.

. Establish communication with ERCOT, QSE, and appropriate transmission entities, to keep them informed of any
developing issues that may impact the operation of the facility.

. Ensure proper equipment is on hand and available for clearing paths to the facility, should there be downed
vegetation or obstructions.

Review and Correction:

In the event that vulnerabilities or issues were identified during the Drill, appropriate Advanced Power - Cutlass Solar Project
staff shall conduct a review of the Drill, corrective actions to be taken, and document those corrective actions in Attachment B.
This review should include an extent of conditions assessment and root cause analysis in order to address any latent issues that
may exist in other areas.

AP-CS-PGCEOP-1.0 - Emergency Operations Drill Instructions
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Advanced Power - Cutlass Solar Project
Power Generation Company (PGC)

Version 1.0
Effective Date:
01/XX/2023
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Approval and Implementation

Introduction:

e This EOP is developed to help ensure Advanced Power - Cutlass Solar Project’s
continued power generation operations in the event of emergency conditions, including,
but not limited to pandemic(s) or severe weather. This plan includes the necessary
elements, pursuant to PUCT Rule §25.53.

The following individuals are responsible for maintaining, implementing, and revising the EOP.

Name Title Permission(s)
XX XX Maintain

XX XX Implement
XX XX Revise

e provides a revision control summary that lists the dates of each change made to the EOP
since the initial EOP filing pursuant to paragraph (1) of this subsection.

Version Approval Date Effective Date Revision Summary

Initial Emergency

1.0 01/XX/2023 01/XX/2023 Operations Plan

As of 01/XX/2023, EOP Version 1.0, approved on 01/XX/2023, supersedes all previous EOPs.

Communication Plan
An entity with generation operations must describe the procedures during an emergency for
communicating with,

e the media

e PUCT
e OPUC
e QSE

e fuel suppliers

e local and state governmental entities, officials, and emergency operations centers, as
appropriate in the circumstances for the entity

e and ERCOT, as the Reliability Coordinator.
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EMERGENCY OPERATIONS CONTACT LIST (EXTERNAL)

NAME

ENTITY

PHONE NUMBER

EMAIL

Shift Supervisor

ERCOT

QSE

Advanced Power -
Cutlass Solar Project
Management

Fuel Supplier

PUCT Infrastructure Staff

512-936-7197

Advanced Power - Cutlass Solar Project Emergency Operations

Contact List

Advanced Power - Cutlass Solar Project Internal Emergency
Operations Contact List

INTERNAL ADVANCED POWER - CUTLASS SOLAR EMERGENCY OPERATIONS CONTACT LIST

NAME

ENTITY

PHONE NUMBER

EMAIL

Shift Supervisor

ERCOT

QSE

Advanced Power -
Cutlass Solar Project
Management

Fuel Supplier

PUCT Staff
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Definitions and Acronyms

TERM

Annex

ACRONYM

DEFINITION
A section of an emergency operations plan that
addresses how an entity plans to respond in an
emergency involving a specified type of hazard or threat.

Drill

An operations-based exercise that is a coordinated,
supervised activity employed to test an entity’s EOP or a
portion of an entity’s EOP. A drill may be used to develop
or test new policies or procedures or to practice and
maintain current skills.

Electric Reliability Council of
Texas

ERCOT

Independent System Operator for approximately 90% of
the state of Texas.

Emergency

A situation in which the known, potential consequences
of a hazard or threat are sufficiently imminent and
severe that an entity should take prompt action to
prepare for and reduce the impact of harm that may
result from the hazard or threat. The term includes an
emergency declared by local, state, or federal
government, or ERCOT or another reliability coordinator
desighated by the North American Electric Reliability
Corporation and that is applicable to the entity.

Entity

An electric utility, transmission and distribution utility,
PGC, municipally owned utility, electric cooperative, REP,
or ERCOT.

Hazard

A natural, technological, or human-caused condition that
is potentially dangerous or harmful to life, information,
operations, the environment, or property, including a
condition that is potentially harmful to the continuity of
electric service.

Power Generation Company

PGC

Generates electricity intended to be sold at wholesale
and does not own a transmission or distribution facility
in this state (with some exceptions, see PUC Substantive
Rule 25.5(23) and 25.5(45)).

Public Utility Commission of
Texas

PUCT

The PUCT is the regulatory body for energy entities in
the state of Texas.
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Submit bids and offers on behalf of resource entities

Qualified Scheduling Entity QSE (REs) or load serving entities (LSEs) such as retail electric

providers (REPs).

State Operations Center SOC

The SOC is operated by TDEM on a 24/7 basis and serves

as the state warning point.

Texas Department of Energy

coordinates the state emergency management program,
which is intended to ensure the state and its local
governments respond to and recover from emergencies

TDEM

Management and disasters and implement plans and programs to help

prevent or lessen the impact of emergencies and
disasters.

Threat

The intention and capability of an individual or
organization to harm life, information, operations, the
environment, or property, including harm to the
continuity of electric service.

PURPOSE & FILING REQUIREMENTS

As a registered PGC, in the ERCOT footprint, Advanced Power - Cutlass Solar Project is required
to develop, maintain, and utilize (when necessary) an Emergency Operations Plan, pursuant to
the requirements set forth in the PUCT Rule §25.53. As such, Advanced Power has developed
this plan to comply with the PUCT Substantive rule, as well as ensure a greater likelihood of
continued operations during an emergency. This plan must be filed with the PUCT either (a)
before COD if it is a new facility or {b) within 30 days of a substantive change to the plan. A
substantive change that is made to the plan between November 15t and April 30t" must be filed
no later than June 1% of that year. If a substantive change is made to the plan between May 15t
and October 31, the submission date is no later than December 1% of that same year. At all
times, the most recent approved copy of the Advanced Power - Cutlass Solar Project Emergency
Operations Plan (AP-CS-PGCEOP-1.0) must be available at the main office for PUCT inspection.

e For Cutlass Solar Project, a PGC, the PUCT has ordered the following information be
included and/or addressed in the Emergency Operations Plan:

Maintenance of Pre-identified Supplies for Emergency Response

A plan to maintain pre-identified supplies for emergency response.

Advanced Power - Cutlass Solar Project staff shall identify any supplies necessary for continued
operations during an extreme weather event, and must procure, to the extent possible, those
supplies. A list of some of these supplies is contained below:
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J Fuel for generator
. Fuel for heaters
J Gas for breakers or load-interrupting switches (if applicable)
J Oil and nitrogen for transformers (if applicable)
. Parts used for maintenance or repair of equipment
. Fuel for vehicles (if applicable)
o Etc.

See Attachment D for a listing of supplies required for emergency response.

Staffing During Emergency Response

A plan that addresses staffing during emergency response. Advanced Power - Cutlass Solar
Project will identify appropriate staff and staffing levels to respond to emergency conditions,
including, but not limited to severe weather events, physical threats or physical damage, and
cyber security events.

Advanced Power - Cutlass Solar Project shall identify operational and management staff that
will remain on call or on stand-by for the duration of the emergency (Attachment C). This list
may be dynamic and will be subject to change should conditions warrant it.

Weather-related Hazards

A plan that addresses how an entity identifies weather-related hazards, including tornadoes,
hurricanes, extreme cold weather, extreme hot weather, drought, and flooding, and the
process the entity follows to activate the EOP.
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Advanced Power - Cutlass Solar Project staff shall actively monitor all potential extreme
weather events that may affect their facilities, to include sever weather and operational
circumstances arising from those events. Advanced Power - Cutlass Solar Project staff will
continue monitoring weather forecasts and ERCOT operational data aid in predicting conditions
on the BES that may impact operations.

Additional Annexes
Advanced Power - Cutlass Solar Project, in its operational capacity as a PGC, must include the

following annexes for its generation resources other than generation resources authorized
under PURA §39.918:

Weather Emergency

e operational plans for responding to a cold or hot weather emergency, distinct from the
weather preparations required under §25.55 of this title,

e verification of the adequacy and operability of fuel switching equipment, if installed,
and

e a checklist for generation resource personnel to use during a cold or hot weather
emergency response that includes lessons learned from past weather emergencies to
ensure necessary supplies and personnel are available through the weather emergency.

For severe cold weather, Advanced Power - Cutlass Solar Project shall identify, through
inspection, areas of the generating facility that may be most vulnerable to malfunction during
extreme cold events. Advanced Power - Cutlass Solar Project staff shall ensure the following:

e Cutlass Solar Project staff will ensure, where applicable, heat tracing is present and
functional for all appropriate exposed instrumentation and/or equipment, where
applicable.

e \Where appropriate and necessary, temporary barriers shall be erected to shield
sensitive or exposed equipment and instrumentation from wind and freezing
precipitation.

e Temporary barriers may be constructed of plastic sheeting or other material that is
sufficient to protect exposed equipment and instrumentation, and may contain, if
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conditions warrant, a portable heat source to keep temperatures above freezing in the
designated area.

Other measures may be taken, as the generation facility staff see fit, to protect the
facility during an extreme cold weather event.

For severe hot weather, Advanced Power - Cutlass Solar Project staff shall ensure the
following:

Proper ventilation is present and functional for any areas where extreme hot
temperatures may negatively impact generator output.

In addition to this, portable fans may be mobilized to force air around potentially
affected areas.

Ensure normal facility cooling measures are maintained and operational.

In all cases, Advanced Power - Cutlass Solar Project staff will ensure that any substation or
switchyard equipment that it owns is properly weatherized. This includes the following:

Ensuring all breaker and transformer oil levels, SF6 levels, nitrogen levels, and air
compressor tank levels are adequate for that equipment manufacturer and model.
Heaters in breaker and transformer cabinets are functioning properly

Adequate supply of spare gas and oil is available to be used during an emergency
Evidence - Maintenance records, records of inspection at generating sites, photos of
erected temporary barriers, portable heaters in service, heat trace application photos,
photos of unobscured ventilation, photos of any cooling measures deployed photos of
any other weatherization measures with dates. If any breakers or transformers fall
under the facility’s purview, dated inspection and maintenance records detailing heater
functionality and oil and gas levels and a list of any spare bottles of gas or stores of oil.

A water shortage annex that addresses supply shortages of water used in the generation
of electricity;
Not applicable as Advanced Power - Cutlass Solar Project assets do not use water to generate

power.
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A restoration of service annex that identifies plans intended to restore to service a
generation resource that failed to start or that tripped offline due to a hazard or threat;

Advanced Power - Cutlass Solar Project’s plan for emergency operation addresses its process
for recovering generation capacity, should an emergency force a derate, a unit trip, or inability
to generate and fulfill its MW obligations. These actions are listed in Attachment E and AP-CS-
PGCEOP-1.0 -CSIRP.

A pandemic and epidemic annex;
Advanced Power - Cutlass Solar Project’s existing pandemic/epidemic plan for business
continuity is listed in Annex F.

A hurricane annex that includes evacuation and re-entry procedures if facilities are
located within a hurricane evacuation zone, as defined by TDEM;

In the event of a hurricane, the first priority is always the health and safety of Advanced Power -
Cutlass Solar Project personnel. The Advanced Power - Cutlass Solar Project hurricane response
process is listed below:

e Ensure all Advanced Power - Cutlass Solar Project personnel and any potentially affected
public personnel are not in danger.

e By using the evacuation routes contained in the HRP (Annex L-AP-CS-PGCEOP-1.0
Hurricane Response Plan), Advanced Power - Cutlass Solar Project personnel must
evacuate at a time recommended by local authorities.

e The Advanced Power - Cutlass Solar Project facility should be hardened, to the extent
possible, against lasting damage from a hurricane. Some of these hardening details are
listed below:

o Ensure all loose material or equipment is secured,
o Ensure proper draining channels exist and are functional.

Advanced Power - Cutlass Solar Project, located in Region 2, as specified by TDEM, shall use the
hurricane evacuation routes published by the Texas Department of Transportation.
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A cyber security annex;
e The Advanced Power - Cutlass Solar Project Cyber Security Incident Response Policy
(Annex G - AP-CS-PGCEOP-1.0) contains this information. When the Advanced
Power - Cutlass Solar Project’s Cyber Security Incident Response Plan (CSIRP) is
amended, this Annex should be replaced with he new CSIRP document.

A physical security incident annex;

This annex (Annex H-AP-CS-PGCEOP-1.0) contains reporting for physical threats to any
Advanced Power facility, as well as actual damage to or destruction of any Advanced
Power facility, per NERC Reliability Standard EOP-004. The DOE digital form, OE-417
shall be used to communicate physical attacks and cyber security incidents.

Checklist(s) for generating facility personnel to address emergency events

Advanced Power - Cutlass Solar Project shall use the checklist in Attachment C (spreadsheet) to
identify which personnel shall address events that arise during the emergency.

A plan for alternative fuel testing if the facility has the ability to utilize alternative fuels

As an energy storage facility, measures for securing alternative fuels are not applicable.
Affidavit from an owner, partner, officer, manager, or other official with responsibility for
Advanced Power - Cutlass Solar Project’s operations affirming that all relevant Advanced
Power - Cutlass Solar Project operating personnel are familiar with the contents of the
emergency operations plan; and such personnel are committed to following the plan
except to the extent deviations are appropriate under the circumstances during the
course

of an

emergency (“Distribution List” tab contained in AP-CS-PGCEOP-1.0 Attachments B-E).

Completed, executed, and notarized Attachment A.
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PUC Filing Requirements
An entity must file an emergency operations plan (EOP) and executive summary by April 15,
2022.
A. An entity must file with the commission:
i an executive summary that:

I.  describes the contents and policies contained in the EOP;

II.  includes a reference to specific sections and page numbers of the
entity’s EOP that correspond with the requirements of this rule;

lll.  includes the record of distribution required under paragraph (4)(A) of
this subsection; and

IV.  contains the affidavit required under paragraph (4){(C) of this
subsection; and

ii. acomplete copy of the EOP with all confidential portions removed.

B. For an entity with operations within the ERCOT power region, the entity must submit its
unredacted EOP in its entirety to ERCOT.

C. Inaccordance with the deadlines prescribed by paragraphs (1) and {3) of this subsection,
an entity must file with the commission the following documents:

i.  Arecord of distribution that contains the following information in table format:

. titles and names of persons in the entity’s organization receiving access
to and training on the EOP; and

II.  dates of access to or training on the EQOP, as appropriate.

ii.  Alist of primary and, if possible, backup emergency contacts for the entity,
including identification of specific individuals who can immediately address
urgent requests and guestions from the commission during an emergency.

iii.  An affidavit from the entity’s highest-ranking representative, official, or officer
with binding authority over the entity affirming the following:

I.  relevant operating personnel are familiar with and have received
training on the applicable contents and execution of the EQOP, and such
personnel are instructed to follow the applicable portions of the EOP
except to the extent deviations are appropriate as a result of specific
circumstances during the course of an emergency;

II.  the EOP has been reviewed and approved by the appropriate
executives;

lll.  drills have been conducted to the extent required by subsection (f) of
this section;

IV.  the EOP or an appropriate summary has been distributed to local
jurisdictions as needed;

V. the entity maintains a business continuity plan that addresses returning
to normal operations after disruptions caused by an incident; and

VI.  the entity’s emergency management personnel who are designated to
interact with local, state, and federal emergency management officials
during emergency events have received the latest [S-100, 1S-200, IS-
700, and 1S-800 National Incident Management System training.
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Annual Review

An entity must continuously maintain its EOP. Beginning in 2023, an entity must annually
update information included in its EOP no later than March 15 under the following
circumstances:

A. An entity that in the previous calendar year made a change to its EOP that materially
affects how the entity would respond to an emergency must:

a. file with the commission an executive summary that:

i. describes the changes to the contents or policies contained in the EOP;
ii. includes an updated reference to specific sections and page numbers of
the entity’s EOP that correspond with the requirements of this rule;
iii. includes the record of distribution required under paragraph (4){A) of this
subsection; and
iv. contains the affidavit required under paragraph (4)(C) of this section;

b. file with the commission a complete, revised copy of the EOP with all
confidential portions removed; and

c. submit to ERCOT its revised unredacted EOP in its entirety if the entity operates
within the ERCOT power region.

B. An entity that in the previous calendar year did not make a change to its EOP that
materially affects how the entity would respond to an emergency must file with the
commission:

a. apleading that documents any changes to the list of emergency contacts as
provided under paragraph (4)(B) of this subsection;

b. an attestation from the entity’s highest-ranking representative, official, or officer
with binding authority over the entity stating the entity did not make a change to
its EOP that materially affects how the entity would respond to an emergency;
and

c. the affidavit described under paragraph (4)(C) of this subsection.

Annual Drill

An entity must conduct or participate in at least one drill each calendar year to test its EOP.
Following an annual drill, the entity must assess the effectiveness of its emergency response
and revise its EOP as needed. If the entity operates in a hurricane evacuation zone as defined
by TDEM, at least one of the annual drills must include a test of its hurricane annex. An entity
conducting an annual drill must, at least 30 days prior to the date of at least one drill each
calendar year, notify commission staff, using the method and form prescribed by commission
staff on the commission’s website, and the appropriate TDEM District Coordinators, by email or
other written form, of the date, time, and location of the drill. An entity that has activated its
EOP in response to an emergency is not required, under this subsection, to conduct or
participate in a drill in the calendar year in which the EOP was activated.
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By applying the Emergency Operations Drill Instructions and completing Attachment B,
Advanced Power - Cutlass Solar Project Emergency Operations Plan shall be tested each year,
no later than INSERT DATE HERE, and includes a review section, to identify and correct any
vulnerabilities in the Emergency Operations Plan. Advanced Power - Cutlass Solar Project
Emergency Operations Drill Procedure has a section dedicated to any generation facility that is
located within a defined hurricane evacuation zone.

Advanced Power - Cutlass Solar Project, as a registered RE, shall provide ERCOT with any
updated versions of their emergency operations plan by June 1 for any updates made between
November 1 and April 30, and by December 1 for any updates made between May 1 through
October 31. Advanced Power - Cutlass Solar Project shall submit all updated plans

electronically. Attachment | is the attestation ERCOT requires for notification, along with the
EOP.




The following files are not convertible:

AP-CS-PGCEOP-1.0 Emergency Operations
Plan - Attachments B-E.xlsx

Please see the ZIP file for this Filing on the PUC Interchange in order to
access these files.

Contact centralrecords@puc.texas.gov if you have any questions.
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Advanced Power - Cutlass Solar Project
Emergency Operations Plan Executive Summary

Executive Summary:

As a registered PGC, Cutlass Solar Project is required to develop, maintain, and utilize (when necessary)
an Emergency Operations Plan, pursuant to the requirements set forth in the PUCT Rule §25.53. Cutlass
Solar Project has developed this plan to comply with the PUCT Substantive rule and applicable NERC
Reliability Standards, as well as ensure a greater likelihood of continued operations during an emergency.
This plan must be filed with the PUCT either (a) before COD if it is a new facility or (b) within 30 days of a
substantive change to the plan. Any substantive change to the plan made between November 1%t and
April 30t must be filed no later than June 1%t of that year. If a substantive change is made to the plan
between May 1%t and October 315, the submission date is no later than December 15 of that same year.
At all times, the most recently approved copy of the Advanced Power - Cutlass Solar Project Emergency
Operations Plan must be available at the Cutlass Solar Project main office for PUCT inspection.

For Advanced Power - Cutlass Solar Project, a PGC, the PUCT has ordered the following information be
included and/or addressed in the Emergency Operations Plan:

e Maintenance of Pre-identified Supplies for Emergency Response
e List of primary and, if possible, backup emergency contacts
e Affidavit stating the following:

o Relevant operating personnel are familiar with and have received training on the
applicable contents and execution of the EOP, and such personnel are instructed to
follow the applicable portions of the EOP except to the extent deviations are appropriate
as a result of specific circumstances during the course of an emergency,
The EOP has been reviewed and approved by the appropriate executives,
Drills have been conducted to the extent required by subsection (f) of the rule,
The EOP or an appropriate summary has been distributed to local jurisdictions as needed,
The entity maintains a business continuity plan addressing returning to normal
operations after disruptions caused by an incident, and
o The entity’s emergency management personnel who are designated to interact with
local, state, and federal emergency management officials during emergency events have
received the latest IS-100, 1S-200, I1S-700, and IS-800 National Incident Management
System training.
e Annexes to be included in the EOP - A Generation resource/PGC must include the following:
o A weather emergency annex that includes:
e Operational plan for responding to a cold and hot weather emergency,
distinct from the weather preparations required under § 25.55
e EOP-001, page 7 and Annex W,
e Verification of the adequacy and operability of fuel switching equipment,
if installed, and
e EOP-001, page 9. It is not applicable to this site.

O O O O

AP-CS-PGCEOP- Emergency Operations Plan Executive Summary
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AP-CS-PGCEOP-1.0 Executive Summary
e Achecklist for generation resource personnel to use during a cold or hot
weather emergency response that includes lessons learned from past
weather emergencies to ensure necessary supplies and personnel are
available through the weather emergency.
e AnnexD
A water shortage annex that addresses supply shortages of water used in the generation
of electricity,
=  EOP-001, page 8. This is not applicable to this site.
A restoration of service annex that identifies plans intended to restore to service a
generation resource that failed to start or that tripped offline due to a hazard or threat,

=  AnnexE
A pandemic and epidemic annex,
= AnnexF

A hurricane annex that includes evacuation and re-entry procedures if facilities are
located within a hurricane evacuation zone, as defined by TDEM,
=  AnnexlL
A cyber security annex,
= AnnexG
A physical security incident annex, and
= AnnexG
Any additional annexes as needed or appropriate to the entity’s particular circumstances

Annex B

As a registered PGC, it is the intent of Cutlass Solar Project to fully comply with all requirements and
expectations of the Public Utilities Commission of Texas.

AP-CS-PGCEOP- Emergency Operations Plan Executive Summary
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Attachment O: Declaration of Completion of Generation
Resource Winter Weatherization Preparations

May 1, 2020

PUBLIC



SECTION 22 (O): DECLARATION OF COMPLETION OF GENERATION RESOURCE WINTER WEATHERIZATION
PREPARATIONS

Declaration of Completion of Generation Resource Winter Weatherization Preparations

Winter Peak Load Season: December 20__ through February 20

Resource Entity (or Entities): Resource Entity (or Entities)

This declaration applies to the following Generation Resources (list by Resource Site
Code):
Generation Resource(s)

I hereby attest that all weatherization preparations for equipment critical to the reliable operation
of each of the above-listed Generation Resources during the time period stated above are
complete or will be completed, as required by the weatherization plan applicable to each
Generation Resource. Any outstanding weatherization preparations are summarized in the
attached document and include the name of the Generation Resource, a brief description of the
remaining weatherization task(s) if any, and an associated target completion date for each task.

By signing below, I certify that I am an officer or authorized executive of each Resource Entity
listed above, that I am authorized to execute and submit this declaration on behalf of each
Resource Entity listed above, and that, to the best of my knowledge, the statements contained
herein are true and correct.

Signature

Name

Title

Date

ERCOT NODAL PROTOCOLS — MAY 1, 2020 220-2
PUBLIC



