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Purpose

To establish a Cyber Security Incident Reporting and Response Plan to mitigate the risk to the reliable
operation of the BES as the result of a Cyber Security Incident by specifying incident response
requirements in compliance with NERC CIP Standards CIP-003-8 and CIP-008-6.

Scope

Personnel, Events and Assets

This plan applies to all El Paso Electric employees, contractors, vendors; to all Cyber Security
Incidents and Reportable Cyber Security Incidents (both training and actual execution during
incidents); and to EPE’s BES Cyber Systems categorized as a High and Medium, their associated BES
Cyber Assets (BCA), and their associated Electronic Access Control and Monitoring Systems (EACMS)
and EPE’s Low Impact BES Cyber Systems. All other Cyber Assets are outside the scope of this plan.
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Approval

The undersigned individuals, approve this El Paso Electric Company Cybersecurity Incident Response Plan.

David C Hawkins, VP Strategy & Sustainability Date
Cynthia Henry, VP & General Counsel Date
Lourdes Tapia, SR Dir. Tech & Cybersecurity Date

Document History
The most recent document history/version and list of modifications are documented in the table below:

Version Date Change Descriptions Reviewed By
1.2 March 2022 Contacts Updates E. Bernal
1.1 Sept 2021 Board Language Update E. Bernal

Maintaining this Document

This document will be subject to both planned reviews and continuous improvement activities. The
document will be reviewed annually by the Information Technology Department. Any major revisions to
the Cybersecurity Incident Response Plan (the CIRP) will be promptly communicated to the impacted
business units.

Relationship to Other Plans

In the event of multiple incidents or a complex large-scale single incident, corporate support may be
required to provide overall coordination of area response efforts. Depending on the event, other EPE
plans may be activated in conjunction with this CSIRP. These may include:

e Crisis Communication Plan

e Crisis Management Plan

e Incident Management Plan

e NERC CIP Cybersecurity Incident Reporting and Response Planning
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e System Operations Reporting Procedures Manual

Key Terms and Acronyms

Term (Acronym) Definition

Cybersecurity Incident Response Plan (CSIRP) The plan that provides guidelines to identify,
classify, respond to and report a cybersecurity
incident.

Cybersecurity Incident Response Team (CSIRT) CSIRT consists of all key areas of the organization

that will assist in executing the CSIRP.
Cybersecurity Incident Response Team Manager (CSIRTM) | The individual responsible for coordinating the
Cybersecurity First Responders incident response
efforts to obtain restoration activities.
Cybersecurity First Responders (CFRs) CFRs consists of IT Operations, Infrastructure,
Applications, Project Manager, Information
Security Consultants, and Manager — Information
Security.

Strike Team The Strike Team consists The individuals listedon
Appendix F.

Incident Commander (IC) The individual responsible for managing a
security incident and incident response.
Executive Leadership Team (ELT) The President and Chief Executive Officer and
those that report directly to the President and
Chief Executive Officer.
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1.0 Introduction

Cyber incidents are similar to other operational incidents. When a user determines or believes a cyber incident
has occurred, their first responsibility is to initiate actions, procedures, or practices to stabilize any impact to
business or operational systems that may jeopardize employee or public safety or may result in material
consequences to employee or customer information or will result in interruption of business continuity. This
Cybersecurity Incident Response Plan (CSIRP) is to be used as an enterprise-wide guide to facilitate a response
immediately upon the initial incident detection.

1.1 Purpose

The purpose of the CSIRP is to provide guidelines to identify, classify, respond to, and report a cybersecurity
incident. In addition to providing a structured, systematic incident response process for all company information
technology systems, including third party services and systems, it explains the response stages, including the
standards to share information, the incident escalation procedure, and the guidelines for ensuring the
preservation of evidence. This CSIRP defines areas of responsibility and establishes procedures for handling
various cybersecurity incidents with the primary goal of minimizing the impact of cyber-attacks.

1.2 Scope

This CSIRP applies to all El Paso Electric (EPE) employees, contractors, vendors, agents, and affiliates. It establishes
a framework for coordination among individuals of multiple departments to complete the lifecycle of a
cybersecurity incident within the corporate infrastructure. It also defines roles, responsibilities, and processes to

be followed when a cybersecurity incident occurs.

1|Pag e111
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Purpose

This Emergency Operations Plan has been developed and implemented by El Paso Electric (EPE) to
mitigate operating emergencies. EPE’s operating personnel shall be rigorously trained in its use. EPE
System Operators with TOP and BA responsibilities are required to adhere to this document which
pertains to Transmission and BA Emergency Operations. This plan shall be reviewed on an annual
basis' and updated as needed. Copies of the updated plan shall be provided to the Reliability
Coordinator and revised, if necessary, pursuant to any reliability risks identified by the Reliability
Coordinator within the timeframe specified by the Reliability Coordinator. ?
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Purpose

The El Paso Electric (EPE) System Restoration Plan addresses the restoration process that EPE will
follow should a separation occur between its system and the Western Interconnection. Once the
extent and severity of the separation is determined, EPE will communicate and coordinate with the
Reliability Coordinator its established plan to restart internal generation and add load in a planned
process while maintaining frequency, voltage control, and reserves. The plan gives a method for
restoring load in the EPE area to a state where the choice of the next Load to be restored is not
driven by the need to control frequency or voltage. The System Operator with TOP responsibilities is
responsible, in conjunction with System Operations Management, for activating the System
Restoration Plan found in this document. The Plan has been coordinated with EPE’s Reliability
Coordinator — SPP West RC, WECC - PNM, TEP and TSGT; and SPP — SPS as necessary.!

! NERC Reliability Standard EOP-005-3 R1
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Purpose

The purpose of the Under Frequency Load Shed (UFLS) plan is to provide the EPE System Operator
with underfrequency relay settings that could affect system operations during abnormal frequency
excursions. This document applies to EPE System Control personnel.

Internal Use
Page 1 0of 16

123



Attachment 10: EPM-012

PAGES 2-16 HAVE BEEN REDACTED

124



Attachment 11

125



Attachment: 11: EPM-013

Page 1 of 6
Document No. EPM-013
W@ PLAN Version No. 9.0
Bl Paso Blectrio Effective Date 12/10/2021
EPM-013 — Protection System - UVLS Plan DOC”Trir:r:;?SSiszca“O”

Contents
[T Ty o To 1] = T POTRPRTPPRT 1
EPE’s Under Voltage Relay Load-Shedding Plan .......ccccoiiiiiiiiiiiniiinininnnnini s s 2
I = 11011 =SSR 4
AL CTONYIMS L.ttt e ae et et teae e eeaae et et aeae e aeaeeeaeeeeae e teeeee et asaa s aeeseeaeasanasaesseeeeeeensssssanssesennsnnnnsnsnnnanenssens 4
(D ToTol V10 1 T=T o1 1\ T e o] 4 T=T o | PR 5
Review Cycle and Update ReSpONSIbility ........cooiiii i e e st ee e ee e 5
APPTOVAIS ...ttt ettt e et eeaa et ea s b et asae et aa s e et aaan e et eaene et eaanne et aean e et eeenne eneeeeeenrens 5
REVISION HISEOY ... ettt ettt ee et e e et neeee e e e e nneaeeeeeanan eeeas 5
D31 g1 01U 4] o ISP PSR SPPRSPPPR 6
Purpose

The purpose of the Under Voltage Load Shed (UVLS) program is to provide the EPE System Operator
with under voltage relay settings which could impact system operations under abnormal voltage
conditions.

EPE has installed under-voltage relays as a part of the program to prevent voltage instability during
system contingencies. The tables below contain the UVLS Plan by Trigger Settings/Time Delay and
Substation.

Internal Use
Page 1 of 6

126



Attachment 11: EPM-013

PAGES 2-6 HAVE BEEN REDACTED

127



Attachment 12

128



Emergency
Procedures
Manual

&
8 e

El Paso Electric

1/09/2020

129



e Emergency Procedures Manual = ==

El Paso Electric

OPERATING
PROCEDURE

Document Classification
Internal Use

Version No.

8.4

Effective Date

1/9/2020

130



Emergency Procedures Manual

Document Classification
Internal Use

OPERATING
M PROCEDURE Version No. 8.4
R
El Paso Electric Effective Date 1/9/2020

EPM-001 = EMERGENCY OPERATIONS i...cicisisisininsssssnninsasssnsansssasssnssssassassssasssssnssasssssssssnnssssnsasssssansasannns 1
PUIMPOSE wiciiiisisuinusssmsssssssusssussumioassibesisssaissisvsisis i i ississssississmssisassissia i e savismsasssassavasanaavenvs 1
TRANSMISSION (TOP) EMERGENCY OPERATIONS.......coeeeececeeeeeeeeennneeeeeeeennsennsnsaaassanssssnnssnsasssennssnnnns 1
Roles and ResponSIbIlIESs s st ismsiis s msnmavisimmi 1
Communication Protocols to Be Used During Operating Emergencies .........ccccevveinneiieninnenn 2
Communicate EPE's Status 10 RC ... mummmmssssmsaismssnssimissssssesssssssssimasassssammass 3
Outage Cancellation ior Recall.....c.csusimmsssssisinssmssssisssiveissimsimsmmsiseissssimsimis 3
Mitigation of Transmission EMergencies . wwsssssssvsssssivenssmissssiissssssisassssssssssvisissssms 3
Transmission System ReconfIQUIrAtION :..u.cciiscssissssssssssusisssisssisssssassassssvsssassssssisssssssssmsssesisssans 4
Generation RediSpatch. ...t s isas i 4
Operator-Controlled Manual Firm Load Shedding ........c.cccocviimirinninininiienneeneesseeesessessessssneesnseses 5
Extreme Weather (CONAIIONS s ssisssssrsssssvsssssssssssssisisnssssisssssaisssssssssis sssasmsssssissssissmmsssissmssasmss 6
EXIEINNE: CONA 5:xcsusnssssssasssnsisnsssnssnsssssasssssssssasssssses suus sss 4555355 A58 55145 545534545 445 85 FH 53435 0855154 RS NFRPA U4 RARAHTHTA 6
Weatherization: Checklists ... cumssssmssssissimmmsismsssssmsamsmssmsssssasisssissmssissssmastssasssssmsisns 6
Heat TraCing s sscsssossississsisesivsassssnsnsss sssismsmss e ssiessssiss s is s 555555 5o suavanisesssusnasnsisonvs 7
Communication of Information to the System Operator..........cccccvevierciiienvecncr e, 7
EXreme HEatccnnsmsimsisssmiisssisiiivssiissmsisessss st s isssisrissssiemasimsisssie 7
Stalling of Extra Personnel .........ciciniiisssimssissssissmsisssiseissssivssnssssisssisssisssaisssssssssisisss sssassonsomasnias 7
Communication of Information to the System Operator..........cccccocevieiniivicninsrer s 7
ThunderstormVWVINASTONMN AN uuxsssisssmusssssuimavisissssssinsisssammssss s isimsis iHum i iasesHasm s sy 8
GeoMAGNEHC DISTUIDANCES s ssisssssisisussrsimssssssissssisssisssssssamssissssimisssssamiosss i3ssausssesssssis s ssnsisasssvssnss 8
BALANCING AUTHORITY (BA) EMERGENCY OPERATIONS .....ciiieieccecerieerennnneessessaesssnsssnssssssnssssnnnssnssans 8
Roles and ResponSIDIES . usssssmssissssssmssissismsisisssamsvisssansssssisssissnsvissismais s 8
Standardsiof CONAUCE . caimmmmsssmsmmimimmmesmimsessssives v e s s ss i o s sV sasases 9
Capacity and Energy EMErgency ... usiscssssinsisssssisaassssssesvsissisisnsssinmisssssmassiimass 10
Communicate EPE’s Status to RC and Other Balancing Authorities..........ccccoceveciinninennnieennens 10
Request an Energy Emergency Alert 1 (EEA1) on Behalf of EPE ..., 10
Request an Energy Emergency Alert 2 (EEA2) on Behalf of EPE ..., 10
Request an Energy Emergency Alert 3 (EEA3) on Behalf of EPE ... 11
Operate Local Generating Units at Maximum Capacity ........cccccecevreerreerneercnrneenseensenssesssessseeeseeens 11
Address Fuel Supply and Inventory CONCEIMS .......cussississssssssasssassisssissesssasssenssmssssvisssassosassasssass 11
Removal of Generation Environmental Constraints..........cccceveeeieniccecceseccescse e 12
Make Public Appeals for Load CONSErVation .........ccccceviierieiiesiesiessreesress e esesssesssessessssssssssssssesnes 12
Requests to Government Agencies to Reduce Energy Consumption ........ccccecevevenveeneneeneennens 12
Initiate EPE L.oad Conservation MeasUIes, . .s:usssusssssssisssssssasssmsssssssssssssssssssssossssssssaasssssasaussnins 12
Use Of INTEITUPLIDIE LOAA........o ottt ae s s aa e sr e s b e sra e b e e a e s a e aesnesrnesanes 13
Cancel Non-Firm Sales and/or Transmission Usage as Applicable.........cccccoceveriieniiesnesnennnenns 14
Operator-Controlled Manual Firm Load Shedding ..........cccccrereeerncrereccsnsssnsanesassasensesessnssssessesasesese 14
Extreme Weather CONAILIONS.........cooiiiiiiiieccie st a e s ra e s e s e s a e s a e ssesraesanes 15
Request Assistance from Southwest Reserve Sharing Group (SRSG) .....ccovcvvevevvieevieciiennnenns 15
Request Emergency Assistance from Other Balancing AUthorities ........ccccovvvveecieecieeciesciesnenns 15
Call for Assistance from Generation/Co-Generation ..........cccoceeievevecveneninieece s 16
Initiate Voltage Reductions at Specific Substations........c.cccocveieviiriniensr e 16
Coordination of Emergency Plans With Others..........cccvviiiiiiiininicsre e esaees 17

131



Emergency Procedures Manual

Document Classification
Internal Use

OPERATING
M PROCEDURE Version No. 8.4
R
El Paso Electric Effective Date 1/9/2020

Evidence Retenlion .....ccusisusisiiimssasssisssisssisissssssissssvsisssinsssssssissrissrassssssssimssisssssaasisonnsvsss 18
Periodic Review of the Emergency Operations Plan...........ccccceeineinnnnsennsenesesssancsasssasssasesasesssasses 18
EPM-002 — GEOMAGNETIC DISTURBANCE OPERATING PROCEDURE .......cccciiiueirencnneninenssnnsessnsssnssses 20
PUTPOSE iiviiimsissussssivsssasasssssssssnvivisssaiimesassssisssnses e 3eassi ovessssssovssss s avesosvass s sssosaessesivans o vevRessstsewsvs T veses 20
GMD Information and INAICAHONS ..uusssuississssssssissssisissinssissssssssssssssssssssssisssisssssssvssamssssssississises 20
Actions Available 10:the Operator ... .. «suossesurssisisissisisisississssissaserisis st 21
Real-Time Actions (Based on Results of Day-of-Event Monitoring) .......cccceeevvevvievieccescenennnennns 22
Retumn to Normal Operation.......ussssmsssssnsssssussississmsssssiwssssssssssssismisssssassimssaisasisasivms 23
Reference 10 Other DOCUMENLS ...cisivsissssssisssssssvsississsssssisssisssisssissssissenis ssassssasasvsessissssssstoisss 23
EPM-003 — EPE SYSTEM RESTORATION PLAN ...ciiuiiiuiiieniiieeirenesensirnsssssasesssssmassssssssmsssssnnssssasssnsnsses 25
OVETVIOW iicusissnassmssssssssssssssasaiss s wsmavsssessesassassss sy sssu s hsssusssvasa so05 5 s T VR A SRS S SO SRR U So ST S B P PR e 25
SV = T R CEE] (o ] = (o] o SRS 25
System Restoration Methoaology . . s muissssssssssassmssnsssusssssassssssssssasissssmsinssssssssssssnsssassasass 25
SYStEM ASSESSMIENL ..civisisassisinsisssrsasisssssmsssssisssissssasisiss s arsasssassssas sesiviassevasssasmavisas sEssR ST ETH SRR ES 26

REC: COOTAINAT ON cicisssssussssmsmmssssssamsmmsssmmssss smsssssis as e w555 ss s 5385555 538554554 85545895 4 4545 SH R SH 53 27
Determine Restoration PrOCESS q..cuswissnissssusmvsssiossivsnssisssissnsssserssssisssssoasesmassemsseisns ssess 27
CommuniCation ProCeAUIES ..isvesisississsississssivisismsssesismmisiissssisisimimsrsmisasseissinrisn 27
Actions for Intemal Restoration:: . .xassmsssmmissmssssssmamsnmsassass st st 28
Actions foriExternal ReStoration ....cs.ssumssiussssssmsssnsssossssnssmsassams sssusssssusssisnssassssaasssssssissssss 31
GOPs in TOP Area in EPE Restoration Plan ..q:...ssssswsssssssissssssssssmsssssossssessssmssssisissnssassssssinss 35
Cranking Paths and Cranking Path ASSUMPLIONS ........ccceceieriineninrece e s 35
Blackstart Generation SOUICES ......siswississssssssssssssssnssisssssssssssisssssnssiassivisisssssssimvsissssssasssssisns 36
Nuclear Plant ReqQUIreMENES ..cuissasisississssssnsssssisssssissssansisssssiisasssssamisissmssimssissamsmsmsissivsis 36
Training Coordination and Compatibility with Neighboring TOP Plans........ccccccecevveviivnnenniennneens 36
Back-Up/ Power SUPPIY:ssmimsisasssississasmsanmissssm it 38
EPM-004 — ISSUING & RECEIVING OPERATION INSTRUCTION .....cceeueereeeerenceeennnneeessnnsesssnnsseessnnsssnsnnns 40
PUMDOSE . ...t s s e be e be e be et e st e e e bt e e b e e e b ae e b e e e e ee b e et e et e e be e beeeeaae e b ae st aenreente 40
Operation INStruction AUTNOTITY ........coceiiiiicicrcceerr s e rs e sraesraesra e e sr e s snassneens 40
Operation Instruction Structure Diagram ... sraesaessesssesssesns 41
Reliability Coordinator Operation InStruction Procedure .........ci.cssessssssissssssesssssssimssnvasssssassssssavss 41
System Operator Response to RC Operating Instruction ..., 41
Transmission Operator & Balancing Authority Operation Instruction Procedure. ....................... 42
Responsibilities of individual Issuing Operation INStructions.........ccccvvieveviene s 42
Responsibilities of Individual Receiving Operation Instructions...........cccceveveveeieninieniieniennens 42
Operating Instructions between EPE’S BA @and TOP ... ss e 43
Documentation of Operation INStruction ACHVILIES .......cce e 43
Reference 10 Oter DOCUMVEIIS isusussssissssssssssssassssssssssssasissnssssiossssmisssssssssssvssssssssiasssssssmssssssssssssss ssss 43
EPM-005 — BACK-UP POWER GENERATOR ACTIVATION ...ccuiiiiiieiieeireeisecisesessnesssssssssssssssssasssssssnssanss 44
[T o L8 Twx Lo} o PO OO SR SR PR SPRRRPSRPS 44
o] o = 2SSOSR 44
PIOCEAUNE ...ttt sa e sa e ae e b e ss e s e et e aae e b e e sseaa e beeasena e seeasaesaaensennansen 44
Automatic Back-Up Generator ACHVAtiON..........cccvveveirinieiiinie e 44
Manual Back-Up' Generator ACHVatiON . ... ussusssssssassssssussassssssasssusnsssussassssssusasass sssusssagssusansasss sissa 45
EPM-006 — EMERGENCY STAFFING LEVELS — LOSS OF COMMUNICATIONS ....ccciiuriireiireecreensnenesnnanenns 46

132



Emergency Procedures Manual

Document Classification
Internal Use

OPERATING
M PROCEDURE Version No. 8.4
R
El Paso Electric Effective Date 1/9/2020

U OS € susisscussssmunsmunsnssnsasinsnssssssms ey s dssss 5303574 55 555 6855 54 5455 405 3 5% 505 00N ST B354 SR F AR SR SR AR SRR AR R R R 46
Emergency Staffing Levels — Loss of CommuUNICAtiONS ........ccccceeveiieiieinieecie e ssssseesseeenns 46
EPM-007 — BUCC ACTIVATION PLAN ......cccccsinncissmsscanssssiseasssssssssasisssssssssssssensssssssssassassssssninsess snsanissn 52
PUTPOSE iiviiimsissussssivsssasasssssssssnvivisssaiimesassssisssnses e 3eassi ovessssssovssss s avesosvass s sssosaessesivans o vevRessstsewsvs T veses 52
SOCC EVacUuation ProCEAUIES : .. susssssssisssusssssssssssisssisssisssssssnssissssssssissmissiissssssvsimsssimssimns 52
BUCC Facility [DeSCrP 0N . s ssissssisssusssssssussssssssssasissssissssssiasssssssivsissisisssssmssissuissssmsismsiviss 53
Plan TeStiNg st 53
REVIBW ciissisivsmssssussavsosssasinvessusisssissnssnssosssosssasvsesssss sosmsss vasvevsusnvesssnsssn vessesens vvness e sasivsmsies vavsvesvnuvssvaivsonss 53
LLEAW OPETALON. i-::svssissssssssussvssssssssasssssssntsssasasss osaessseiausessssssssvssssiss sHAusessos et svaNsPaTRaRERISHIVHSHIRSIRE SRR SRS SaT 53
EPM-008 — EMERGENCY SCHEDULE CURTAILMENT ...cuciiuiiieeiiieineneineeisanessssssassssssssssssssnassssanssnssnses 54
PUIMPOSE .iciiisisincisissssssssssiusssisssisssisisisssisasssisssisssssssississsissnsisssisssrisiisisimaisississsiiiassmsisisssassssssisiisson 54
OpEratiNng PrOCEAUIE........cociiiecie et reeseeeseesaeessessess e saeesssesasesaaesasesasesssesssesssesssessasesessasesaseres 54
EPM-009 — LOSS OF EMS/SCADA PROCEDURE ........uuuteeeeeeeererrnssaeeaeeessssssssssssssessssssssssssssssesssssssnsnsnsases 56
P UIPIOSE cviiussusssssasssussssssissssssssssssssssssssissssssssssssssssssssvasssisusssusssssssssiosviuansssssas soaausas sHossssms wavsmsTRPRR RS RAES 5555 56

L 0sS/0f EMS GUIdEIINGS ..ccciiiumsmsimmsmansmssssmsmanuassmmassossmssssssimsssas s esss st ass sessss samss sssiss s avussssss 56
EPM-010 — DCS PERFORMANCE (LOSS OF GENERATION) ....ceeieeeieeeeeeeeeeennnnenneeseeeansensssnnssssessssnnnnnnnns 58
INTOAUCHON ccviicsisssssissmsssssusisssismssnsssvass suasimes s eisssaas seasaavsHas soaH FUSH VAR TEUS SERA SRSV TS PHSR PRV TSR AOR SRS SRR SER ST 58
PUIPOSE iiiiscsinissucsmnssssssvusssnsssavsssssmssssasssssissssssnssss ssiavs i sasssusasssssssissmisssssvissasisvoss siavsssessivsssssssssausaasaasssns 58
DCS: Performance GUIAEIINGES . sumsssusssssssssusssnosssssisesssnessssansasssssasissss isnssss sssssssses ssissssssssssasss ssasssiss 58
EPM-011 — EPE’S ARROYO PHASE SHIFTER REMOVAL.......cccciiieeeeeeeceeeeeeeeennnsenneeaesansnnssssnssssessssnnnnnnnns 61
P T DOSE 5555553545555 55555553 5555 55555 54354 55 H STV E 35 RS54 $4 5 A A S5 S S S B S S5 55 R BB FA RS SR S VRS S S A TRAR AR H Ao 61
PrOCEBUUIES w.cciuiisasissussssssuvssssssssssonsivsssssssssssssssss susssvasssssess3955 355558 5105 HiSEw4 45503 555 95 WR3 S5 RRH SHROH FHRSOIRRIRETHSO 61
EPM-012 — PROTECTION SYSTEM = UELS PLAN .c..cccccccicmmnesssisisnsmssmiassisssssissssssisss s snss sasssssssassanssns 63
P UNDIOS© ssisscsusssasssisussinsssnsssss sisussssssssssssssseseinss sswass i manswesaasassRRsRsR s IR aewR TR RS R SR SR SRR NSRS SRR AR o H o 63
Underfrequency Load-Shedding Plan ... usissssvssssivsivssssssssassasisessisissisassssssasissasis 63
EPM-013 —~PROTECTION SYSTEM = UVLS PLAN ...ciccosscssssssssnssssssssssnsssssssssssesssssssssssssnssssssssssssssesssssanssss 65
PUIMDOSE . ... st e e be e be e b e et a e s b e e s b b e e b e e e b s e sa e e b e e b ee b e e be e be e beeeehaee b ae st e e beenne 65
EPE’s Under Voltage Relay Load-Shedding Plan see Appendix H for details............cccecvvvenennee 65
EPM-014 — MT. FRANKLIN (MAIN) & COMANCHE (BACK-UP) REPEATERS. .......ccceiieeereeneeeeeeeeenennnneens 67
P UNDIOSE s:viisisnssusssssssssninssssssssssssusssssssssssssssusss s5358vissaH3sFwEoFEwAEFSSRFEHH 54 AS TSP aT S HRH SRR HH SH oS TH RS SRRSO S54T 67
Motorola Command Star CONSOIe ......cusamssmmsmssiisssssssimmssssasssssmssssanssisssesamssssssssaississsassss ssas 67
DEFINITIONS ..ccccoicoccssssssssmmunsssasssssssssssssssssesssasssssssnsessssassssesssssesssess s msessen s o as S SS e e n s S sa s s e Em R eSS 72
EPM DOCUMENT MANAGEMENT ..c.cos5555sssssssssossssssessssssssssnsssssssssssssesssssssssssssssssssessssisssssssesssasssssinssss 76
Review and Update Responsibility and CYCIE ... s s eseees 76

F N o] o] {01V | =3O SR SRR 76
REVISION HISTOMY ....iiiieiiie ittt e s sae e sra e s s e s st e s s e s s e s ae e besbe s be e saessaesssessaesssanssansnsenass 77
APPENDIX A —EPE RESTORATION OPTIONS ..c.csisssssssssssssssssansssssssssssssssssssissssosssvssissssnssssssssssessssassnnsssn 82
RESTORATION PLAN A — CRANKING PATHS THROUGH THE INTERCONNECTION .....cccviuiieireieeccnainennns 82
Scenario #1 Springerville-Macho Springs-Luna First ... 82
Scenario #2 Greenlee-Hidalgo FirSt........ciiiiiiise e se e saeessessaaens 82
Scenario #3 West MeSa-Arroy0 FirSt ... e sses e e s sae s sressaassseenns 82
Additional Scenarios Of PIAN A.......c.oiiiiiiiniieiise e s ssessassessae s e s s ssasaaesaensenns 82
Scenarios for the Load Restoration Plan A ... sre s s sss s esssesssesnne s 83
Cranking Paths fOr PIAN A........oioioieieiicirese s siaessaessaesnans sesessss s ssssessasssssssssssssssasesssssasesanesns 84

133



Emergency Procedures Manual

Document Classification
Internal Use

OPERATING
M PROCEDURE Version No. 8.4
R
El Paso Electric Effective Date 1/9/2020

Springerville345 KV to Rio ‘(Grande 115 KV BUS ismmmmamnmsmsmmmmmsmnsmsnsam s 84
Springerville 345 KV to Newman 115 KV BUS........cciimisrcsiasissssismsssssisssasssisssisssssasssasosasssnss 85
Greenlee 345 KV to Newman 115 KV BUS ..asnassmismisssensivissisimisissmimesisismmsiimmmmms 86
Greenlee 345 KV 1o Rio Grande 115 KV BUS:iaanminsisisisismssmmasiiisg 87
West Mesa 345 KV to Newman 115 KV BUS......csissssssisssisssisssisssmsssisssssssssssisssssssssisssssosssssss 88
RESTORATION PLAN B — CRANKING PATH THROUGH CFE........ccuiiiuiiiicinneiieeniirencenessneesssenssssssssnnssses 89
Cranking Paths Tor Plan B....ueessissnsisssosssmssiasmssisissismsimsiisismsi s 89
CFE’s Rivereno: 115 KV'10 COpPer GSU ...ussssssissmsssssvississsssssiusssssanes usivasssssssssnssn s 89
CFE’s Insurgentes 115 KV 1o RI0 Grande-8 GSU ..........ciuisssivisissmssssssssssssmisssssssiasssavssssisass 89
CFE's Rivereno 115 KV'10 MPS 'GSU .ianasmnmsamnsssmsasssmmsssssssmssiassnsss emsiassissssmssis s 90
RESTORATION PROCEDURES :::-icicicicicinaninisinssssisassss sonsssssassassissasssass sssssaanessses s saasaiassss sasssssnassasssaeaassns 91
Plan A Procedures — Restoration through the Interconnection...........cccevvvveivecce e, 91
Scenario #1 — First Line in_Service Springerville-Macho Springs-Luna.........ccccoeevvveeiiennenne. 91
Scenario #2 First Line in-Service Greenlee-Hidalgo.........cc.cccevienrinrsnrssnsasaresssasssasssanssasssanesses 95
Scenario #3 First Line in-Service West MeSa-AITOYO0.......ccccceeeereerreessaeresssessessssssssestesstsssasssasens 100
PLAN B PROCEDURES — RESTORATION THROUGH CFE........ccuiieieeiirnecineeisecssssssssessssssssnsssssnssnnnns 102
PROCEDURES FOR MANAGING VOLTAGE AND FREQUENCY FOR ISLANDING SITUATIONS .........cccc... 106
PROCEDURES FOR RE-SYNCHRONIZATION OF ISLANDS .....otuiituiiieeiinninenisesirensenessssssssnsssssnsssnses 109
APPENDIX B — BUCC TASKS FOR TRANSMISSION/DISTRIBUTION DESK .....coeeeeeeireeneeeeeeeeeersnnneneneenns 112
Transferring control to the Backup Control Center (BUCC) .....coovvviiiieiiecceecee e sressee s 112
When Testing/Training without transferring control to the Backup Control Center (BUCC)... 116
Incident Commander Checklist ......isminsmmssissmssimsissssssssssmissssssisssissssississsisssissssssssssivsiss 117
APPENDIX C—BUCC TASKS FOR GENERATION DESK ......ciuuiiieiiiecireiireeireeineeiresesenassseessssnsssssassnnnes 119
Transferring control to the Backup Control Center (BUCC) ......ccccvceriernninninnnnnennnnennnseesenne 119
APPENDIX D —BUCC TASKS FOR REAL TIME SCHEDULING DESK.....cuiiuiiiiireieecieiieccreressnessacssssnnsaes 123
Transferring control to the Backup Control Center (BUCC) ......ccovvieviiccrecceerceerece e 123
APPENDIX E — EPE ROTATIONAL LOAD SHEDDING.....ccucittuiiieniirnnienneirassrensisssssnssssrasssssssssnssesssssnnses 125
PUMDOSE . ... e e e s e e s eaae s be s be s b aesb e e sa e e sa e e eb e e ae e aeeeaa e aeeeabeeRaeeRae s sereeereeraeesaten 125
0] o = 2P 125
This procedure applies to EPE System Operations personnel...........cccovevveveerceenceeniecciesinennns 125
I OAUCHION i cissnmsussssaunsanssumisss sssssmss soesaessus o ssawss 454584 5375854 3455 5475855 6555 55 5454 554 5436 S AH 4R FE S AR RS SH R RS AR SRR 125
EPE Rotational Load Shedding ProCeaUIE ..........cccevieiiiiniesie i snesae s ssesssesssesasesnnes 125
Activate Load ShEd ..ot re s sa s e ae e et a e s e ae e b e e aesanennennens 126
ArmM the LOAA SHEA ...ttt s sa e sr e b s b b e s e ens e besanenaesaaennan 128
Modify Shed Parameters..........ooiiiiiiiiiccicicie e st sressaaesas e e e e e e ssaesraesnns 130
Review the Shed Device List and Make any Modifications Required...........ccccceevvieniieininnnne 131
Monitor Alarms and the Load Shed MesSage LOG......ccocceierieenieenieenieesiee e snesaesssessssnenns 138
IMPORTANT NOTES isinsssssssssinmsnssssssinsssssssssssssssssssessnssosasesssssssmsisssmissssissssis sonsssassssssoessaaussassssansss 139
Deactivate Load SNEd ...t s s ss s s s saessae s saaesanesane s s ennnans 140
Disarming LOAd SNEA ........ccoiciiiiieiieiie s ssr e srsesras e saaesas e s s e s s e s saesaesaessanesasesanesnnasnnanns 141
APPENDIX F — CRITICAL CUSTOMERS & ASSOCIATED FEEDERS...........ciieeeeeeeeeeeeeeeeeeeeennnnnnsseeessennnnns 144
APPENDIX G — UNDER FREQUENCY LOAD SHEDDING PLAN .....c.ciuieeiieniieecreseessesesssssssssssessassssnssanses 166
BY SUDSTAION!cuxusssisscsssissassssssssnsssss siasusimsssussnssssssssssss sussssssssssmssssssississsissssass saissassssssssssissssassss s asssasss 166
BY BIOCK ... teiteiteiitesie sttt se e st a e s ta e s ta s e e saesbe s be s e b e e sa e e s b e e eb e e ae et e e e e e beeabeeabeeabeea nheeeraeraeesates 170

134



Emergency Procedures Manual

Document Classification
Internal Use

OPERATING
M PROCEDURE Version No. 8.4
R
El Paso Electric Effective Date 1/9/2020

BIOCK #1 «.ccciicinmninsinmsssnssmassssnovsnsisiss ssussesvssvisssasssassssassassssssins sievtssinavanssvsissiasssomisesivusssasavivnsons 170
BIOCK T2 . o auanasiss sisawss unsss s oa 55 s 6 08 4558508554 i V45 55754 4504 5554 54 A S S8 SRR SW S SRS SR 171
BIOCK I <. cvicivssaovamssmsmovscnssssss ammssssssssssssssss s ssanss e sasssssavavsosmevmosvassaavats seussassoansusasvsasavsssvsmmupmevsameaavsas 172
BlOCK #A i..ivcivnicsissssmssssosismveosisssvesssesass s s sesnassissss sesasnmessssvauivesiis iviavassusseusssmssnsamssasssmsisaessinsvinssva 173
BIOCK #5 ..cvcaiisusisusisssnsusssossssssssssvasssssnsnsssassvass sessss sassasssssnassssass sesssesn s2ss/as savswa i85 9w saSaas a4 wiss SHvanaRS o woawoIo 174
BUOGK T - sssusscusnsasusnsanussanesanssss susssssasssss s sssssss68s 3440548844545 555845 6555 4 53855545485 S 45548 F0 R RRRARS SH ST SR SR RTREATS 175
BIOCK HFT «.cuvnmssassussuasrumssnssasvensss ssiovsnssassns nsssss ssssssssaas suesss sve a3 o oHar s as S oSSR s S SoF RS oS VS S SRR 175
BlOCK HO i.ciiivciasissssissovmimsssovssivssssssisissesassssss ssouvsissss sesasvivss sss sevasiassssvessass ssasusisavessusmsassvaimmmiasvanssn 176
BlOCK F10,ciisiscsssssssissssssessissususimisssnvsisnsiosssss sasasssvoss sasisissevisvasiva dsasmvissensisnsiss sesasivesssassmivivevmisdorevinss 177
BIOCK T ciuciuvassinsusasmmsssisanssns swmsms smssmesss oo smsses sues v64s8s waa s 3555464 5443 54 5555557085404 5305 45508 s34 AW 453 WE R4 S R S SRR 177
APPENDIX H— UNDER VOLTAGE LOAD SHEDDING PLAN.......cccciittiimteireencrnnsisessssnassssesssssssssnsssssssssnes 178
Trigger SettingS/TIME DEIAY ......ccvecveiieciececerrerre e st sre e e e e e e sbaesraesrnassnaesaannns 178
Under Voltage Shedding by SUDSAtION ... .uwsssissssswssssssussussusssssssismssasssssssnssmassisssssssssamisssasssnssss 179
APPENDIX | — EPE PUBLIC APPEALS PROCESS FOR VOLUNTARY LOAD REDUCTION ....cccoveeirenrcennnnnnns 182
SCRIPT: News Media — A — UNEXPECTED LOSS ........ccccciummiamsiinmimmmimmsnsnansssmssnismsssns 182
SCRIPT: News Media — B — ANTICIPATED SHORTAGE ........ccccccirnreenrerencssnerassncssnesersneens 183
SCRIPT: News Media — C — RESUMPTION OF SERVICE.......ccccevininreineneninenesnesseneenns 183
APPENDIX J - RC & NEIGHBORING UTILITY COMMUNICATIONS......cceeiceeeerieeneeneeseeaeseennssnnnsssesassnnnns 184
RC & Neighboring Utility Communication Table...........cccvenienenienirscesessese e e 184
APPENDIX K— NEWMAN FUEL SWITCHING .......cccccuiimueccrnnicencnennccscnsensccsssssessssssssessssssasssssassssssssases 188
PP UMD OSIE 55555555 5sws535355+5555555655 54755555 FA TV A R334 3445 5SS 4 569554 S 44 TS5 HS R SR 58 S R PSRN 4H SF F SR RN GO TR AW RSG5 188
Fuel SWitching ProCEAUNE s :uussssissmsassssmsissimmsssssssssssassasusssesssssssssssssssss sssssssssassssssisasssssssmssassinasss 188
Prepanng the Fuel Oll System ......cuausisssmsssisssisssssmsssssssissssesssimansmssiissasssissassamssonsn 188
Change from:Gas Bumer to Oll BUMET i..ui.sssssissssssssussunssuisassiusssasisisisasssusssassssisimasismanivimnsss 190
Placing a Fuel Oil BUmner IN SEIVICE .. wuwuississsisssamussssssssinsisrsvissisevassmsssmaimsimmssmsmiassmis 190
Remove Oil BUINET fTOM SEIVICE .....cccuviieiecececrie st ssssssesssessae s s e e sraesae s s as s aesaaesssensnanns 191
Removal of all Oil BUmers from SeIVICE ......cu:smusssssasssisussssssisssasssssinsssssssasssssssssssssasssanssussinsass 192
APPENDIX L — CONTACT LIST .cccccciscicsinasssassssnsisssssssssssssssssssssssssssssiassssasinsssssaassssssnssssasssasssassussasnssass 198
INTERNAL CONTACGTS isscsssssssssssssisssisassssessssssssssssssssssssssassssssssssassssssessisssssssssssiasssssssisssssesisssvssssssssess 198
EXTERNAL CONTACTS iicccsssssossmsssnsssssonssasssssssssssassssssss ssisssssssimsssnssssmmimsisss s ios sesssisssssssvaissmasseissses 204
Significant INterTUPHONS i.uuvuuisisssississssssisssaasssssssssivsssasiisssssssssssssssss w45 isasss45 55 S M T o575 206
REFERENCES TO OTHER DOCUMENTS ..ccccccismsccsssmmmsmsssnsssssssssssesssssssssasssssssssssassassssissssssesssasssssssssssass 210
APPENDIX M — STORM MANAGEMENT PROCEDURE ...........ccccciteuiennniiencctnncicnnencnssccsssssesssssasssssssssnnes 212
APPENDIX N —FEEDER LOAD SHED ORDER ..:.cocissmsessssssssisssssssssssnmssssessssssssssssssess somsssssssnssssssssesssssssns 220
RELIABILITY COORDINATOR AREA RESTORATION PLAN.......ciuiieieetecineeirenisenessenssranssssssssnsssssnsssnnes 236
STANDARD REFERENCED ENDNOTES .ciiccccnccisicmssnmssosssnsssscssassssssssasinssssssssssssnassssssnsssesssssnssseassssnsasass 237

135



Emergency Procedures Manual

Document Classification
Internal Use
EPM-001
M EMERGENCY OPERATIONS | Version No. 8.4
El Paso Electric Effective Date 1/9/2020

EPM-001 — Emergency Operations

Purpose

This Emergency Operations Plan has been developed and implemented by El Paso Electric
(EPE) to mitigate operating emergencies. EPE’s operating personnel shall be rigorously trained
in its use. EPE System Operators are recognized as both TOP and BA entities and are required
to adhere to this document which pertains to Transmission and BA Emergency Operations. This
- plan shall be reviewed and updated on an annual basis at a minimum. Copies of the updated

plan shall be provided to the Reliability Coordinator and revised, if necessary, pursuant to any
reliability risks identified by the Reliability Coordinator within the timeframe specified by the
Reliability Coordinator (EOP-011-1, R1, R2 and R4).
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PaEe 1of9
W Fire Protection Doc. No: DC-012
O_f[l{)&ﬂﬁ Design Criterion
Department: Engineering Function: Construction
Issued By: Date: 12-30-2011
Revision: #00

1.0 PURPOSE and SCOPE

This document defines the El Paso Electric (EPE) standards for fire safety, system
reliability, the potential financial effect of major damage or loss of company assets as a
direct or indirect consequence of a fire, as well as maintenance and operation of the
equipment in conventional air insulated substations.

1.1 Requirements

These design criteria provide guidance for fire protection designs (prevention, detection,
and suppression) for outdoor substations. The proper assessment of the hazards
involved with the new, existing, or planned substation and the choice of the most
appropriate fire protection are the best ways to guarantee that the reliability of the power
supply is protected from fire.

1.2 Application

All EPE substations shall be designed with the proper considerations given to fire
safety, system reliability, and the potential economic impact from major damage or loss
of EPE equipment from fire. These criteria are provided to achieve the following:

¢ Minimize the risks of fire exposure to EPE personnel, fire department personnel, and
the public

¢ Minimize fire related system outages and the negative impacts on customer service

e Minimize fire related damage to equipment and the related cost of cleanup,
replacement, etc.,

e Comply with applicable federal, state, local laws, and codes

This Design Criterion is not intended for use retroactively and shall be used only for new
or expanded substation installations.

2.0 ACRONYMS and TERMS
2.1 General

There are many technical terms used to describe the substation/switching station
facility. The reader is referred to the |IEEE Standard Dictionary of Electrical and
Electronics Terms |EEE Std. 100-2000. Common acronyms and terms used in this
document are defined and listed below.

2.2 Acronyms

IEEE: Institute of Electrical and Electronics Engineers
NEMA: National Electrical Manufacturers Association
NFPA: National Fire Protection Association

Rev. #00: 12-30-2011 DC-012 Page 1 of 9
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OSHA: Occupational Safety and Health Administration

SPCC: Spill Prevention Control and Countermeasures

2.3 Terms

Oil-filled Equipment: equipment containing mineral or other combustible oil

Shall: Definition - the principle must be adhered to. Only in extraordinary situations
should a deviation be considered. If a deviation is considered, it must be fully evaluated
(risks, costs, impact on other departments, long term effect, etc.) and must be
discussed with affected department stakeholders.

Concurrence of all stakeholders is required before adopting the deviation. The
evaluation and concurrence must be documented and retained in a long-term (project)
file system.

Should: Definition - adherence to the principle is strongly recommended, but is not
mandatory. Another approach can be used if it is determined to provide greater overall
benefits than drawbacks.

Drawbacks include consideration of non-standard designs and the risk for operating
error, maintenance knowledge, spare parts, additional documentation, etc. The
determination rests with EPE’s PM/PE.

Substation: an area or group of equipment containing switches, circuit breakers,
buses, and transformers for switching power circuits and to transform power from one
voltage to another or from one system to another®

Unattended Substation: operating personnel are only present in the substation on an
intermittent basis.

* From the IEEE Standard Dictionary of Electrical and Electronics Terms
3.0 GENERAL INFORMATION

Traditionally the risk of fires in substations has been, but the possible impacts of a fire
can be catastrophic. They severely impact the customer’s power supply and EPE’s
revenue and assets. Fires also create a hazard to EPE’s personnel, emergency
responders, and the general public.

The recognition of fire hazards, their risks, and the appropriate fire protection mitigation
measures are some of the key considerations for the design and operation of
substations.

Fire protection methods including barrier walls, physical separation, and sprinkler
systems should be weighed against the safety concerns and the cost of fire insurance
should be considered in evaluating all appropriate designs.

4.0 REFERENCES

All substations are built to both industry and EPE standards. As standards are
developed or modified, they shall be listed as a reference to engineering personnel.

Rev. #00: 12-30-2011 DC-012 Page 2 of 9
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4.1 Related EPE Design Criteria
The following design criteria contain information that may be related:
Document Title

DC-00T Introduction
DC-002. ... General Arrangements
DC-008......cooiiiiii Ambient and Electrical Service Conditions
D00 Signage
DC-0T7 Control Buildings
DC-08T Drawing Standards
DC-033. .. Quality Control and Quality Assurance Program
DC-037 .. Spill Prevention Containment and

Countermeasures (SPCC)
4.2 EPE Standards

Document Title
EPE ManUal .........oooooii Safety
CS002 .. Installation of Conduits
GO0 Site Preparation
GO0 Station Equipment
B0 Control Building
4.3 Industry Standards

Document Title
IEEE Std. C2........ National Electrical Safety Code
IEEE Q70 . Guide for Substation Fire Protection
NFPA 0. e Portable Fire Extinguishers
NEPA 72, National Fire Alarm Code
NFPA 251 Standard Methods of Tests of Fire Endurance

Of Building Construction and Materials

NFPA8S0......coooiiii Recommended Practice for Fire Protection
for Electric Generating Plants and High
Voltage Direct Current Converter Stations

NFPA 1142 i, Standard on Water Supplies for Suburban and
Rural Fire Fighting

Rev. #00: 12-30-2011 DC-012 Page 3 of 9
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5.0 DESIGN CRITERIA

One of the key steps in the design of new substations and the assessment of existing
substations is to identify conditions that are fire hazards. Once the fire hazards of a
planned or existing substation are identified, then fire protection measures can be
incorporated to eliminate or lessen the fire hazard.

There are a wide range of types and causes of the fires that can occur in substations.
The types of fires depend on the equipment and systems used in the stations. Fires
involving dc valves, outdoor or indoor oil-insulated equipment, oil-insulated cable,
hydrogen-cooled synchronous condensers, or PCB-insulated equipment are usually
well documented, and these types of equipment are easily recognized as a fire hazard.
There are a number of other substation-specific types of fires that are not as well
documented.

All work shall be done in accordance with EPE’s Design Criteria DC-033, Quality
Control and Quality Assurance Program.

Refer to EPE’s Design Criteria DC-008, Ambient and Electrical Service Conditions for
specific details.

All detailed drawings shall be in accordance with EPE’s standards. Refer to DC-031,
Drawing Standards for more details.

5.1 Switchyard Hazards

Some of the specific components encountered in substation switchyards that are fire
hazards are:

o Oil-insulated transformers and circuit breakers
o Oil-insulated potheads

e Vegetation

« Combustible service building

« Storage of pesticides or dangerous goods

« Storage warehouses

« Standby generator fuels and storage

The failure of some of the critical components such as transformers and breakers can
directly result in losses of revenue or assets.

Other switchyard components could create a fire exposure hazard to critical operational
components (i.e., combustible service buildings located close to bus support structures
or transmission lines).

In situations where this separation is not feasible, EPE will consider alternatives (e.g., a
two (2) hour firewall). If a firewall is determined to be the best alternative available, the
configuration of the firewall shall be in accordance with the recommendations in NFPA
850, Recommended Practice for Fire Protection for Electric Generating Plants and High
Voltage Direct Current Converter Stations.

Rev. #00: 12-30-2011 DC-012 Page 4 of 9

142



Attachment 13: Fire Protection Design Criterion

FIRE PROTECTION o

5.2 Yard Design

Substation sites should be designed with the appropriate placement of slopes, valleys,
berms, basins, etc., to drain and direct spilled oil to a containment basin. They shall also
minimize and contain potential environmental impact onsite and away from receptor
areas, as well as away from critical equipment and the control building.

To minimize the potential damage from burning oil, the drainage/containment basin
layout shall be designed with two considerations:

o Maximize the rate at which the oil drains away for the affected equipment

e Minimize exposure to adjacent equipment by directing the flow of oil away from
buildings, station entrances/exits, fire hydrants and extinguishers, and equipment
such as transformers and circuit breakers

Oil-filled equipment and spill containment basins shall be located so that the potential
fire exposure to third-party adjacent buildings is minimized. This can be accomplished
by maintaining a minimum separation to the exposed structure as shown in Table 5.1.

5.2.1 Spill Prevention, Control, and Countermeasures (SPCC)

Stations with SPCC containment berms are designed to contain oil spills and prevent
the spilled oil from leaving the station. See EPE Design Criterion 037, Spill Prevention
Containment and Countermeasures (SPCC) for more details. Secondary containment
protection berm configurations are:

« Containment berms around the inside perimeter of the fence

o Containment berms around a single piece of equipment

o Containment berms around multiple pieces of equipment, internally subdivided
o Containment berms around multiple pieces of equipment

Berms shall be constructed of non-combustible material.

Additionally, the floor of the secondary containment should be designed to prevent allow
any standing water. The surface shall be designed to drain gently away from the
electrical equipment so as to safeguard against potential electrical hazards associated
with standing water.

It is recommended that drain lines be installed with manual valving. The valving shall be
capable of being manually opened or closed during stormwater rain events. EPE
maintenance personnel shall release accumulated stormwater that is not contaminated
with any visible oil (dielectric) sheen onto the surrounding graveled area outside of the
berm.

In addition to the construction and design of secondary containment situated around the
electrical equipment, the surrounding area lying outside of the containment that houses
the electrical equipment should be equipped with a gravel bed or chipseal to minimize
the migration of contaminants resulting from spilled or leaking dielectric fluid into sub
soils and spreading further. This best management practice will also reduce or eliminate
electrical and fire hazards.
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5.2.2 Equipment Separation and Firewalls

Major equipment containing oils shall be separated from other major equipment by a
clear space. This space shall be defined as the distance between the outer edges of
two pieces of equipment, including any oil-filled appurtenance.

EPE’s standard clear spaces distances are:

Table 5.1 — Minimum Clear Space Between Oil-filled Equipment and To Structures

Oil Quantity Equipment Combustible Building
Less than 500 Gallons 10’ 10’
500 to 5,000 Gallons 25’ 25’
Greater than 5,000 Gallons 50’ 50

In all cases, effort should be made to arrange equipment to meet the minimum clear
space distances. Where the minimum separation listed in Table 5.1 is not feasible due
to site constraints, the EPE Engineer shall be consulted. If this installation is determined
to be critical to the reliability of the substation a firewall will be considered.

The firewall shall be a non-combustible, two (2) hour rated firewall per NFPA 251,
Standard Methods of Tests of Fire Endurance of Building Construction and Materials
shall be provided between the oil-filled equipment and the adjacent equipment. The
configuration of the firewall shall be in accordance with the recommendations in NFPA
850, Recommended Practice for Fire Protection for Electric Generating Plants and High
Voltage Direct Current Converter Stations.

Firewalls shall be designed with appropriate considerations of the following issues:
« Seismic and wind loading requirements

o Space requirements for the maintenance of equipment (removable fire barriers are
an acceptable option)

« Space requirements to allow adequate air circulation for cooling to prevent derating
of the equipment

o Grounding for personnel safety

It is recognized that there are situations where equipment separation and/or firewalls
between equipment may be extremely difficult or costly. An assessment of these
specific situations must be performed and documented.

A decision to not increase separation or provide a wall is primarily a business risk
decision, which will be made by the EPE Engineer in consultation with others.

5.2.3 Underground Facilities

Pull boxes and underground conduits should be arranged to prevent the intrusion of
spilled oil, which may propagate damage to control wires and equipment in the control
building.
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This can be accomplished by grading, curbing, relocation to areas not exposed to
potential spill, or by installing pull boxes with the top edge six (6”) inches above the
finished grade. When the pull boxes are above grade, caution should be taken to avoid
tripping hazards and maintenance and operation impediments.

Pull boxes shall be provided non-combustible covers designed to minimize the entrance
of spilled or sprayed combustible liquids.

Pull boxes shall be located at least ten (10°) feet from any oil-filled equipment and shall
be equipped with suitable fire stops to minimize the propagation of oil flow and fire.

All underground conduit entering buildings shall have approved fire-stop material
installed to prevent oil and fire from entering the building.

5.2.4 Permanent Fire Suppression Equipment

Permanent fire suppression equipment such as fire hydrants, hose stations, or water
tanks are not prescribe and generally not required. However, depending on the location
of the substation, the EPE Engineer may determine other suppression means would be
advantageous.

To minimize the potential impact on cost and schedule, the following should be
considered:

o If the substation is in an urban area, a nearby public fire hydrant may be sufficient

e If there are no fire hydrants nearby and the EPE Engineer has determined it is
necessary, a water supply based on NFPA 1142, Standard on Water Supplies for
Suburban and Rural Fire Fighting can be proposed.

If a fire hydrant is required in the substation yard, it shall not be located in the path of
combustible liquids that could flow across the yard.

Portable fire suppression equipment, such as fire extinguishers, are not required in the
yard. This equipment is available on vehicles driven to the substation by maintenance
and operations personnel.

5.3 Control Building
Control buildings shall be of non-combustible construction.

Control cables enter the building from a pull box located below grade and adjacent to
the control building. The cable entrance shall be sealed with an approved fire stop
material to maintain a two-hour fire rating.

The control building shall have two exit doors with each providing a separate path of
travel from the building directly to the outside. Under no circumstances shall this door
be blocked in any manner to prevent egress.

Signs identifying exits, prohibiting hazardous materials storage, prohibiting smoking,
etc., shall be provided. See EPE Design Criterion 010, Signage for more details.

A control or relay building can include the following potential hazards:
o Exposed combustible construction
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o Combustible finishes

« Emergency generators, shops, offices, and other noncritical facilities in the
control buildings

o Batteries and charger systems

« Switchyard cable openings that have not been fire-stopped
o Adjacent oil-insulated transformers and breakers

e High-voltage equipment

e Dry transformers

o Workshops

A fire in any of these components could damage or destroy critical control or protection
equipment. Damages could result in a long outage to customers as well as significant
revenue losses.

5.3.1 Smoke Detection

Smoke detection systems are required in all new and remodeled buildings. The smoke
detection system hardware and installation shall be in accordance with NFPA 72,
National Fire Alarm Code.

The system shall be remotely monitored at EPE’s control center.
5.3.2 Fire Suppression

In general, an automatic, fixed fire suppression system is not required. If the EPE
Engineer determines a water based suppression system is required, it shall be of the
pre-action type.

Carbon dioxide systems shall not be used due to life safety concerns.

Portable extinguishers shall be installed in all control buildings in accordance with NFPA
10, Portable Fire Extinguishers. The recommended extinguisher is Dry Chemical, 3-A,
40-B, C.

For stations with significant/critical protection and communications equipment, the
installation of an additional CO; or other clean agent fire extinguisher, which will not foul
or prevent equipment from operating, may be considered.

5.3.3 Battery Area

The batteries shall be placed in an area separated from the main room of the control
building by a masonry block wall. The wall is not required to run from floor to ceiling.
Also, it is not required that access to the battery area be sealed.

Ventilation for this area is provided for by a thermostatically controlled exhaust fan.

This area shall have a recessed floor for spill containment. Its function is to prevent acid
spills from flowing into the main room. The floor shall be coated with an acid proof paint
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A minimum of one door is required, but two are preferable where practical. It is
preferred that the second door open directly to the outside.

6.0 REVISION NOTES
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1.1.1

Attachment 14: Fire Protection Plan
Page 1 of 2

Specific Fire Protection Plan Best Management Practices

EPE will be responsible for the following:

Instructing all field personnel about emergency response for fire events.

If a fire starts in the activity area, the maintenance crew will initiate fire suppression activities
until relieved by appropriate fire authorities or until the fire exceeds immediate control.

Immediately notifying the emergency fire contacts listed in Table 5 below. Every work site shall
have at least one radio and/or cellular/satellite telephone capable of contacting emergency fire
contacts.

Conducting regular inspections of tools, equipment, and first-aid kits for completeness prior to
entry onto the ROW.

Including the fire prevention measures listed below in the job safety training.
Ensuring that all workers are aware of the contents of this O&M plan.
Monitoring current fire potential and issuing fire safety warnings to personnel.

Keeping notification numbers readily available for all employees in case of fire and updating the
emergency contact numbers in Table 5, as necessary.

Table 5. Emergency Fire Contacts

Contact Phone
Emergency Call 911
Wiildfire reporting Silver City Interagency Dispatch Center
(575) 538-5371
Dofa Ana, Luna, Grant, Hidalgo, Sierra, and Catron Counties
Erik Briske, BLM Cell phone: (575) 649-9110
Aaron Millhench, BLM Cell phone: (575) 343-2536
1.1.2 Fire Prevention Measures

The following fire prevention measures will be implemented by EPE during operation and maintenance
activities:

Operate all internal and external combustion engines (including off-highway vehicles, chainsaws,
generators, heavy equipment, etc.) with a qualified spark arrester in good working order. Internal
combustion engines (stationary or mobile) will comply with the following requirements:

o Vehicles equipped with catalytic converters may represent potential fire hazards and will
be parked on areas where vegetation is less than 8 inches tall.

o In addition, chainsaws will comply with the following requirements: During the period of
use, the operator will have one long-handled shovel that will be maintained in good
working order.

Refueling will be done in an area that has been cleared of flammable materials; power saws will
be moved at least 10 feet from the place of refueling before starting. All fuels will be carried in an
approved container based on fuel type.
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Construction equipment and vehicles will carry fire extinguishers. If a fire spreads beyond the
suppression capability of workers with these tools, or it may be foreseeable to exceed the
immediate capability of workers, all will cease fire suppression action and leave the area
immediately via pre-identified escape routes.

Operate all vehicles on designated roads or park in areas where vegetation is less than 8 inches
tall. Vehicles, including the undercarriages, will be cleared of vegetation accumulations and
checked periodically to ensure that there is no buildup of flammable vegetation.

During welding, grinding, or wood-cutting activities, a spark shield adequate for the sparks will
be used to prevent sparks from carrying. The activity area will be cleared of vegetation within
range of the sparks for that particular action. Water may be used to wet down surrounding
vegetation but does not take the place of an adequately cleared area and spark shield.

No smoking will be allowed while walking or working in areas with vegetation. Smoke only in
cleared areas. In areas where smoking is allowed, completely extinguish all burning tobacco and
matches and discard them in ash trays and/or fireproof containers, not on the ground.

No open burning of any material or other open fires will be allowed.

The use of torches, fuses, highway flares, or other warning devices with open flames will be
prohibited. EPE will use only electric or battery-operated warning devices in the activity area.

All used and discarded oil filters and oily rags or other waste will be disposed of in an approved
landfill. Glass jugs or bottles will not be used as containers for gasoline or other flammable
materials.

In addition to standard required fire safety equipment, fuel trucks will have, at minimum, a 35-
pound fire extinguisher charged with necessary chemicals to control electrical and gas fires.
Helicopter fuel trucks will be grounded to the helicopter during refueling.
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PROMULGATION

This EI Paso Electric Incident Management Plan, which sets forth general policies and
procedures for emergency preparation and response activities, will be carried out by El
Paso Electric personnel to provide the communities it serves with an effective,

integrated, and unified response to and recovery from an emergency event or incident.

This plan has been approved and is hereby promulgated as the authoritative document
for emergency response and operations at El Paso Electric. In the event of an
unavailability of executive officers, we hereby grant any person assigned the role of
Incident Commander the authority to activate and implement this plan.

APPROVAL

We, the undersigned, approve this Incident Management Plan for El Paso Electric.

Date:
CEO, El Paso Electric

Date:
SR VP & COO, El Paso Electric

Date:
SR VP Corporate Planning, El Paso Electric

Date:

SR VP General Counsel & CCO, El Paso Electric

Date:

Vice President T&D, El Paso Electric

Date:
Vice President Power Generation, El Paso Electric

Date:
Vice President Compliance & CRO, El Paso Electric

Date:

Vice President Treasurer, El Paso Electric

Date:
Vice President Chief Human Resources Officer, El Paso Electric
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SECTION 1 - ORGANIZATION AND FUNCTIONS

1. Introduction

a. Plan Overview

The EI Paso Electric (EPE) corporate philosophy provides the basis for its
incident management strategy: to safely restore electric service in a minimum
amount of time. The Incident Management Plan (IMP) uses this principle to
assess damage and to establish guidelines for pre-incident preparedness, pre-
incident planning, incident response, communications, and return to normal
operations.

The IMP provides guidelines to ensure timely communication and coordination
between company departments, operations personnel, and key decision makers.
It also facilitates coordination among various outside agencies to ensure a timely
and effective response to an outage restoration related emergency.

The IMP describes the Incident Command System (ICS) from Federal
Emergency Management Agency (FEMA), whose structure and principles are
used to manage an incident or emergency.

The purpose of this plan is to provide an overview of pre-event preparations,
response organization, and restoration processes following an event, as well as
to document the IMP’s linkages to related departmental plans, procedures,
checklists, and job aids.

b. Plan Scope

The IMP scopes the operational response and recovery related to one or more
line(s) of business including but not limited to Power Generation, System
Operations and Distribution Operations.

The IMP is designed to provide a systematic and efficient approach to recover
from the effects of an incident in the safest and most efficient manner possible. It
is intended to maintain flexibility so that specific details of restoration and
recovery can be tailored to address varying incidents. The plan provides a guide
to assist management and response personnel in identifying resources,
materials, and priorities required for an efficient restoration process.

Function specific roles and descriptions in support of this plan with detailed
instructions are covered in the General Appendices. This plan provides the high
level strategy and consolidates coordination for the incident management
process. The IMP defines the management structure and outlines response
activities for extensive emergency incidents at the operational level.
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Responsibilities are based on a functional approach to provide the appropriate
skill sets required to most effectively support response activities.

While many events can necessitate the need for a restoration event, the most
common is severe weather. As such, the initial incident analysis usually takes the
form of evaluating weather forecasts. The company maintains contracts with
professional meteorologists to provide tailored weather forecasts and detailed
meteorological information. Publicly available weather information is also used to
provide further validation. For a significant weather event, field deployment will
take place as soon as it becomes safe for EPE personnel to travel or perform the
assigned work tasks. Other incident types are defined below but these definitions
do not encompass the full range of incidents that could affect EPE’s electric
system operation.
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Approval

The undersigned individual(s), approve this Pandemic Readiness Plan.

Wayne Soza, VP — Compliance & CRO Date
Victor Rueda, VP — Human Resources Date
David Hawkins, VP — Generation System Plan Dispatch Date
Clay Doyle, VP — Transmission & Distribution Date

Revision History
The most recent history/version and list of modifications are documented in the table below:

Version Change Descriptions Reviewed By

Relationship to Other Plans

The pandemic plan is one of several contingency plans available for El Paso Electric (EPE) to implement
during a crisis. It neither replaces nor supersedes any current, approved continuity plan; rather it
supplements it. Those plans with which this plan interfaces or works in parallel include:

Business Continuity Plan
Work Continuation Plan
Crisis Management Plan
Crisis Communication Plan

The interaction between these plans is situation dependent.

i|Page

175



Attachment 18: Pandemic Readiness Plan

Page 3 of 40

Key Terms & Acronyms

Key Definition

Term/Acronym |
PRP_ __WPandemic Readiness Plan

WHO World Health Organization
PTF | Pandemic Task Force

CDC Centers for Disease Control and

| Prevention
ICS | Incident Command System
NIMS | National Incident Management System
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Introduction

Pandemics are unpredictable but recurring events that can have consequences on human health and
economic well-being. For this reason, EPE has engaged in planning for a pandemic to protect lives and to
assure EPE can continue to perform essential functions during a pandemic event. The Pandemic
Readiness Plan (PRP) describes EPE’s strategy to prepare for and respond to a pandemic. Protecting and
improving the resilience of EPE’s operations in the face of disruptions such as a pandemic, will be an
ongoing effort that will require continued vigilance, contingency planning, and training.

Purpose

The purpose of the PRP is to provide guidance to identify, prepare, respond and recover from a
pandemic event. In addition to providing pandemic guidance, the objective of the PRP is to limit the
spread of the virus; and if possible minimize serious illness, hospitalizations, and death; and to sustain
critical infrastructure.

Scope

The PRP applies to all EPE employees, contractors, vendors, and other affiliates. It establishes a
framework for coordination among individuals of multiple departments to ensure prevention and
control measures are in place to complete the lifecycle of a pandemic event within the organization.
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MODIFIED OPERATIONS: DISTRIBUTION DISPATCH 4/28/20

The items listed below are the modifications operations for Distribution Dispatch in response to the COVID-19 pandemic

1. Situational Awareness

a.

b.

Initiated a department SMS text chat. Dispatcher and Operator company issued phones are not smart
phones. The group chat allowed for Supervisor to keep team up to date on pandemic related items as
they arise. Personal phones we included on the group, due to limited capabilities on the company issues
flip phones

Increased safety

2. Social Distancing

a.

b.
C.
d

i

3. Equipm
a.
b.
C.
d.
e.

Supervisor working from home 50% of the time.

Outages Analysts/OMS admins are working from home 100% of the time.

Full wipe down of workstations and common areas, before and after each shift.

Modified schedule to eliminate shift overlap and reduce the number of days at work. Dispatcher and
Operators only have three scheduled days at work (3-12hr days, with 4 hours of homework). 24 hr
coverage with 2 employees always on shift. Same pair of Dispatchers/Operators work together (on
same shift) during pandemic, no overlap with other shifts. This schedule did reduce efficiencies during
working hours (normally there is three employees on shift during working hours).

Activated second location/radio room (within same building) to increase work station count and
assigned dedicated work stations for 8 Dispatchers/Operators. This required the relocation of 2 other
departments. Second location has some limitations: one radio counsel for two work stations reduced
access to department mapping (no hard copy onelines).

Assigned one Dispatcher and one Operator to work from home indefinably during pandemic (not
enough dedicated work stations to work from office). Employees at home have full access to all
software, additional monitor and utilize Skype audio to stay in constant contact with their team mate in
the radio room. Limitations at home include: unable to answer radio room phone calls, and only able to
Dispatch on EPE-1 radio band, otherwise, can provide full shift support from home.

Equipped additional employees to work from home as needed. Assigned extra monitors and cables.
Most employee are using personal PCs, two employees were assigned company laptops due to
limited/no connection at home.

Assigned dedicated Keyboards, mice and headsets per Dispatcher and Operator. This required
installation of USB hubs on each PC.

Modified crew call out process to avoid mixing crews.

ent

Freezer, stocked with food, was placed in radio room, in preparation for possible sequestration.
Increased stock of disinfectant supplies, keep two weeks’ worth on hand.

Stocked up on air purifiers replacement filters

Utilize UV light to disinfect Radio Rooms on a regular basis.

Stocked up on IT equipment (cables, adapters microphones), for possible work from home assignments.

4. Procedures

a.
b.

Updated department pandemic playbook
Prepared sequestration plan (with schedule and building preparations)
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6\3@ _ Document No. 0S0-C6R1
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e Paso Eloctie Effective Date 12/18/2019
Physical Security Plan for Medium/High Assets DocuTrir;:;?sJiszcation
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Purpose

This physical security plan describes the procedures El Paso Electric Company (EPE or the Company)
uses to secure certain assets and facilities to secure EPE personnel and property and ensure
compliance with NERC Standard CIP-006-6 R1. It will be used as the basis for EPE employees to
understand, implement, and regularly refine and improve physical security methods at covered
facilities.

Scope
Personnel, Assets, and Events

This plan applies to EPE High and Medium Impact BES Cyber Systems, their associated Physical Access
Control Systems (PACS), their associated Electronic Access Control or Monitoring Systems (EACMS),
and their associated Protected Cyber Assets (PCA). The plan applies to all EPE employees,
contractors, or visitors who work at or with the applicable assets, including but not limited to the
System Operations, Energy Management Support Services (EMSS), the Office of Security Operations
(0S0), and NERC Compliance Group (NCG) business units. The plan covers standard physical security

Internal Use
Page 1 of 16
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Attachment 21: Power Generation Seasonal Readiness Procedure

Page 1 of 29
W El Paso Electric Power Generation
— Eﬂm Seasonal Readiness Procedure
Number: Subject:
PG-BOP-OP-001 SEASONAL READINESS
Approved for use by: Current Issue Date: Last Revision Date:
Do O Pt Issue: 09/24/2021 09/24/2021
Rev 0
Page1of 29 Prepared by: Fred R Prutch
Contents
1.0 PURPOSE . ... ..o 1
2.0 TERMS AND DEFINITIONS ... ..ooiiiiiiii it 1
3.0 RESPONSIBILITIES. ... ..o, 2
50 PREREQUISITES ..., 2
8.0  PROCEDURE .......oooiiiiiiii e 3
7.0  DOCUMENTATION. ..., 13
8.0 REFERENCE .......ooiii e 13
9.0  ATTACHNMENTS L. e, 13
10.0 DEVELOPMENT HISTORY ....oiiiiiiiiiiei oo 13

1.0 PURPOSE

1.1 The purpose of this procedure is to describe the process to prepare the El Paso
Electric Power stations for reliable operation during the summer and winter periods
and is to be used in conjunction with site-specific seasonal readiness procedures.
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CorPPER POWER STATION EMERGENCY ACTION PLAN

PROMULGATION

The El Paso Electric Company (EPE) Copper Power Station (CPS) Emergency Action
Plan (EAP or Plan), is composed of the Incident Team Members (ITM or Team), the
authorization protocol that will be implemented in the event of an emergency, and the
defined roles and responsibilities of each of the team members. The CPS EAP sets
forth the general procedures, governing framework, and evacuation procedures that will
be utilized in different types of emergency situations. These activities will be carried out
by EPE personnel in order to provide a unified, safe, and efficient approach to
managing each type of emergency situation.

This Plan has been approved by EPE’'s Executive Management (EM) and has been
reviewed by the El Paso Fire Department (EPFD) which is in accordance with the 2015
International Fire Code. This document is hereby promulgated as the authoritative
document for the EPE CPS Building. A copy of this Plan will be made available to the
EPFD upon request. In the event of the unavailability of the Chief Executive Officer and
the Incident Commander (IC), we hereby grant the designated alternates of the CPS EAP
the authority to activate and implement this Plan.

APPROVAL
The undersigned below agreed to and approves this CPS EAP for EPE.

..\
ﬂm/’”im/ég Date: /°/ /2// {7

Vice President,‘éompl%’ye and Chief Risk Officer
El Paso Electric
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MONTANA POWER STATION EMERGENCY ACTION PLAN

PROMULGATION

The El Paso Electric Company (EPE) Montana Power Station (MPS) Emergency Action
Plan (EAP or Plan), is composed of the Incident Team Members (ITM or Team), the
authorization protocol that will be implemented in the event of an emergency, and the
defined roles and responsibilities of each of the team members. The MPS EAP sets
forth the general procedures, governing framework, and evacuation procedures that will
be utilized in different types of emergency situations. These activities will be carried out
by EPE in order to provide a unified, safe, and efficient approach to managing each type
of emergency situation.

This Plan has been approved by EPE's Executive Management (EM) and has been
reviewed by the Montana Vista Fire Rescue (MVFR) and the El Paso County Emergency
Services District #2 (EPCES#2) which is in accordance with the 2015 International Fire
Code. This document is hereby promulgated as the authoritative document for the EPE
MPS Building. A copy of this Plan will be made available to the MVFR and EPCES#2
upon request. In the event of the unavailability of the Chief Executive Officer and the
Incident Commander (IC), we hereby grant the designated alternates of the MPS EAP the
authority to activate and implement this Plan.

APPROVAL
The undersigned below agreed to and approves this MPS EAP for EPE.

‘fi%A/Véf Date: 5//?///7

Vice Presidewt/ Compllangyand Chief Risk Officer
El Paso Electric




