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Emergency Response and Communication Plan (ERCP)

The purpose of the BulTalo Gap Emergency Response and Communication Plan (ERCP) is (o assist ecmployecs and
management in making quality decisions during times of ¢risis. The (ERCP) contains guidance in delermining appropriale
actions to take to prevent injury and property loss from the occurrence of emergency incidents. The (ERCP) will also assist
lacility management in ensuring the survivability ol the various business asscls al AES BufTalo Gap Wind Generation, in the
event of an incident.

The (ERCP) will meet the applicable requirements of federal regulations, including 29 CFR 1910.38(a), as well as state and
local regulations regarding emergency action planning. When an emergency occurs at the facility during normal operating
hours, the salcly of ecmployecs and visilors will be coordinaled by the BulTale Gap EHS Specialist. Salcly Champion, or
Team Leaders.

Scope

This standard applics o all AES busingss, conlraclors, and sub-contractors performing work al the BulTalo Gap (acilily.

Definitions

AES Person — Any person directly emploved by AES Corporation

AES Contract Person - Any person contracted to work on behalf of an AES Business and directly supervised by an AES
Person,

AES Tntegrated Energy (AIE)- transmission planncr lor BulTale Gap, Qualificd Scheduling Entity (QSE)

Emergency — An cmergengy is a situation that causcs or has potential o cause injury (o workers, customers, or the public;
property damage; business disruption; or environmental impacts. All emergencics require well developed response plans and
pronipt actions according to those plans to protect the health, safety, or welfare of people, and limit property damage,
cnvironmental impacts and/or business distuption. For this AES Standard. emergencics will be classificd inlo three primary
categories: natural emergencies (weather, climate. seismic. wildfires, pandemics. etc.). man-made on-site/operational
cmergencics (explosion, chemical relcase, fire, ¢ie.) and man-made ofT-site emergencics (Lrain derailment, chemical release
from neighboring industries, threats of terrorisim, etc.).

Emergency Action Plan (EAP) — See Emergency Operations Plan (EOP)

Emergency Management Director (“EMD*) - The EMD is in command and control of the Emergency Operations Center
{EOC) and the Team. EMD will direct and coordinate the utilization of Buffalo Gap’s resources and provide and interface
with Nolan Counly. Taylor Counly, and surrounding ecmergency scrvices, ilit is aclivated. EMD will coordinate with the
Incident Commander to ensure the safest and most expedient mitigation for the incident. EMD or designee will keep the
Regional Manager. and other senior AES management informed as to the status of the emergency il requesied. EMD will
supervise distribution of emergency information for Buffalo Gap through Team Leaders. EMD with the help of Team
Lcaders will coordinatc and implement the BCP (o restore normal operations,

Rev.08/22/2022 4




BG-ERCP

Emergency Management Team - The tcam oversees the incident operations and supporis Incident Commander (“1C7),
person on-sile who oversees the  response to emergency, by providing resources and recommending [inancial assistance, as
needed. The team will:

. Determing shori-term and long-lerm clfects of the cmergency

. 1n consultation with the Incident Commander, order an evacuation or shmtdown of the plant

. Mabilizc resources. as needed

. Develop and implement a plan for the orderly return to normal operations (BCP) Business Contingency Plan
. Intcrlace with oulside organizations and media

. Comumunicate situation reports to employees

Emergency Operations Plan (EOP) — A written detailed program of actions and communications protocols to nianage
emergency situations, minimize their effects. and restore the facility to full operation. The EOP contains action and reporting

requirements contained in PUCT 25.53 Substantive Rules Applicable o Elcclric Scrvice Providers. Formerly referred (o as
the Emergency Action Plan (EAP).

Emergency Response and Communication Plan (ERCP) - A written detailed program of actions and communications
protocols to minimize and mitigate the cffecets of an emergeney . Conltains the sile EOP.

ERCOT- Electric Reliability Council of Texas

Everbridge — An cmergency netification system wtilized by AES. Notilications are sent [rom ISOC, the ROCC, or a local
Everbridge Administralor in the ¢venl ol an emergency via email, (ext and/or phone call,

General Manger (GM) — The person ultimately responsible Tor the content. revicw, distribution, and implementation of the
processes comtained in the ERCP and EOP. May be Regional Manager or designee. See the General Manager Affidavit for
Curther delinition detail.,

Hazard - A situation with a potential for human injury, damagge (o property. damage (o the cnvironmenl, or some
combination of these.

Incident Commander (“LC*) - The 1C is the person at the site of the emergency who oversees the immediate emergency
response. This will vary depending on the nature of the incident. The 1C must have the capability and expertise to assume
command ol an ¢mergency as described in this procedure. The TC will manage on-scene operalions of an emergency
response. The 1C is responsible for the technical aspects of the response as well as the tactical planning, security, execution.
and determining the need for cutside assistance and resources, and interface with the EOC. During an incident, the TC will:
»  Maintain regular communication with EMD.
»  Ultilizc BufTalo Gap personnel (o set-up sceurily points 1o keep unauthorized people away for the emergency and
allow entry to emergency response equipment and personnel.
¢ Assume command. notify the EMD. implement the emergency procedures specified for the incident, assess the
siluation, implement this plan, acltivate resources, order and iniliale ¢vacuation of persons in harm’s way, and upon
conclusion of the incident, declare the emergency in over. If emergency services local, state or federal agencies are
o1 the scene the 1C will act as the liaison with these departments.
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Indji — Indji Waltch is a weather monitoring system that remotcly monilors weather aclivity and sends warnings for evenls

such as icing, lighining, and cxtreme heal via email and text message. System nolificalions arc managed locally by EHS and
Tcam Leaders.

Intelligence Security Operations Center (TSQOC) — This (cam within the TS shared service is
responsible for the monitoring of physical and cvber controls implemented throughout AES US
operations. Members of this team are also responsible for threat identification and analysis for
AES Facilities in the US.

NERC — National Eleciric Reliability Council
PUC/PUCT - Public Ulilitics Commission (ol Texas)

Responders - Persons identificd in the ERCP as being responsible lor aclions that are intended (o minimizc the risk, loss, and
damage resulting from the emergency. These persons can represent external resources (e.g., ambulance, fire, police,
contraciors, or ncighboring industrics with capabilitics) or be the workers or management of AES Businesses.

ROCC — Remote Operations Control Center

Obhjective

To provide cmployvees with procedurcs Lo [ollow lor clTective and salc responsc Lo emergency situalions,
and to aid in the prevention of and planning for emergencies at the Buffalo Gap (BG) facility.

Annual Review - 2007 25 5 e/

This ERCP contains the Buffalo Gap EOP and will be reviewed annually by site leadership and documented in Site Docs.
Sile personnel will reccive al minimum annual (raining lor the policics and procedurcs conlained in this document, including
initial training, and periodic training when need arises. The roster for this training will be docmunented on the Safety
Mecting/Training/Drill form in Site Docs>Forms=Salcly. Scc annex A,

Emergency Identification and Risk Assessment

The Buffalo Gap Emergency Tdentification and Risk Assessment/Tmpact Analysis may be viewed al:
SitcDoc¢s2020>=Resources>Emergency Response and Communication Plan (ERCP>BG Emergency Identification and Risk
Assessment

Tt is also posted on the bulletin boards in the Q&M enlry way, and the tech rooms.

Roles and Responsibilities
An cmergency management. Team has been established 1o assume the responsibility or addressing emergencics al Buflalo
Gap. The team is headed by the General Manager and is comprised of the following menibers:

1) Emergency Management Director ("EMD™)

Rev.08/22/2022 6




BG-ERCP

. General Manager
IC ihe General Manager is nol available, the EMD responsibilitics will be assumed by a Team Leader

2) Team Leaders

. BG-1

. BG-2

. BG-3

. Balance of Plant (BOP)

. Environmental Health and Salcty (EHS)
3) Incident Commander (1C)

. Agsigned by EHS or EMD il necessary

The designated 1C for Buffalo Gap are:

0 EHS Coordinalor

0 Safety Champion

0 Tcam Leaders

0 Site Technician until relieved by one of the above

Responsibilities for each role vary based on the emergency response sitnation and are outlined case-by-case in the EOP
scction of this document.

Any emergency requiring communication with the media. PUC, local or stale government, cmergency operations cenler (€.g.,
Amcrican Red Cross), [uel suppliers, ROCC, or DE, will be performed by the GM or designee as appropriaic,

Resources

The Buffalo Gap facility is a two/story metal framed building. The downstairs kitchen area serves as the building’s tomado
shelter. The 2010 remodeled version has a combined three meeting areas, two women'’s restrooms, four men’s restroonis, two
kitchen arcas and 17 olTices.

The [acilily is protected by a fire protection sysiem, including smoke detectors, lire extinguishers, located in various places
around the building, and a lirc monitoring provided by TSOC and ROCC.,

The facility includes a code-controlled electronic gate. Gates may not be left standing open when there is no one at the O&M
building. Tt will change periodically.

The Tacilily has three substations: Buflalo Gap 1 (Vestas) and BulTalo Gap 3 (Siemens) substations located south of the Q&M
building on FM 89. Buffalo Gap 2 (GE) Cirello substation is located about 10 miles west of the O&M building,.
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A —— - !
(911) AES Facilily Localions

Buffalo Gap 0&M Nolan Yard/Warchouse
10718 FM 89 1811 CR 258
Merkel TX 79536 Nolan TX 79537

BGJ3 Substation Isolation Points

C8 52-1'1 IPeeder 1 C852-1 leederl C852-5 leeder 5

C8 5212 eeder 2 C8 522 leeder2 C832-6 l'ceder 6

CS 32-F3Feeder 3 CS 52-3 Feeder 3 C8 32-7 Feeder 7

CS 532-F4 Feader 4 CS 532-1 Feederd CS 32-8 Feeder 8

152-1 138KV Circuil Breaker AP - - 152-3 138KV Circuil Breaker ALP
CS 532-3 Feeder3 s

3610 5405

ST 3 R ke on !
_112302 138KV Circuit Breaker AP CS 596 Feeder 6

CS 52-7 Feeder?7

C5 52-8 Feeder§

132-1 138KV Circuit Switch  AED-
2640

152-2 138KV Circuil Swilch ALP-
3355

Emergency Communication

During an emergency., Buffalo Gap Team Leaders and/or EHS Specialist will have the responsibility for ensuring that proper
aclions arc taken o ensurc the salely of cmployces and visitors (o the facilily. Management granis them the authority Lo carry
out those tasks and functions identified in the plan that provides for the safety of personnel.

Communication during emergency events niay take place using cell phones, radios, satellite phone, or other methods
approved by the GM, Mass notilication soliware sysicms, such as Everbridge, or weather alert seliware such as Indji, may be
utilized to communicate hazards or emergency situations to all technicians. As such, all workers must alwavs have access to a
communicalion device while on site,
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Emergency Contact List- #1477 2553000103

Name

Title

Maobile Telephone
Numbher

E-mail

Brett Hastings

US Director Field Ops

585-748-3333

breilhastingsiciacs.com

Tracy Jarvis

Snr Mgr Plant Opcrations|

325-725-6180

tracy jarvisi@aes.coni

Vince Lesko

Wind O&M Managcer

700-660-0412

Vinge. leskoziacs.com

Dave Bamett

BGI1 Team Leader

325-721-3509

david barnett:@aes.com

Lolly Bradbury

BG2 Team Leader

325-627-5939

lolly bradburyiziacs.com

Justin Calcote

BG3 Team Leader

325-977-0620

Justin.calcote{@aes.com

Jeremy Kingsion

EHS Coordinator

325-219-2832

jeremy kingsionidacs.com

Jeff Ludlum High Voltage/BOP 325-266-3029 Jetfery lndlum/@aes.com

150C ISOC Physical Sccurily | 800-270-4762 AESISOCCommunicationigZacs.com

Cvber Security AES Cyber Security 317-261-8010 aesussbucybersecurity@aes.com
Medical Facilitics

Hendrick Medical Center

1900 Pine St, Abilene TX

325-670-2000

79601
Abilene Regional Medical | 6250 US-83, Abilene TX 325-428-1000
Center 79606
Rolling Plains Memorial | 200 E Arizona Ave, 325-235-1701

Hospital Sweetwater TX 79556

Affordacare 3101 S 27th, Abilene TX 325-695-5440
79605

Air Evac — Abilene Base 1900 Pine St, Abilene TX | 325-670-3200
79601 1-800-247-3822

(emergencies)
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Abilene Police Department

325-673-8331

ECCA Fire Department

325-572-3980

FBI - Abilene (Local Office)

325-677-6191

FBI - Dallas {(Area Office)

972-559-5000

Mulberry Fire Department

325-846-4567

Nolan Fire Department

325-798-4567

Nolan Sheriff

325-235-5471

OSHA - Ft. Worth Office

817-428-2470

Poison Control

800-222-1222

Safety Kleen

888-375-5336

Sweetwater Fire and Ambulance

325-236-6828

Care Flight

800-247-3822

Taylor County Sheriff

325-674-1300

TX Commission of Environmental Quality (TCEQ)

325-698-9674

TX Dept. of Transportation - Road Conditions

325-676-6855

TX Emergency Spill Reporting

800-832-8224

TX Worker's Comp. Commission

325-695-4942

US Environmental Protection Agency

800-887-6063

First Aid Responders and Facilities

All BG sile personnel are required 1o be trainced and certificd in (he practice of [irst aid and cardiopulmonary tesuscitation
{(CPR). AES workers in the field. including contractors and sub-contractors nmst be within 3-4 minutes of soneone trained in
first aid and CPR. This includes but is not limited (o up-lower turbine wotk, down-tower lurbine work, substation work,
construction work, and transniission/power line work.

First aid kits and aulomatic ¢xicrnal defibrillators (AED) arc localed on cach Moor of the ofTice building, in cach warchouse,
in each substation control house, and in each company vehicle. They are inspected/inventoried at least quarterty and
resupplicd and/or recerlificd as needed.

All personnel involved with work at heights must be trained in fall arrest. rescue, and evacuation. Contractors and sub-
contractors nmmst present certificates of such training before beginning work onsite. Appropriate rescue equipment nmst be
maintained and be present on cach job sile.
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Implementation/Drills

Drills or other tests of the ERCP/EOP niust take place at least anmmally and be documented. Drills must be specific, and the
resulis of the excrciscs must be documented. Arcas of improvement must be identificd with a post-cxcrcisc revicw conducied
by management, EHS, and/or the Safety Committee, and improvements or corrections must be documented in a format such
as a management of change report, or mecting minules thal list the problem arcas identified and the corrections made, All
documentation will be stored on SiteDocs2020>Resources. All deficiencies must be given urgent (high) priority and
corrccied immediately.

Communication sysicms {c¢ll phoncs, radios, sal phoncs. compuler messaging sysiems) must be tested al Icast cvery Lhree
months and documenied. Satellite phones tests are documented by 1SOC. All others arc documenited locally. and available
from the EHS department.

Review/Auditing

The ERCP/EOP will be reviewed and revised anmually or when changes are introduced to the plant or processes and will be
audited in accordance with the AES Tniernal Audil Schedule. See record of revisions in annex (A),

Emergency Reporting

Emergencies must be reported in compliance with AES Global Standards:
AES-STD-OHS12 Tncident Management 4.2.1.6

SIP and Non-SIP Incidents (cxcluding LTI and Fatality) and Workplace Hazards: An Intelex Incident Report is
sulTicicnl information scnt Lo Regional/ Global Leadership.

LTI and Fatality (AES, Contractor or Public): As soon as you become aware of an LTT or Fatality, lollowing chain (o
communicalion should be followed. Phone and/or cmail shall be used to ensure ast and quick communication:
Supervisor or Designee=Business Leader, Business Salcty manager=SBU-EHS Dircctlor/Leader=Managing Dircclor
EHS & Sccurily>S5SBU President, SBU CQO, VP of Global Opcrations, AES SVP & COO
s Il the injury requires hospitalization of the injured person lor treatment beyond the day of the incident, the
business mmst also:
o Conlact and notily Tnicrnational SOS (ISOS) requesting suppott lor medical monitoring of the injured
personnel.
o Engagc 1SOS by calling ong of the following TSOS Assistance centers:
= 1. Philadelphia. US: +1-215-942-8226
= 2. London, England: +44-20-8762-8008
= 3. Singapore: +65-6338-7800
o The caller will be asked to provide at a minimum:
= AES TSOS Mcmbership Number: 11-BCPA-000-152
=  Their Name
= Conlacl information
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»  Namg of Injurcd Person

=  AES Location of injured person

= Medical status of injured person

*  Name, address and phone nuniber of the medical facility the injured person was taken to

= ISOS will contact medical lacility, Tnjurcd Person (TP)’s lamily 1o alicmpl 1o oblain ncccssary
permission to provide care guidance and update non-medical reports.

= ISOS will coordinate with AES 1o provide approprialc scrvices.

= ISOS will send non-medical condition updates lo AES Authorized People.

= ISOS will close the file (end their assistance) aller the TP is discharged from the medical
lacility or il AES cleets (o end their monitoring scrvice

Intelex Reporting

The Team Leader or designee for the site on which the incident occurred is expected to create an initial incident report in
Silc Docs using the appropriaic Incident Report and conlaining only [actual informaltion with no speculation, according
to the below timeframe.

o AES reportable Non-SIP Incidents (three working days)
=  Near-miss. first aid. recordable (excluding LTI)
o  AES reportable STP Tncidents, excluding Fatality (two working days)
= Near-miss, First Aid, Recordable, LT1 {SIP and Non-SIP)
= STP Unsalc Condilion or STP Unsalc Behavior
o Fatality (one working day)
= AES persons
= Contractor
= Public
o Non-AES reportable, excluding Fatality (five working days)

The Team Leader or designee lor the sile on which an incident occurs must also begin an incident report in Intelex, with
the Investigation assigned to the EHS Specialist on site.

Reports to external agencies, such as OSHA, will be made by the EHS coordinator or designee in conjunction with the
GM.

Emergency Operations Center (EQC)

The EOC may be established by the EMD or TC at a location appropriale (o the emergency or nature thercol which will allow
key personnel to carry out the functions of:

= Making key decisions

= Provide technical information required for the emergency

= Establish two-way communications lor the cmergency

= Approve and procure resources

= Manage operations

= Liaisc with authoritics and cxicrnal organizations

= Assess damage and develop long-range plans

= Gather information and Kceep records

= Ensure information is provided to the public and affected emplovees in a timely manner
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Such locations may include bul are not limited to: Q&M building conference room, (cam [cader ofTice(s), BG laydown yvard.
SCADA control room, substation control house, or other remole or ficld locations as dictated by necessity and approved of
by the GM or designec.

Incident Command Center (ICC)/Ficld Command Post (FCP)

In the event of an Incident, and Incident Command Center or Field Command Post nmst be established by the Incident
Commander in a salc localion ncar the ecmergeney sile that allows lor the coordination and dircetion of all response and
mitigation efforts at the emergency site and enables responders to carry out the objectives set by the EOC. It muy also be
combincd with the EOC al on¢ location. The ERCP shall be made available in an accessible formal at the TCC/FCP

Security

The area around an emergency or incident site will be secured using but not limited to the following means: assigned
personnel. Nagging, lape. barricrs, icmporaty fencing, signs, ropes, conces or other administrative controls.

Personnel assigned (o sceurily should be in constant communication with the TCC or FCP, Dutics will include but arc nol
limited to reducing the potential for phyvsical asset loss, managing traffic and external resources access to the scene, and
helping testore normal operations. Sccurily personnel will be approved and assigned by the GM, EMD, or designee. I armed
security is required, such services will be hired out externally.

Training

AES cmployceces will be trained on the ERCP upon hire and receive refresher training at least annually. Contraclors and sub-
contractors will be familiarized with components of the ERCP that are applicable to their work scope on site during
oricniation or upon applicable changes in job scope as determined by management.

AES employees who have roles specifically outlined in the ERCP will be trained in the performance of such roles, initially
and periodically.

Records of such training and drills will be maintained and signed off in SiteDocs2020>Resonrces>Emergency Response and
Communication Plan (ERCP), (PUCT 25.53d{1{A)-(E)

Emcrgeney response plans have been gencraied lor potential emergencics identificd in the asscssment/impact analysis,
Where applicable, means of prevention will be described in addition to preparation for and response to sitnations. The
person who arrives on scenc and reporis the problem will isolate the scenc, This person will remain in charge until relicved
by the designed 1C.

Emergency Operations Plan (EOP)rvcr 25 s3ommma-e
Objective

This scction (EQP) of the ERCP outlines the preparation, prevenlalive measurcs, and response (0 emergency situations thal
may alTcect the BulTalo Gap facilily.

Rev.08/22/2022 13




BG-ERCP

Scope

The EQP is applicable to all personnel perfornming work at Buffalo Gap. Emergency response for field personnel and persons
in team leadership roles are defined in each emergency described in the EOP

Roles and Responsibilities

The General Manager is nltimately responsible for the content and implementation of the EOP.
The EHS Coordinator (sitc EHS Specialist) will maintain the formatting. add updales and revisions. and track such changes
in the revision annex (B).

The NERC analyst assigned Lo the lacility will have the awthorily 1o enact changes applicable Lo the scope of the EOF/ERCP
to maintain compliance with all applicable regulatory agencies. Such changes should be coordinated with the EHS
Coordinator to maintain document integritv, and the GM will be notified of changes to the docunient, being provided with the
newest revision for review and approval.

Team Leaders will participate in an annual review of the EOP/ECRP and will provide input to ensure accurate planning,
prevention, and response to emergency situations on their respective sites.

Other personnel may be designated to participate in annmual or periodic reviews of the EQP/ERCP by site leadership to utilize
their experience or expertise. Suggested changes may be implemented through the EHS Coordinator and NERC Analyst and
are subject to review and final approval by the GM.

Approval and Tmplementation

The EOP contained within the ERCP is clTective as of 10/02/2022 and replaces/supersedes any previous Emergency Action
Plan (EAP) issucd at the BulTale Gap lacility. The most recent approval date for the EOP may be lound in the GM AfTidavit
on page (*). Revisions arc documenied in annex * of this document.

Emergency Medical Situations

Prevention: AES persons and Contraclors operating at BulTalo Gap put Salety [lirst, asscssing jobs, idenlilving harards
and mitigating them sulTiciently to create a workplace lree of recognized hazards,

Preparation: BulTalo Gap AES Wind Generation will ensure all employecs are appropriately trained in CPR/First Aid. and
AED. The O&M facility has two first aid kits, one located in the upstairs restroom hallway and one in the warehouse (door
ftom main Lobby (o0 Warchousc) across [rom BG3 Tech room, Three AEDs: upstairs hallway. downstairs hallway across
from BG3 Tech roont, and in the main warehouse located next to warchouse computer station. A backboard and basket
stretcher are localed under the stairwell in the warchousc. There arc also first aid kits, AED, Eve Wash bolllcs. and Fire
Extinguishers located in each company -owned vehicle on the premiises. The contents of the first-aid kit(s) shall be inspected
quarterly for expended items and such items will be replaced prompily.

Response: Employee Procedures for Medical Emergency (office, warchouse)
1) Do Not move viclim unlcss salcly diclalcs
2) Notifyv the EHS Safety Coordinator, Team Leader, and/or General Manager
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3) I0 the injury appears to be lile threatening or disabling, call 911

4) First Aid carc and/or CPR may be provided by a trained cmployee, or the injured person can be transported (o the
approprialc medical lacility by authorizcd personnel.

Response: Employee Procedures for Medical Emergency (field)

IC the victim is on the ground, DO NOT move them unless salety dictates! IC victim is up-tower, the turbine MUST
immediately be disabled from operation per the appropriate Service Safety Checklist procedure.

n Asscss the Accident Scene

Upon arriving at the scene of an injury related accident, the first person shall survey the scene (is it safe?), then
notily Tcam Leaders and EHS Coordinalor,

a)
b)
<)
d)

c)

n

Severity of the victimi’s injury

Emcrgency (911) personnel "arc” or "are not” required.

The workers on scene my call 911, or delegate the call to another worker, Team Leader, or EHS

Il the injury appears Lo be life threalening, be prepared to give “calling parly™ as much information as possible
so that they can relay the information to 911.

On regular workdays. the EHS Salcly Coordinalor and Team Leadcers should be notificd immediately and will
respond to the scene.

On weckends. the viclim's work pariner will call 911 il needed and dispatch another cmployec to:

(1) rendezvous with the EMS vehicle or (2) coordinating which Air Evac landing location

3) Maintain Radio Silence

a)

Exervone who is not involved in the accident scene must observe radio silence.

4) If Emergency Personnel Are Not Required
First-aid may be provided by a trained employee and/or the victim nmiay be transported to the appropriate medical
facility by an assigned emplovee.

5) ITfEmergency Personnel Arc Required

a)

b)

On regular workdays, the Buffalo Gap designated person will acquire information from the field and call 911
10 ensure complele and accuralc information is given, as wcll as cstablished ambulance and/or Air Evac
evacuation points, if needed.

On weckends, the viclim's work partner will call 911 (or help, if needed. Once 911 call has been made and the
victim is safe, a call will be made to the affected emiplovees” supervisor and EHS Safety Coordinator.

Building Evacuations

1. Building evacuation will occur upon instruction by management personnel. Notification to building emplovees will
be made via direct voice communication or phone

2. Be aware of all marked exits from vour area and building. Know the routes from vour work area. Marked exit signs
arc installed in all buildings. Evacuation plans arc posied in various places within the building

3. Take note of physically handicapped individuals in vour area that may need assistance

4. When instructed to evacuate, walk quickly to the nearest marked exit and ask others to do the same. On your way
out. check for occupancy in the offices you pass, and. if nnoccupied, shut those doors behind vou. Use the nearest
salc stairs and proceed o the nearest exil. Use handrails on stairs, DO NOT run, lag, scrcam, stop (o gel personal
belongings, or return (o the building until you arc instrucicd to do so
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5. All personnel should mecel at their designated rendevous location, until the roll ¢all has been (aken by a manager.,
Do not leave premises until accounied lor and given permission (o do so by authorized personnel. Keep fire langs,
hvdrants and walkways clear [or emergency crews and cquipment

6. During emergencies. only personnel anthorized bv management will be allowed in the building to perform such
responsibilities as shulling down power, potentially hazardous cquipment, heat sources, gascs. machines and other
electrical equipment

7. Ifyou become trapped in a building, DO NOT PANIC:

¢ If a window is available, place an article of clothing outside the window as a marker for rescue crews

¢ If there is no window. pound loudly on the wall and shout at regnlar intervals to alert emergency crews
s  During a [irc, il there is no window, stay near the (loor where the air will be less loxic

¢ During a fire, if the door is warm., DO NOT open it. If smoke is entering the room through cracks around
the door, stulT something in the cracks (o slow the Mow

Fires

Prevention: Any work that can or has the potential (o usc or produce (lames or sparks, must be performed under the
guidance of the AES BulTalo Gap Hot-Work program. Smoking on sile is permilled only in designaled arcas. Vehicles must
not be parked in grass while running. Trailer chains or other objects that could be dragged rom a vehicle must be sceure to
prevent contact with the road that could create sparks.

Preparation: AES Buffalo Gap facility buildings are equipped with fire/smoke detectors and fire extinguishers. Site
vchicles are cquipped with fire extinguishers. Employces are (raincd on fire ¢xtinguisher usc al hire and refresher (raining is
given at least annually. A portable 200-gallon water tank/sprayer is available for ontdoor hot-work job areas where there are
no clectrical harards. Fire drills will be conducted at least annually and documented per the requirements lisied in Drills
scclion of the ERCP/EQP.

AES will not request employecs o engage in the praclice of fighting fircs. Firclighling cquipment is only 1o be utilixed o
extinguish small incipient stage fires. 1n the event the fire is large and fully developed, employees must leave and secure
the arca.

Response: Employee Procedures for Fires (office, warehouse, or shop)

1) Firc discovered by cmployee:

2) Confine the fire by closing doors to the area

3)  Alerl emplovees of fire by velling “(ire™; be sure to include the location

4y The employce will call 911

5) Onhearing *firc”, cmploycees will evacuale the building using the closest exil roulc. Once employecs have Iefl the
building, they may not go back in

6) Employces will assisl visitors, contractors and any handicapped person with evacualion to the designated cvacualion
location (Muster Point)

7y Emplovees will immediately report to their supervisors in the designated evacuation location

&)  Supervisors will assist the EHS Coordinalor (o perform cmployee roll call ensuring evervong is present. Il cmployecs
are in the field, supervisors contact to ensure their location and safety

9) I possible, retricve the Contractor/Visilor sign in log Irom main lobby

Response: Employee Procedures for Fires (field)
1) Fire discovered by employee:
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2) Ficld personnel shall immediately report the fire i0 EHS and Team Leaders, Designated person will call #9117
3) For wildlires, stay upwind and crosswind ol the [ire while cvacuating the arca

Adverse Weather Conditions/Natural Disasters

Adverse weather can take many forms. including tornadoes, lightning, hurricanes, earthquakes, floods. or winter storms.
These situations can impact the lacility. Most adverse weather situations provide some degree of warning or buildup, which
will allow for necessary preparations to be implemented. Adverse weather listed above, severe thunderstorms and lightning
arc the most likely 1o impact the site. Further information is available in annex (C)

Extreme Heat

Prevention: None.

Preparation: Ambient outdoor temperatures at Buffalo Gap can exceed 100°F. The temperature in places such as shops,
turbine towers, and turbine nacclles may be cven higher. Such temperatures posc a scrious threal Lo the cmployees™ health,
Work should be scheduled for cooler parts of the day in warmer months. Work pace should be moderate, with frequent
breaks. Tee, waler, and air-conditioned arcas arc available (o all workers al BulTalo Gap. All workers arc (rained (0 recognize
the signs of heat illnesses and respond to them appropriately. Training is conducted at hire, and periodically throughout the
ycar. An ice machine produces and stores ice al the O&M and is available to all AES personnel and contractors. Bottled
water is also available at the O&M for all workers, and stock is maintained by site management. Popsicles and electrolvte
replacement tablets are made available to all workers. Workers are also instructed to:

1. Drink plenty of Muids

2. Eat “light” foods, avoiding sugars

3. Wearahal

4. Keep shirts on

5. Take breaks/rest periods in a cool environment air-condilioned vchicle

Response: If an extrene heat event (>100°F) occurs, work may be stopped if it is deemed unsafe or nnhealthful. Workers
arc expecled 1o stop work anvtime symploms ol heal illness present in the ficld. Workers should waich lor signs ol heat
illness including heat cramps, heat exhaustion (cool, moist skin with goose bumps when in the heat, heavy sweating,
(aintness, divsiness, fatigue, weak, rapid pulse, low blood pressure upon standing, muscle cramps. nausca, headache), and
heat stroke (high body temperature, alteration in mood or behavior, hot, drv skin, flushing, nausea, vomiting, headache,
rapid hcarl ralc, rapid breathing, loss of consciousncss).

1n the event of heat cramps;

s Move (o acooler location, and rest or cool down
s Drink clear juice or an clectrolyic conlaining drink
s Practice genlle range-olf-motion sireiching and gentle massage of the alTected muscle group(s)
s Rest [rom strenuous activity Tor several hours or more alier cramps subside
In the event of heat exhaustion:

» Restina cool place (shaded. ventilated area, or air-conditioned building/vchicle)
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¢ Drink cool fluids, such as water or electrolyte drinks

¢ Loosen clothing

¢ Utilize cooling measures (fans, wet conipresses. ice packs, etc.)

¢ Seck medical attention if symptoms do not improve within an hour

In the ¢vent ol heat stroke:

o Activate EMS IMMEDIATELY

¢ Move victim to cool environment and loosen clothing

¢ Actively cool victim with anv means available (fans, douse with water, imnierse in water, place ice packs in groin
and undcr arms, Cic.)

»  Monilor pulsc and respirations. be prepared to perform CPR il necessary

¢ Heat stroke requires professional medical treatment, every time

Severe Thunderstorms

Prevention: None.

Preparation: Severe thunderstorms include heavy rain, hail, lightning, and tornadoes. Lightning is the greatest danger during
a severe thunderstorni. Emergency supplies are located at the O&M. Back-up generators are installed at the O&M and
substations to allow for continued site comnmuication in the event of a power loss. Storms are tracked and monitored using
Indji,

Response: Workers are notified of inclement weather or storms via text messages sent by Indji. Tn the event ol a severe
thunderstorni. site personnel nst:
1.  Rcmain indoors

2. Stay away from open doors or windows, metal pipes or electrical appliances
3. lnumediatelv climb down from all turbines, towers, or poles

4. Lower all heavy cquipment booms, retract oulriggers, and ¢xit man baskels
3. Watch for flash flooding

All personnel will prepare to leave the field when lightning is in the 50-mile watch zone, leave the field in the event lightning
cniers the 30-mile warning zone. Workers may excrcise good judgement and stop work or vacale the turbines sooner based
o1 the position of the storni, which may be closer to their respective position than the waming systen indicates. If a site-wide
cvacuation is necessary, the Team Leaders or designated person will call all workers Lo one of the muster poinls, account lor
all personnel, and ensure they are able to leave site safelv. or shelter in place.

Tornados
Prevention: Nonc.

Preparation: See “Severe Thunderstorms™ preparation gnidelines.
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Response: 11 condilions cscalate o a lornado walch, all personnel will be directed 1o depant turbine arcas. Tl a warning is
issucd all BulTalo Gap personnel will meet in the tornado room. The tornado safe room is located downstairs in the
kitchen of the Q&M building. Sce “Scvere Thunderstorms™ for additional response guidclines.

Flooding
Prevention: None

Preparation: Monitor local weather conditions. Take applicable steps from Severe Thunderstorm or Tornado guidelines if
applicable.

Response:

1. Office/Warehouse
a) Il possible. disconncel clectric molors and storc in dry place
b) If possible, put merchandise on pallets
¢) Shut off main power and valves

2. Field concerns, watch out for:
a) Downed power lincs
b) Transformers down, exposing primary/secondary lines
¢)  Control pancls down, cxposing sccondary lincs
d) Turbines fallen over, exposing secondary lines

Lightning

Prevention: None

Preparations: Weather conditions should be monitored, and workers in the [icld nolificd via text, call, or radio il lightning is
possible in their work area. Forecasts should be checked before any field work begins, and weather
discusscd during the pre-job bricling. The work limitations for lighting in the arca arc:

a) Watch Alert is deflined as confirmed lightning between 30-50 miles (48 and 80 km) from a BulTalo
Gap Site. During a Watch Alert, all personnel are to be made aware of the lightning in the area and
should be prepared (o stop work and seck shelier as the storm moves closer

b) Warning Alert is defined as confirmed lightning less than 30 milcs (48 km) from a BulTalo Gap Silc.
During a Warning Alert, all personnel are to stop work immediately and seck shelter until the storm

passcs

¢) All Clear is given when the lightning is greater than 50 miles (80 km) out from a Buffalo Gap Site for
more than 30 minuics

Response: When lightning occurs in wind farm arcas. employccs working outside should do the lollowing:

1. Tmmediatcly climb down [rom all turbines, towers or poles
2. lmmediately lower all heavy equipment booms, retract the outriggers, and exit the man baskets
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(el to your work vchicle or heavy equipment ¢ab and remain there

4, Maintain radio conlact with supervisors [or Turther instruclions

3. Aswcather conditions develop and with the formation of thunderstorms, use extreme caulion when working in the
field paving special attention to developing weather conditions

6.  Site personnel should understand when, where, and how thunderstorms develop. Tl there is thunder and lightning in

an approaching cloud. all up-tower work will STOP, and all personnel will climb down and seek shelter

7. Ttis everyone's responsibility 1o make surc that all personnel are notified of lighining in the arca

8. Contact the Team Leader or designee to inform them of lightning sightings

9. Team Leader or designee then notifics all personnel in the ficld that lightning is in the arca

10. EVERY crew must respond by radio or other communications, acknowledging they have received the warning

11. Team Leader or designee will decide if the employees should returm to the O&M building or wait in service trucks
for the storm to pass

12. All work on tall, conductive structures will be stopped (this will inclnde and is not limited to HV transmission lines,
SCADA infrastruciure. MET lowers, or WTGS)

Fog

Prevention: Nonc
Preparation: Check local lorecasts. notily workers commuling (o sile and advisc them Lo allow more time for travel.

Response:
1. All personnel work in groups of two or more emplovees
2. Notice will be madc (o management or office personnel when personnel ate going on sile
3. Site personnel will always have communication devices on (heir person
4. Rednce vehicle speed appropriate for visibility and conditions. lce mayv also be present on roads requiring further
reduction in vehicle speed

Snow/Ice

Prevention: None

Preparation: Check weather forecasts, notily workers (o allow more time lor travel. Monitor condilions throughout the day.
Ensure vehicles are in good mechanical condition and fuel tanks are filled, workers have water and appropriate clothing,
lood stores al Q&M are stocked, and vehicle rescuc cquipment is available.

Response:
1. During snow condilions monitor wcather lorccast requently throughout the day

2. Dress appropriately for cold weather conditions

3. Plan - carry ¢xtra walcr and food

4., Carry company radio and/or cell phone

5. Usc ice scrapers 1o clear windows and outside mirrors of vehicles ol ice and snow
6. As needed, put company vehicles into 4WD
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7. Carry snow chains, shovels and a tow strap

8. Beware ol black ice

9. Drive and park company vchicles sulTiciently away from wind turbines (o prevent damage (rom lalling ice. Use
cantion when driving through snow drifts and be careful when walking - rocks. boulders, holes, gullies, ravines, or
drop-ofTs may be hidden underncath
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Extreme Cold

Prevention: None

Preparation:
Standard Tnventory; To address three of the basic necds, warmth, lood and communication, all personncl are required (o
havc the following ilems as standard inventory on their company vehicles or on their person before Icaving to the
opcrating lacilitics:
1. Two-way hand-he¢ld radio
2. Standard first-aid kit AED
3. Warm clothing
4. Vehicle fuel tanks full
Shelter: Il condilions warrant a nced for shelter, and personnel arc unable (o leave the wind larm site. they have two
options for shelter from the elements: their service vehicle or O&M building. Materials that must be stored in the safe
housc arc as lollows:
1. Three days’ supply of food which does not require preparation, and which is rich in carbohvdrates and protein
2. Three days’™ supply ol water

Response:
1. All personnel work in groups of two or morc ecmployecs

2. Notice will be made to management or office personnel when personnel are going on site
3. Site personnel will always have communication devices on their person
4. All personnel shall have as part of their first-aid training how to prevent. diagnose and treat health-related
injurics that may be causcd in extreme cold weather conditions (¢.g.. [rostbite. hypothermia, ¢lc.)
Earthquakes

Prevention: None

Preparation: Ensure cmergency response supplics are stocked and accessible, including lirst aid supplics, Oashlights, water,
and communicalion cquipment.

Response:

1.  Stay in the building. Many injuries occur while people run through the building to the outside. It is possible
to be hit by Nying objects. lalling plasier or other debris.
Assist any handicapped person and find a safe place for them.

3. Drop, cover and hold. Try (o lake cover under a table or other sturdy Turniture. Kneel, sit or stay closc 1o the
floor. Hold onto furniture legs for balance. Be prepared to move with vour cover and face away from
windows. Doorways may not be the salest location lor protection. I you are outside, stay owtside. Go to a clear
area away from buildings, trees and power lines

Immediatcly AFTER ihe carthquake:
1. Be prepared for aftershocks. Although nsually less intense than the main quake. they can cause further
structural damage
Guas leaks might be present. Do not use lanterns, torches, lighted cigarettes or open flames
3. Tl firc is caused by the carthquake, implement the fire procedures
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4. Tlevacuation is ordered, follow building cvacuation procedurcs

Field Response:
1. Move to an open area away from turbine towers, power lines and poles
2. Gel low 1o the ground and balance yourscll, The ground may move violently or several minules

Immediatcly AFTER ihe carthquake:

1. Be prepared for aftershocks. Although nsually less intense than the main quake. they can cause further damage

2. Usc your radio Lo notify management of your stalus and position.

3. Rcmain at your designated rendesvous location until you have answered a roll call by a manager. Do not [cave
the premises until accounted for and given permission to do so by a manager. Valuable time could be wasted
scarching lor personnel that have not followed correct procedures. You may be direcied Lo return to the AES
office location.

4. Only members of management can declare the state of emergency over and give permission (o leave the
designated rendezvous location or the AES shelter area

Material Spills

Prevention: All BG workers are trained in spill prevention, control, and countermeasures (SPCC). and all site personnel will
opcrale withing the parameters of the BG-SPCC program lor cach respective sile. The programs are availablc at:
SiteDocs2020>Resources>BG-SPCC

Preparation:
Malcrial spills can be classificd into two distingl categorics: incidental refeases and emergency releases,

« [ncidental Releases

Incidental releases are small, isolated releases of chemicals, such as cleaning solvents, which do not present or have the
potential 10 cause injurics or requite cvacualion other than from the immediale relcase arca. Incidenial spills can be clcaned
up by persomnel who have received proper training under the AES global standard and have the proper safety equipment.
Incidental releases do nol require the response of emergency personnel and/or local [ire department,

« Emergency Releases

Emcrgeney releases are incidents that involve large quantitics of chemicals and/or have the poteniial (0 cause injurics, A
release that requires the response of an outside vendor. emergency personnel and/or local fire department is an emergency
release.

Safety Data Sheets (SDS) for all chemicals used at BG can be obtained from:

http://apps.qglobalmsdslibrary.com/app/ss/cid/38WA1TESSFSXC3C9ZJU7TM4URBXP34S

Response:

If a spill or leak occurs in conjunction with a fire, workers must IMMEDIATELY evacuate the area and notify the fire
depariment. First responders MUST be informed of the chemicals relcased in the arca, and provided with SDS sheets if
requested

Employce Procedures for Material Spills (Office)

1. Do not come in contact with the chemical
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2. Trihe spill or vapors may causc an immediate threat to human life or health, cvacuate the arca
TMMEDIATELY

3. TIrspill isn't immediately hazardous to life or health, unnceessary personnel should Ieave the immediate arca.
Visitors, contractors and handicapped personnel in the area mayv need help exiting.
Anyonc who is contaminated by the spill should avoid spreading the conlamination
5. Seal-off area to prevent contamination of others. 1f the product is known. obtain and consult the SDS. and
follow the guidclines found therein
6. Initiate washing-off and first aid for anvone who has been contaminated by the spill
7. Reporl the incident (o the EHS Salcty Coordinator, Tecam Leaders or General Manager
8. Management will record the following information and inform the EHS Specialist:
¢  Type of incidemnt.
¢ Injuries
s Namge and quantity of ihe maierial, il known
»  Possible harards o persons or the environment
9. Containment and clean-up will be conducted by trained staff designated by management, following the
applicable guidclines as shown in the scction of this document entitled “Material Spill — Ficld”
10. If the spill has occurred in a warehouse/shop area. perform the following:
¢ Isolate the area and open bay doors
¢  Confine spill with the proper material
¢  Turn off all oxygen tank valves
¢  Turn off inert gas valves
¢ If deemed necessary, remove all vehicles (including forklifts) from the building
s Ilinstructed Lo cvacuate. fellow the building cvacuation guidelines

Employce Procedures for Matcerial Spills (Ficld)

Identify spill “transportation” mechanism.
¢  Spill “transportation” mechanisms are routes by which the spilled material will move. These routes may include
drains. sumps, (owers, nacclle bedplaie, blade hubs, channels, ducts, and cxposcd soils. Tdentily source, (gearbox,
transformer, brake svstem, generator, main bearing and blade). If possible, note the condition of the source. Check
(or the following: gearbox casing cracks, defective hoscs, ruplures, physical damage. valve leaking, and conlainer
damage.

Oblain the SDS flor the product

Sccure the Arca;

¢ To secure the area. barriers such as cantion tape or cones may be used. If more than one AES emplovee is available,
perform a sceurily role, keeping other employces out of the arca while a sccond cmploycee notifics a supervisor

Nolily Supervisor(s):
s Onge the arca is sccured so thal an unsuspecting individual will nol be harmed by (he spill, the person who
discovered the spill should notify the EHS Safety Coordinator and their supervisor.

Tmporiant information that needs 1o be conveved (o the EHS Safcty Coordinator:
»  Exact location of the spill
s Volume of maicrial rclcased
s  Rate ol rclease
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¢ Dircction of spill movement
¢  Product involved

Personal Protective Equipment (PPE): For most small spills, personal protective equipment may be limited to chemical
resistant gloves, protective eyewear, and an apron. (Consult the SDS for handling instructions.)

Control the Spill: Siop the Now of material release, i possible, ¢.g.. ¢lose valves, tighten hose conneclions, plugging a hole
or breach, or righting a tipped container

Contain the Spill: Where “control the spill™ refers (o stopping the release at the source, “containing the spill” refers Lo
stopping the movement of the spilled material once it has been released. Spill containment may inchide such things as using
dirt dikes Tor ground rclaicd spills or lemporarily scaling any openings in the bedplate for nacelle related spills. Absorbent
pads and/or absorbent media such as “Bio sweep” or equivalent compounds can be used.

Clean Up: We use two basic means for cleaning up a spill. The material may be recovered and absorbed. Once the spill is
clcancd up, the debris gencrated during this operation needs (o be disposed of properly.  Also, any contaminated equipment
{including personal protective equipment) and personnel nmst be decontaminated
* Recovery.
Lnterior / Exterior Tower Cleammp (WATER): The recovery of water generated from interior/exterior tower
¢leanup requires appropriale cquipment, such as a special vacuum unil (¢.g., bilge pump).
Exterior Tower Cleammp (SOIL): Cleammp of contaminated soil may include the use of a shovel and or backhoe.
All soil with visible (races of contamination must be removed and placed in DOT-approved drums
s  Absorption,
Absorption of a spill requires the use of a material that will not react with the spill but will soak it up: collecting
it inlo a form that may be saflcly handled. The standard issuc turbine rags arc used lor intcrior spills
o Containers.
All materials recovered from a spill must be placed in DOT approved containment drums. Each container must
be labeled belore use
»  Decontamination.
The cquipment and personnel decontamination are typically very casy. The following is a simplificd overview
of decontanmination procedures. The actual steps taken should be appropriate for the materials/substances being
handled during the spill cleanup. SDS’s give specilic recommendations on decontamination.
PPE (e.g.. gloves) utilized during clean up, must be properly disposed of. Gloves should be inverted so that
conlamination is “contained™ inside the glove. Tools may also be washed in a mild soap and waicr solution.
If an employvee meets a hazardous or potentially hazardous substance, the affected area should be washed. using
plenty of waler and a mild soap (for skin).
8) Reporting: The requirements of the appropriate SPCC (Spill Prevention Control & Countermeasure) plan must be
ollowed.
9 Hazardous Waste Transportation: Certified waste transporters nmist be used when transporting waste to a
disposal/collcclion
sitc. AES uscs DOT approved hazardous malerial contractors. All transporled malerials are documenied via harzardous
material manifest and if applicable reported to the appropriate regulatory agencies.

Bomb Threats/Sabotage

Prevention: None
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Preparation: BG will conduct training at Icast annually via any approved method, (o instruct workers how Lo respond (o
bomib threats. Training may be included with Active Shooter or other crisis response/management training. BG facility will
maintain compliance with all NERC physical sccurity requirements, and audit compliance as prescribed by AES corporaie
policy.

Response:
Bomb Threat

e Rcmain calm,

e Notily a lacility supervisor, such as a Team Leader or EHS, who will notily authoritics immediately

e (all 9-1-1 or vour local law enlorcement il no lacilitly supervisor is available.

+  Refer to the DHS Bonib Threat Checklist for gnidance. if available.

+  For threats made via phone:

+  Keep the caller on the line as long as possible. Be polite and show interest to keep them talking. DO NOT HANG UP,
even il the caller docs.

» TIlpossible, signal or pass a nol¢ 10 other stalT (o listen and help notify authoritics.

e Writc down as much information as possiblc—caller TD numbet. exact wording of threal. type of voice or behavior,
etc.—that will aid investigators.

+ Record the call, if possible.

+  For threats made in person, via email, or via written note, refer to the DHS Bomb Threat Checklist and DHS-DO)
Bomb Threat Guidance for mote information.

e Beavailable for inicrviews with [acilily supervisors and/or law enforcement.

» Follow the authorities’ instructions.

+  Facility supervisors and/or law enforcement will assess the situation and provide guidance regarding facility lock-
down, scarch, and/or cvacualion,

Suspicious Packages/Ttems

e Rcmain calm,

e Do NOT iouch, tamper with, or move the package. bag. orilem,

e  Notily a lacility supervisor, such as a Team Leader or EHS, who will notily authoritics immediately

o (all 9-1-1 or your local law ¢nforcement il no supervisor is available,

* Explain why the package, bag. or ilcm appcars suspicious.

» Follow instructions. Team Leaders, EHS, and/or law enforcement will assess the situation and provide guidance
regarding shelicr-in-place or cvacuation,

e IIno guidance is provided and vou leel you are in immediale danger, calmly cvacuale the arca. Distance and proleclive
cover are the best wavs to reduce injury from a bonib.

+  Be aware. There conld be other threats or suspicious items.

Building Utility Failures

Prevention: None
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Preparation: Ensurce Mashlights are available to lacility workers in the Q&M building. Tnspect back-up gencralors on sile
periodically and verily their Tunctional availabilily

Response:

1. Unless there is another related problem, such as a. fire, remain in vour designaled work arca until dirccied to do
differently by a supervisor

2. Assisl visilors as nccessary

3. Usc Nashlights where available DO NOT usc candles or other types of flame or heat-producing devices [or
illumination

4. Assigned personnel should place an emergency gencrator on-line (o provide essenlial power Lo critical arcas of
the lacility

5. Follow proper conununication procedures

Building Plumbing Failures/Flooding/Water Leak
Prevention: Maintain septic system and water treatnient system per manufacturer’s instructions
Preparation: Review procedures with all site personnel
Response:
1. Ccasc using all clectrically powered devices and cquipment

2.  Evacnate the immediate area to prevent injuries
3. Notify a manager immediately

Natural Gas Leaks

Prevention: Inspect systems such as heaters and generators that operate on natural gas or liquid propane {LP) periodically
and replace any faulty or questionable parts.

Preparation: Review procedures with all site personnel
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Response:

DO NOT SWITCH LIGHTS ON/OFF OR UNPLUG ANY ELECTRICAL EQUIPMENT. ELECTRICAL ARCING
COULD TRIGGER AN EXPLOSION

1. Ccasc all operations

2.  Evacnate area inumediately

3. Notily a manager immediaicly

Ventilation Problems
Prevention: None
Preparation: None

Response:

IT smoke or odors comes rom the ventilation system, immedialcly notily a manager and il nceessary, ccasce all operations and
vacate the area. Ascertain cause of smoke or odor if possible, and shut off malfunctioning svstem (heat, A/C. etc.) Notify
emergency services in case of fire or medical emergency resulting from exposure.

Power/Communication loss with ROCC and/or Buffalo Gap T-1 line

Prevention: Pcriodic asscssment ol communicalion sysiems conduciced by appropriale AES personnel (IT, OT, CTP, NERC,
cle.)

Preparations: Review response procedures with personnel periodically.

Response:
1. Form a Backup ROCC opcrations tcam, which shall consist of two (2) BG (echnicians per shifl and (1) Team
Leader on day shift
The rest of BG team reports to work as normal
The Backup ROCC shall operaie on a. 12-hour shilt schedule and will be responsible for 24x7 operations
The Backup ROCC team will receive and implement deploynient orders and be responsible for the operations of
BG1, BG2 and BG3
5. Issue notices to AES Integrated Energy (ALE) at 937-259-79569 and aesusmarketops:@aes.com to inform them
of the temporary change in operation with correct contact information. inchiding the dispatch call mimber
6. Communicaic any changes in (he situation to AES managemenl as neccssary

o

7. AES BG will inform ATE via cmail, with a copy 1o AES Palm Springs ROCC desk once operalions relurn (o
normal
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Crime, Violent Behavior & Civil Disturbances
Prevention: Nong
Preparation: Periodic review of response procedures with site personnel.

Response:
Crime and/or Violent Behavior (In progress)

If you arc a victim or a witness (o any criminal ofTense, report the incident as soon as possible, providing the lollowing
information:
1. Call *911”
2. Give the dispalcher: Nature of the ingident, location of the incident, a descriplion of the suspect(s) involved. a
description of any weapons involved. and a description of any property involved

3. Notify a manager
4. Slay on the line with the dispatcher until a police officer arrives at the seene
3. Kceep the dispatcher informed ol any changes in the situation so thal updaled information can be relayed to the

responding units. Even if vou are the victim and unable to commmuicate further, tryv to keep the line open
Crime and/or Violent Behavior (Not in progress)

All ¢rime should be reported. Be prepared to provide the following information (o the investigating ofTicer:
1. When the incident occurred
2. Ilaproperty crime, what was laken or damaged
3. The names and/or descriptions of aiy suspects or witnesses

Civil Disturbances

Any cmployee noting a possible civil disturbance should contact a manager immediately

1. T neceessaty, sccure building entrances and cxits
2. Should unauthorized intruders gain access omto premises, refrain from any contact with the intruders
3. All coployeces should remain in the arca, remain ¢alm and ollow instructions [rom management,
4. Should intruders gain access into the building and damage property. emplovees should not interfere. The personal
safety of our emiployees is more important than the protection of our property
Gun Shots:
1. Tmmediately climb down rom the turbine
2. Notify manager
3. Evacuale all personnel in the arca immediately
4. lmmediately report the following;

+  Tvpe of incident
+  Are there any injuries
» Location of the source of gunlirc
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Active Shooteur

Prevention: None

Preparations:

1.

Lad

n

8.
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Incident Command Team (ICT) or Scnior Management should establish a procedure for review ol existing emergency
plans on a regularly scheduled basis (al Ieast annually).

ICT or Senior Management should csiablish a procedure for performing a. hazard vulnerability analysis review and
threat assessment to determine necessary resources to respond to an Active Shooter incident (at least annually).

BufTalo Gap Facility should conduct drills/cxcrciscs (o (est responsc 10 an Active Shooler emergency that includes all
areas/personnel as well as local. regional, state and private sector partners.

BulTale Gap Facility should develop an alicr-action reporl (AAR) (o ¢evaluate current policics and procedures and
update plans based on the AAR’s strengths and areas for improvement.

An Aclive Shooler is an individual aclively engaged in killing or allempting (o kill pcople in a confined and populaied
place: in most cases, active shooters use firearms and there is no pattern or method to their selection of victims. Active
shooler siluations arc unprediclable and evolve quickly. Typically, the immediaie deplovment of law enlorcement is
required to stop the shooting and mitigate harm to victims. Because active shooter situations are often over within
10-15 minuics, belore law enforcement arrives on the scene, individuals must be prepared both mentally and
physically to deal with an active shooter situation.

An active shooter in your workplace may be a current of former ecmployee or an acquaintance of a current of former
eniplovee. Staff may notice characteristics of potentially violent behavior in an enmiployee. Alert your Human
Resources Department or Management il you belicve an employec exhibits potentially violent behavior,

To best prepare staff for an active shooter situation, create an Active Shooter emergency plan/procedure and conduct
training exercises. This will prepare stalT (o clTectively respond and help minimize the loss of life. The most elTective
way to train staff to respond to an active shooter sitnation is to conduct mock active shooter training exercises. Local
law cnforcement is an excellent resource in designing (raining exercises.

o Ensurc the (acility bas at [casl two cvacuation roulcs

s Post cvacuation roulcs in conspicuous locations throughoul your lacility

s Beaware of indications of workplace violence and take remedial actions accordingly

o Tnslitule access controls (keys, securily pass codes)

s Make sure plans include relevant information and address individuals with special needs/lunciional needs

Assenmibling crisis kits

¢ Radios

¢  Floor plans

¢  Staff roster with contact information
e  First aid kits/AED

¢  Flashlights
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9. Componenis of an Active Shooler Training Plan

Response:
Quickly

Recognizing the sound of gunshots

Reacting quickly when gunshels are heard and/or when a shooling is witnessed
Evacualing the arca

Hiding out

Acting against the shooler as last resort

Calling 911

Reacling when law enforcement arrives

Adopiing the survival mindsct during times of crisis

determine the most reasonable wayv to protect vour own life. Remember that injured people are likely to

follow the lead of emplovees and managers during an active shooter situation.

o N e

Take note of the two nearest exits

Il vou arc in an office/room, stay there and sccure the door (door should open in)

If you an in a halhway, get into a roont and secure the door {door should open im)

Call 911 when il is salc 10 do so and alert police to the shooter’s location. T you cannot speak., Icave the ling open

and allow the dispatcher to listen

Lh

Il an actlive shoolter is ncarby: lock the door, silence your cell phone. turn off any source ol noisc, hide behind

large furniture or other fixtures and remain quiet

¢  Evacuate: (if escape route is accessible)

o

O O 0 ¢ 9O 0o 0

¢ Hid

L]

Have an escape route in mind

Exacuate regardless of whether others agree to follow

Lecave your belongings behind

Help others escape, if possible

Prevent individuals from entering an arca where the active shooter may be
Keep your hands visible

Follow the instructions of any police officers

Do not atiempt (o move wounded people

Call 911 when vou are safe

Out: (if evacuation is not possible)

QO ¢ O 9

o}

Hiding place should be out of shooter’s view

Provide protection if shots are fired in vour direction

Do not trap yoursell or resirict your oplions [or movement
Lock the door

Blockade the door with heavy fumiture (door should open in)

¢  Take-Action: (Last Resort, imminent danger)

o}

c O 0 9O 0
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Ag a last resort, atiempl to lake the active shooter down, When the shooter is ¢lose range and you cannol
flee. vour chance of survival is much greater if ¥ou tr¥ to incapacitate hini/her

Atllempl Lo disrupt and/or incapacitate the active shooler

Act as aggressively as possible against him/her

Throwing ilcms and improvising wcapons

Yelling

Commil Lo your actions
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Recovery

1. Critical Incident Stress Debriefing and/or counseling should be made available to impacted parties to provide any
neeessary physical, emotional and psychological support.

2. ICT or Senior Management should develop an AAR/IP that addresses Buffalo Gap Facility areas of strength and
areas for improvement that can, later, be incomporated into Buffalo Gap Facility operating procedures to enhance
[uture responsc.

Pandemic

This procedure is to provide a guide if we experience a Pandemic outbreak at the AES Buffalo Gap facilities, ROCC
(acilitics, or at the AES BulTalo Gap and Palm Springs lacilitics. This will only be instituled on a icmporary basis until
normal operations can resume.

Prevention: None

Preparation: Periodically review response procedures with site personnel. Ensure Team Leaders are familiar with the
response and their roles therein.

Response:

Pandemic Emergencics (OQutbreak in Abilene, ROCC functioning)

I

® N

9.

An Essential Personnel Team (EPT) must be formed consisting of one (1) BG leader and two (2) technicians. Team
will rotate as nceded

All BG personnel except for the (EPT) shall remain at home and not report to site

(EPT) shall rcport to the sile during normal 8-hour work shili, Monday — Friday. and shall be responsible Tor the
day-to-dayv operations of the business and no ROCC coverage required at the site

Main gate 1o the office compound and the O&M building doors will remain locked while personnel arc on-site in
addition (o being locked aficr-hours

Inspect weekly the on-site gasoline/diesel tanks and verify adequate quantity in storage

Stock sufficient food and waler on sile as ecmergency supplics

All BG personnel to report to the on shift (EPT) of their personal situation dailv

Daily conlcrenge calls will be held between BG Ieaders and the on-shifl (EPT) Lo communicale the siluation at the
site as well as the BG personnel situations

Communicate any changes in the situation Lo AES management as necessary

Pandemic Emergencics (OQutbreak at ROCC, Ahbilene functioning)

1.

o

n
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Form a temporary Backup ROCC operations icam, which shall consist of two (2) BG techs per shift and (1) TL on
day shill

The rest of BG team reports to work as normal

The Backup ROCC shall operate on a 12-shill schedule and will be responsible for ROCC operations

Tssuc notices o ATE at 937-239-7956 and acsusmarkelopsidiacs.com (o inform the temporary change in operation
with correct contact information, including the dispatch call nunmiber

Communicate any changes in the situation Lo AES management as necessary
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Pandemic Emergencies (Qutbreak at Abilene and ROCC)

I

Wb

An (EPT) will be formed consisting of one (1) TL on day shift and two (2) Technicians per shift

All BG personnel except for the (EPT) shall remain at home and not report to site

EPT shall report to work on a 12hr shift schedule. EPT shall be responsible for the day-to-day operations of the
business, including the ROCC operations. One (echnician on cach EPT shall act as the Backup ROCC opcraior
Issue notices to AIE to inform the temporary change in operation with correct contact information, including the
dispatch call number,

Issue notices to AlE at 937-239-7956 and aesusmarketopsi@iaes.com to inform the temporary change in operation
with correct contact information, including the dispatch call number

Main gate (o the office compound and the O&M building doors will remain locked while personnel arc on-site in
addition (o being locked aficr-hours

Inspect weekly on-site gasoline/diesel tanks and verify adequate quantity in storage

Stock sufficient food and waler on sile as ecmergency supplics

All BG personnel to report Lo the on shilt (EPT) of their personal situation daily

. Daily conference calls will be held between BG leaders and the on shift (EPT) to communicate the situation at the

sile

. Report to GM daity
. Il no persons [rom cither Palm Springs or BulTale Gap siles arc available then, remole lacilitics will be requested to

oversee the park operations

Tower Rescue

Tower Rescue Program, is Lo educale, inform, and prepare AES Wind Generation — BulTalo Gap Technicians, Management,

and Contractors to be aware of hazards from working at heights. This section will ontline a basic plan for self-rescue from
heights and assisted rescuc from heighis, This scetion of the BulTalo Gap Emergency Medical Aclion Plan is intended lor
Authorized Personnel trained in Tower Rescue provided by AES or a recognized Tower Rescue training program. All

turbine rescues, including scll-rescuc with no injurics, must be reported to site management and EHS immediately.

Procedure for Tower Rescue (Assisted Rescue from Turbine)

I

[PE T 851

First assess the situation to verify that the fall did not damage the anchor that they were connected to. i.e., Ymm
cable. anchor point cic.

After vou deem the area safe to approach begin rescue procedures. First Aid, if necessary, and call for help.

In the event an assisied rescuc occurs, all personnel should use the best method of rescue available, while using the
training they have been given to properly use the life saving device.

Procedure for Tower Rescue (Response to Assisted Rescue from Turbine)
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1. When technicians in the field hear a call for assistance at a location over the radio. they will respond if possible

2. The closest technician will call other technicians on the radio and inform them that they will be there [irst and
begin clinbing to assist if needed or provide down-tower support.

3. Tradditional rescue supplics are needed up-tower, starl lowcering the hoist il possible
The second team in response will post their truck at the entrance gate to that row. These people will flag all
emergeney vehicles o the location of the incident.

5. Inthe event the victim needs a helicopter for their injuries then locate the nearest Pre-Established Landing Area
(PELA) 1o vour location and call the Air Evac Life tcam. Tell Air Evac what site you arc on and the (PELA)
mumber. You need to also inform them of the proximity of your location to that (PELA) and anvthing to look
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for 1o identily vour location. This could be anything from a cluster of vchicles (o two vehicles parked diagonal
lo cach other making an X with (heir headlights (o identily a proper place (o land.

Procedure for Tower Rescue (Self Rescue from Turbine)

#  In case of a self-rescue from a Wind Turbine; Self-rescue is the last means of exiting the wind. turbine and
should not be conducted il any other means ol exiling arc possible, All AES personnel will be properly (raincd
in self-rescue during the rescue training course and will be asked to perform self-rescue under the supervision of
a cerlificd trainer,

Employee Procedures for Tower Rescue (Response to Self-Rescue from Turbine)

e TInthe response (0 a Scll-Rescue from a wind turbine, there are a few very imporiant steps to Tollow. Tn the case
that a AES employee or contractor needs to perform a self-rescue, assess the situation, DO NOT put yourself in
harmi’s wayv, contact base radio and all emplovees to notify that the situation has occurred. Once evervone is
aware of the situation, begin self-rescue from wind turbine.

Rev.08/22/2022 34




BG-ERCP

General Manager Affidavit — recr s ssomo:

1.

Relevant operating personnel are familiar with and have received training on the applicable contents and ¢xccution
of the EOP, and such personnel are instructed to follow the applicable portions of the EOP except to the extend
devialions arc appropriale because of specilic circumstances during an ecmergency.

The EOP has been reviewed and approved by the appropriate excculives

Drills have been conducted to the extent required by subsection (f) of PUCT 23.53(c)(F){))-(3)

The EQOP or an appropriate summary has been distributed to local jurisdictions as needed

The entity maintains a business continuity plan addressing the return to normal operations after dismptions caused
by an incident

The entity’s emergency management personnel who are designated to interact with local, state, and federal
cmergency management oflicials during emergency events have reecived the latest TS-100, 1S-200, TS-700 TS-800
National Incident Management System training.

Signature: Verce —Lﬁd—fé’ Date: 02/27/2023
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Anncx (A) — Review and Revision History

Document Review
Reviewed by Date Revision number
R Quezada 2/25/2023 1
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Annex (B) . Distribution (PUCT) 25.53(C)()(A)i-Gi)
ERCP/EQP Distribution and Training
First Namg Lasl Namg Posilion Daltc reccived
Derek Flovd BG1 Tech 2/21/2023
Jonathan Richardson | BGI1 Tech 2/21/2023
Richard (Rick) | Humecky BGl Tech 2/21/2023
John Hoguc BG?2 Tech 2/21/2023
Juan Ccrna BG2 Tech 2/21/2023
Manuel Vasquez BG2 Tech 2/21/2023
Michacl Millg BG2 Tech 2/21/2023
Siclan Limoncs BG2 Tech 2/21/2023
Treayor Hobbs BG2 Tech 2/21/2023
Trenton Bounds BG2 Tech 2/21/2023
Zachary Hogue BG2 Tech 2/21/2023
Mason McClain BG2 Tech 2/21/2023
Bryson Florcy BG2 Tech 2/21/2023
Clifton Golden BG2 Tech 2/21/2023
Johnathan Maples BG2 Tech 2/21/2023
Lolly Bradbury BG2 Team Leader 2/21/2023
Mark Hagood BG2 Lead Tech 2/21/2023
Casc Braswcll BG3 Tech 2/21/2023
Triston Dean BG3 Tech 2/21/2023
Zachary Willians BG3 Tech 2/21/2023
Gayland Blaylock BG3 Tech 2/21/2023
Austin Millgr BG3 Tech 2/21/2023
Justin Calcote BG3 Team Leader 2/21/2023
Kyle Phclps BG3 Lead Tech 2/21/2023
JelT Ludlum BOP 2/21/2023
Jeremy Kingston EHS 2/21/2023
Juan Percy. Warchouse 2/21/2023
Tim Hardin Planner 212172023
Robert Qucrada NERC 2/21/2023
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Annex (D) — Load Shed PUCT 235,53 (CHe)(1)(B)

Not applicable to BG facility.

Annex (G) — Hurricane PUCT 25.53 (O)(e)(1)(F) and PUCT 25.53 (C)(e)(2)(E)
Not applicable to BG lacility.

Annex (J} — Transmission and Distribution PUCT 25.53 (C)(e)(1)(H)

Not applicable to BG facility.

Annex (K) Water Shortage Index PUCT 235.53 (C)(e)(2)(B)

Not applicable to BG lacility.
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N —— =
Annex (C) — Weather Emergencies (PUCT)25.53 (O)(e}1)-(2)

(i} Cold weather operational plan

Ice & Snow Conditions

Ice & Snow conditions can occur in the winter period from October to April. Senior management will use forecast
information in advance (the day before) 1o cnact this guidance.
e TInthc event of Severe Cold (<32°F), Tee, and/or Snow Torecast, AES ROCC (24 hr, moniloring (cam) will be
notified by Indji based on the weather conditions with potential operational impact.
+  Historically ice and/or snow accumulations great enongh will canse turbines to shut down until removed
¢ A Wind Icing Checklist form will be completed on Site Docs to determinge ifit is salc (o work in the weather
conditions. The form may be found on SiteDocs>Forms=Inspections>Wind lcing Checklist.
+  If falling ice is observed on site, work in the field will be stopped until conditions are no longer hazardous. 1n
crilical situations where work must be performed Lo protect grid integrity. the safe work procedures contained in
this annex mmust be observed.

Accumulations greal ecnough could possibly cause damage 10 overhead collection lings and main 138kV (ransmission lings,
Potential outages or communication interruplions will be reported to ROCC and DE as necessary.

In the cvenl of extremely low Temperatures:
s  BG1: -4°F (-20-°C)
s BG2:23°F (-5°C)
s BG3: 14°F (-10°0)

Turbincs may laull and not return 1o service until iemperatures rise above the minimum operating (emperature,

The ROCC team will relay information to AIE (QSE). Updates will be made. at a mininmum. every 24 hrs. until the severe
wcather threat has passcd.

BG Salety Coordinator (SC) will ask lor voluntecrs in November (o act as road scouts, soliciting individuals who travel [rom
Abilene and Sweetwater to cover the most frequent roads nsed by BG eniplovees.

The BG SC will look at the TXDOT road closure website for possible issues with road availability when icing problems are
known. IT it is determined thal road closurcs/problems are a possibility the SC will activate the scouting sy stem which will:
»  Ask the scouls Lo arrive carly 1o the plant (around 6:00 am) il the roads arc salely passable.
¢  Pass on information and opinion to the BG SC on the road conditions.
¢ If a scout is unable to get to the plant, they will contact the SC by phone.

If the scouts and SC determine that the roads are hazardous the SC or designee will:
¢ Contact BG's General Manager (GM) or designee and inform them of the road problen1 and on the GM final
recommendation the T/L™s and Lead Techs will:
s Scnd out e-mails and phone texts 1o the BG employvees on:
¢ A later arrival time to come to the plant; or
¢  (ancelation of work activities for that day.
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For icing condilions that occur through the day the GM or designee 1o determine il carly releasc is warranted. TF carly relcase

is nceded the SC and or Team Leaders (T/L) will contact their cmployvecs and inform them o return 1o the Q&M building and
lcavc the plant,

The 5C or T/L will pass on pertinent informaltion (o the cmployecs on the next day plan ol actlion,
If the road scouting svstem needs to be activated for the following morning the SC will inform the scouts.

Field Work Activities — Icy Conditions

Should icing occur on WTG's Lthat have county roads or high traffic roads that arc within 100 meters, these WTGs should be
shut down by SCADA until the risk of shedding ice no longer exists.

Weather forccasts must be consulted at the beginning ol cach work shill or ihe day belore to prepare [or any inclement
weather. Be aware of current temperatures, if teniperatures are above freezing (32°F, 0°C) or at/slightly below freezing with
turbines in direet sunlight. shedding ol ice may occur. do not allempt (o enler arcas where ice may [all.

Il ice is observed shedding in your arca do nol atlempt o enter. Go Lo a sale location and conlact sile management
immediately

In cold conditions in which the weather is favorable for ice forming, an initial inspection from a safe location shall be
perlormed belore any work beging on the WTG tower.,

The Lead Techs or designee and SC will make an ice check on the turbines. The group will make recommendations to the
park’s T/L will have the final say il

s Work will b delaved; or

s Cancclation of work activilics for that day.

Il ice is discovered aller the completion ol anice check (build-up throughout the day or previously unscen ice on the nacelle,
cle.) work is 1o stop immediaiely and all BG cmployecs arc (o ¢limb down the lower,

Nodtificalion of the change in conditions will be given over the plant radios or ¢ell phones. Everbridge notificalion sysicm
nmay also be utilized.

» The Lead Techs, T/L s or SC will pass on the information.

» The T/L and/or Lead Tech is responsible Tor gelling a head count and notify the SC il a icam is missing or late
returning to the O&M Building.

¢ Pefore exiting the tower, personnel nmst get clearance from the down tower person when it is clear to exit.

¢  The bottom tower person will reniain 300 feet away from the tower and use eve site or binocnlars to pass on
information (o the tower people when it is clear to exit the lower.

¢  Stop the turbine from a remote location via SCADA. Yaw the Nacelle to the desired location via SCADA.
(Prclerably to align the blades opposite of eniry door).

o Ongce all motion has stopped wail several minules 10 ensure no icc is shedding before approaching the turbine.

When transitioning from the concealment of your vehicle (o the Lurbines during icing condilions you are required o wear
ANSI approved hard hats in lieu of Petzl climbing helinets. Hard hats can be exchanged for climbing helmets once inside the
lower,
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Transler of lools and equipment lrom the vehicle o the lower will be as quick and prudent as salcly possible. Once the tools
and cquipment arc inside the tower, the truck will be parked upwind rom the tower at lcast 100 meters.

If falling ice is observed during work activities, technicians will be confined to work inside the tower or nacelle. Onsite
personnel will notily the lead (echnician of conditions,

The top of the nacelle must be salely inspected while securely standing inside the nacelle. Tlhice is present on the walking
surface, then no access is permitted on the exterior of the nacelle. Do not attenipt to remove any ice from the exterior of the
nacelle,

At lcast ong crow member must be designated to walch for any [alling ice or polential of ice throws [rom blades
The designated crewmember must have radio coninmnication with the rest of the team. And be located a safe distance from
the WTG.
¢ Approach the WTG with extreme care and park the service vehicle a safe distance away from the turbine.
¢  Approach the WTG from behind the hub to decrease risk of being hit if ice falls from the lmb.
¢  Use binoculars or spotting scope to help identifv ice on blades, nacelle, or hub. If ice is encountered notify site
management immediately belore proceeding.
s Ttis cveryone's responsibilily 10 make surc that all personnel are notilied of ice on external WTG equipment,
s EVERY crew must respond by radio or other communications, acknowledging they have received the warning.
s  No work shall be performed on top of or in the 300-meter xone of the WTG, including any transitions to the Hub,
anemometry tower or FAA lights if there is ice present on the blades, nacelle, hub or entry steps and handrails.
¢ All WTG work in or on the towers nmst be postponed until the ice has shed and there is no more danger of ice
falling from the towers.
¢ When personnel are already inside of a WTG when shedding begins, exiting from the tower is prohibited until the
shedding cvent has ceased.
s  All service vehicles, service personnel, contraciors and operations employees owlside of the WTGs in the ficld. must
leave all turbine areas until all ice has ceased to shed.

Local SCADA control operations procedure

During the event of the sile being or under immediale threat of being inaceessible duc (o harzardous weather then designated
personnel will stay at the site for sccurity and operations requircments.

BuflTalo Gap has cnough lood storage of three (3) days, and ecnough sanitary provisions to last throughout the duration ol
typical length of time. All personnel respousible for operating the site during emergency conditions due to weather will be
relicved of their dutics al Icast every 3 days, or as soon as possible.

Cold Weather Preparation/Winterization Checklist

Slart in Scplember the completion process of the Cold Weather Checklist in Site Docs>Forms=>Inspections>Winierivalion
Checklist.

Freezing Fog

Freesing Fog normally occurs during the months of Oclober (o April. TI the fog during wintcr months causes problems with
icing on the turbines BG will follow the guidance stated previously in the policy.

Inclement weather checklist and inventory can be found on Site Docs>Safety
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(ii)Hot Weather operational plan

Hol weather (>90°F) can impact production capabililics of wind turbine gencrators (WTGs) al the BulTalo Gap lacility. When
the ambient temperature climbs above the fault thresholds. turbines will shmt down to protect internal equipment until the
temperature drops below the fault threshold. The maximmm operating anibient teniperatures of the WTGs at BG are:

o Vestas: 100°F (38°C)

s GE: 140°F (60°()

¢ Siemens: 95°F (35°C)

Notification

ROCC will be notificd of the weather lorecast by Indji il the temperature [orecast is above 93F, (o preparc (or polential losscs
of production. DE will be notificd of polential losscs by the ROCC as appropriale.

Non-critical mainicnance work will be suspended il energy demand is high and troubleshooting work will take priorily (o
ensure maximum availability of park assets.

Temperatures will be monitored with WGBT locally, to calculate Thermal Work Limit (TWL) for personnel safety.

o InTWL <115 (High Risk, Restricicd Zong). no person (o work alone, no unacclimatized person (o work and work
limiled (o essential mainicnance or rescuc operations,

¢ InTWL between 115-140 (Medium Risk, Buffer, or Cautionary Zone), Cautionary indicates situations in which
cnvironmenial conditions require additional precautions Lo reduce heal stress, working alone 1o be avoided il
possible and un-acclimatized workers must not work at all,

e InTWL 140-220 (Low Risk. Acclimatization Zone), workers with nncertain acclimatization status shonld not work
alonc in this vonc: TWL >220 (Unrestricied Zong) unrestricted work, and no limits on s¢ll-paced work lor educaled,
hvdrated workers.

If the TWL drops below 115, workers may be removed from the field and park availability will be monitored remotely.
Turbines may be reset remotely or placed in a pending status {panse, repair. local) until the TWL rises sufficiently that
personnel may work safely and perform necessary repairs. No work except critical repairs mayv be permitted. and then only to
acclimatized workers having access to hydration, rest, and shade, at a pace to be set by their individual tolerance. If personnel
show signs of heat illness, work is to be stopped per the EOP.
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Annex (E} — Pandemic PUCT 25.53 (C){(e)(1 X C) and (PUCT)25.53 (C)(e)2ND)
Pandemic Emergencices (OQutbreak in Abilene, TX: ROCC functioning)

10

1L
12.

18.

Form “Esscntial Personnel Tecams™. An “Esscential Personnel Team™ (EPT) consists of onc (1) BG lcader and two (2)
technicians, (cam will rotate as nceded

All BG personnel except for the (EPT) shall remain at home and not report to site

{EPT) shall report to the site during normal 8-hour work shift, Monday — Friday. and shall be responsible for the
dav-to-day operations ol the business and no ROCC coverage required at the siic

. Main gate to the office compound and the O&M building doors will remain locked while personnel are on-site in

addition (o being locked aficr-hours

. Inspect weekly the on-site gasoline/diesel tanks and verify adequate quantity in storage

. Slock sulTicicnt food and waler on sile as emergency supplics

. All BG personnel to report to the on shift (EPT) of their personal situation daily

. Daily conlcrence calls will be held among BG [caders and the on-shill (EPT) (o communicate the situation at the sile

as well as the BG personnel sitnations
Communicate any changes in the siluation Lo AES management as necessary

Pandemic Emergencices (OQutbreak at ROCC: Ahbilene, TX functioning)

0.

10.
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Form a temporary Backup ROCC operations icam, which shall consist of two (2) BG techs per shift and (1) TL on
day shift

The rest of BG team reporls 1o work as normal

The Backup ROCC shall operate on a 12-shift schedule and will be responsible for ROCC operations

TIssuc notices 1o AES Inlegraled Encrgy (ATE) al 937-239-7956 and acsusmarkelopsiciacs.com 1o inform (he
temporary change in operation with correct contact information, including the dispatch call immber

Communicate any changes in the simation to AES management as necessary
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Pandemic Emergencies (Qutbreak at Abilene and ROCC)

13.

14.

13
16.
17.
18.
19.
20.
2L

22,

23,
24.
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Form “Essential Personnel Teanms™. An “Essential Personnel Team™ (EPT) will consist of one (1) TL on day shift
and two (2) Technicians per shift

All BG personnel except for the (EPT) shall remain at home and not report to site

EPT shall report 1o work on a 12hr shill schedule. EPT shall be responsible Tor the dayv-to-day opcrations of the
business, including the ROCC operations. One technician on each EPT shall act as the Backup ROCC operator
Issuc notices 1o ATE to inform the temporary change in operation with correct contact information, including the
dispatch call number

Issuc notices 1o ATE at 937-2539-7956 and acsusmarkceisopsiciacs.com (o inform the (emporary change in operation
with correct contact information, including the dispatch call number

Main gate 1o the office compound and the O&M building doors will remain locked while personnel arc on-site in
addition to being locked after-hours

Tnspect weekly on-sile gasoling/dicsce] tanks and verily adequate quantily in storage

Stock sufficient food and waler on sile as ecmergency supplics

All BG personnel to report to the on shift (EPT) of their personal situation dailv

Daily conlcrenge calls will be held between BG Ieaders and the on shifl (EPT) Lo communicale the situation at the
site

Report 1o AES managemeni on daily basis

If no persons from either ROCC or Buffalo Gap sites are available on site, park operation oversight will be
delegaicd 1o Bullalo Gap personnel Lo be monitored rom home.
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Annex (F) — Wildfire PUCT 25.53 (C)(eX(1)(D)

Response: Procedures for Fires (office, warehouse, or shop)
1. Fire discovered: EOP activaled.

2.

Lad

180C automatically notified by activated fire alarm system. will activate EMS remotely.

Sile operation oversight dutics will be assumed by ROCC, until local operations can be re-cstablished locally.

In the event operational oversight cannot be re-established. site leadership will coordinate with ROCC to schedule
operations and oversight with local remote personnel,

Response: Employee Procedures for Fires (field)
1. Fire discovered by employee: EOP activaied.

2.

vk W

=
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Field personnel shall immediately report the fire to EHS and Team Leaders. Designated person will call 9117,
ROCC and/or ATE will be notificd by site lcadership as soon as possible.

Fire location will be reported so potential losses can be assessed by ROCC and reported to AlE as appropriate.

Ficld personnel may be evacuated, and remote operational control will be implemenied Locally at the BG Q&M or
other designated location.

Tn the event the O&M is compromiscd, ROCC may assumc opcrational responsibility Cor the park. until local control
can be re-established.
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Annex (H) — Cyber Security PUCT 25.53 (C)(¢)(1)(G) and PUCT 25.53 (C)(c)(2)(F)

Cyber Security Incident Response Plan

The TSCT created and maintains a Cyber Sceurily Response plan lor BES Cyber Sysiems classificd as Low
Impacl bascd on the crileria in CTP-002-5.1 Atlachment 1 Scction 3, The Cyber Sccurily Incident
Response plan defines how cyber events should be identified, classified, responded to. prevented

when possible. analvzed, contained as needed, communicated to the appropriate internal and external
anthorities, and documented.

AES Definitions

« Low Impact Electronic Security Perimeter (LLESP) — This is a logical boundary created to protect
Low Impact Cvber Assets from logical access by unauthorized individuals.

« AES US — This subsidiary of the AES Corporation oversees the managenent of generation,
substation, and control Facilities throughout the United States.

« Infrastructure Sccurity (I8) — The shared services organization within the US SBU that is
responsible for the physical security, cyber security, and CIP compliance for each of the Facilities
within the US SBU lootprint,

* Infrastructure Security Compliance Team (ISCT) — The tcam ol individuals within the T5 shared
scrvice group that is responsible for the creation, implementation, and mainienance of the Low
Tmpact Policics and Plans (or the Facilitics within the TUS SBU lootprint.

* Intelligence Security Operations Center (ISOC) — This (cam within ihe TS shared service is
responsible for the monitoring of physical and cyber controls implemented throughout AES US
operations. Members of this team are also responsible for threat identification and analysis for

AES Fagcililics in (he US,

Mcthods used by Tnlrastructure Sceurily and end-uscers to identily cyber incidents
include:

i. Moniloring of sccure networks 24x7x363 by TSOC Opcerators.

ii. End-users arc laught how Lo identily cyber and physical events during training
and incidenl cxerciscs.

iii. Monitoring applications, monitored and conligurcd by Tnlrastructure Sccutily
Admins are configured to send alerts when malicious code, command and
control traffic, or other suspicious traffic are detected on the secure networks

Classification as a Reportable Cyher Sccurity Incident

a. Cyber events and actnal or attemipted physical events are classified and reported
requirements identified using the EV-008 Incident ldentification, Classification, and
Reporting Tree spreadsheet. The spreadsheet is used to break down the event into
the following areas:

i. The detection method nsed to identify the event.

il. The nature of the event, whether it is 4 non-issue (an accidental or false

alarni), a suspicious event, or a malicious event.

iii. Whether the event was an unsuccessful or successful attempt to compromise
and/or dismapt an applicable perimeter, BES Cyber Systenm., or an EACMS
associated with the BES Cyber System.

iv. The BES Cyber Asset, Cyvber System, and/or perimeter where the attenipt was
focused.

v. A list of reportable criteria for the attempt or incident event.

vi. Any reporting obligalions. including any lollow-up reporiing requitements.
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b. Physical cvenls which would be ¢lassilicd as non-issucs arc not recorded using the EV-
008 Incident Tdentification, Classilication, and Reporting Tree spreadshect. bul instead
arc enlered into the AES Resolver document management application,

Tn addition, the ISCT may choosc Lo provide E-ISAC with information depending upon
the circumstances surrounding the following events to help improve the awareness to
threats common to the industry:

i. Suspicions Activities at AES US facilities

ii. Protests/Picketing at AES US facilities

iii. Phishing emails

iv. Social engineering attenipts

Priority

A priority is assigned to an incident based on the factors listed below to get the incident
resolved and closed as quickly as possible. The priority is assigned by the Technical Lead. along
with feedback from the Team Lead and the Infrastructure Security Lead, to assist in escalating
urgency amongst Incident Response Team (TRT) members. The priority is bascd on overall
impact and docs not imply a scrvice level time [rame,

a. High — impacis the rcal-iime TCS sysicm and communications (o the lacility 's Reliability
Coordinator or Balancing Authority.

b. Medium — impacts sccondary systems thal feed ofT delayed TCS statistics and the

facility s Reliability Coordinator or Balancing Authorily sourccs.

¢. Low — impacts contained 1o a workstation, single moniloring device or non-crilical

cyber asscl.

d. Guarded — an unsuceesslul attempt at securing unauthorized access, implanting a

Trojan or otherwisc allempting 1o sabolage the sccure networks which resulted in

Sccurity Support stall or delensive counlermeasurcs delecting and stopping the

attack.

Escalation

Based on the priority and impact of the incident, the Team Lead. with feedback from the
Technical Lead and Infrastructure Security Lead. may escalate the incident to other menibers
of the IRT. This decision is based on the technical expertise that the other members can offer
1o assist with the resolution of the incident.

a. Alerts - Received by the designated administrators of the monitoring applications as

well as the svstem operators and/or the cyber security personnel manning the 24/7

1S0C. If the alert meets reporting criteria the Team Lead. Technical Lead and

Infrastructure Security Lead are notified.

b. Events - Analysis of incoming alerts is done by the Team Lead with the support of the
Technical Lead, Infrastructure Security Lead and any other IRT members that are

required based on the nature of the event.

¢. Resolve or Escalate - If an event can be resolved by the Team Lead. Technical Lead,
and/or the Infrastructure Security Lead, then the event can be closed as ‘Resolved’. If

other persons outside of the IRT need to be notified or consulted. then the Team Lead

or the Infrastracture Security Lead can escalate the event to include those additional people.
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Responsibilities

The Core Incident Response Team (Core IRT) is made up of a Team Lead. a Technical Lead, and
and Infrastructure Security Lead. These members have been selected based on technical
experience. overall work experience. and/or positions in the company:

Team Lead —This employee is in charge of incident response. The Team Lead performs a variety of 1asks, including acting
as a liaison with upper management and other teams and organizations and ensuring the team has the necessary

personnel, resources. and skills.

Technical Lead — Has strong technical skills and incident response experience and has oversight and responsibility for the
quality of technical work that the entire incident response team underiakes. The Technical Lead is responsible for reporting
incidents identified upward and escalating the incident among team members.

Infrastructure Security Lead — Participates in the analysis. containment. remediation. reporting and documenting
information related to a security incident as required. They work with the Team Lead and Technical Lead to help coordinate
efforts to resolve and communicate information about the security incident. This group will also act as a liaison between the
Core IRT Team. Physical Security, Facilities Management, and the IT Support Staff. This role is fulfilled by an AES US
Infrastructure Security team member assigned to the incident.

Additional Roles/Members — Individuals in other departments may be contacted and/or utilized on a case-by-case basis if
their area of expertise is required during the event analysis or incident resolution phases:

Security and Facilities Management — Needs 1o be informed of breaches in physical security, threats. and stolen assets.
Facilitate all communications with local authoritics or FBI regarding physical or cyber security incidents.
Telecommunications — Is aware of the current capabilities. procedures and the point of contacts for working with data and
voice lelecommunications including microwave and radio.

IT Support Staff - Includes system administrators, network administrators, and software developers who have technical
skills to assist during an incident and have the best understanding of the technology they work with daily. This includes
personnel responsible for support of networking equipment and firewalls that may be needed to contain an incident.

Legal Department — should review the policy and procedure to ensure compliance with laws, May seck Federal guidance
from the general counsel or legal department if there is a reason to believe an incident may have legal ramifications,
including evidence collection, prosecution of a suspect, or a lawsuit,

Public Affairs and Media Relations — may be required if public notification is required or to control risk associated with an
incident that can harm the image or reputation of the company .

Human Resource Department — needs to be involved when an emplovee is the apparent target of an incident or is suspected
of causing the incident.

Scribe - will be responsible for recording meeting minutes and assisting in the

development of the incident timeline and lessons learned.
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Prevention

The local ICS Support Staff and AES US Infrastructure Security have implemented lavered
security defenses to help prevent incidents by ensuring that svstems, networks, and
applications are sufficiently secure nsing one or more of the following mitigating security
techniques:

* Firewalls

* Physical and logical access controls

*« Vulnerability scanning and assessments

*« Configuration Docunientation (ports, services, software, patch level)

+ [nstalled Antivirus software

* Change Management/Patch Managemennt

« Disaster Recovery Plan

« Incident Response Plan

+ Intrusion Delection System (TDS)/Intrusion Prevention System (TPS)

* Logging & Maoniloring, Sceurily Tnformation and Event Manager (STEM)

* Training

* Installed Change Detection

» No Wircless Access Poinls (WAP) and ad-hoc connection points are allowed within the
Sccured CTP Network perimeler

* Tncoming communication protocols lor the purposc of ¢cmail, chat or sireaming
audio/visual applications arc prohibited

» Network Monitoring

Preliminary Analysis

Local 1CS Personnel and the Infrastructure Security Lead perform preliminary analysis to
identify what has been or is being impacted by the incident. Local 1CS Personnel and/or the
Infrastructure Security Lead perform one or more of the following actions to ensure that the
incident analysis is accurate and effective:

+ Gather metrics of normal network and scrver activily for comparison against

suspected abnormal behavior.

*« Use SIEM and logging software for event tracking

« Perform event correlation nsing physical and logical assets

« Maintain and use a knowledge base

« Run packet sniffer software to collect network activity data

* Collaborate with others where appropriate

In-depth Analysis and Investigation

In-depth analvsis and investigation is conducted by the Technical Team Lead, the
Infrastructure Security Lead, their delegates, and/or support personnel to identifyv if anvthing
was compromised using logs and wlilizing open sources [or mitigation and remediation, During
this analysis. the (cam collects cvidence which is later used lor the Eradication and Recovery
scction of this procedure. Evidence collectied is uscd 1o examing the current issuc at hand in
addition 1o other vulnerabilitics which could prove Lo be present in the system and in need of
remedy,

4.9 Containment

The incident response Team Lead with the support of the Technical and Tnfrastructure Sceurity
Lcads, takes owncrship of the incident containment process. The containment plan includes
isolating the incident to prevent spreading (o other BES Critical Systems.

a. Scveral lactors arc considered in delermining the containment requirements:
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| ]
i. Potential Damage

i, Need for evidence preservation

iii. Service availability

iv. Time and resources needed to implement the strategy

v. Effectiveness of the strategy (e.g.. partial vs. full containment)
vi. Duration of the solution and priority

Threat Method of Containment
Demal of Service Atk Dirsconnect firewall from sxtemal network
As approgiate
*  Siop senices
Mabcious Code with Linknown Fie (Virus, Worm, Trojan) »  Dsconnectpows down affected assets from network
o Santire ench assel while desconnected from network in
detoi
o Maomton network/IDS momtonng ot afl events hove
! sloppesd
Mabcious Code with Known FivWorkaround (Virus. Worm. Tromn) Bololed by BOIVILS QUarantne
AdmmiUser Access Compromise Change Fasswords, nofify secunty

Unisitthorizad dat Afcalion Dhedsrmane: Causal user, testors compromesad dita from known good

sourts
Sotint Engimeenng " Notify sacurity, change passwords/access codes os needed
Unnushorzed physicol aocess mito seconty parmeten Rotfy secanty

As npprogrot

Exprassed Thrents agmnst Cyber Assals
- Il tha thieal B physical notily saciiity

= It the thieat s cyber and from outssda the ESP, deconnect
the firewall and mamtam network /IDS mondonng

Eradication and Recovery

Once an incident has been contained. all identified vulnerabilities exploited need to be
remediated and mitigated. Eradication and recovery is necessary (o eliminate components of
the incident. such as deleting malicious code and disabling breached user accounts. Recovery
may involve restoring systems. rebuilding systems. replacing compromised files. installing
patches. changing passwords and tightening network perimeter security. Eradication and
recovery steps are performed by 1CS Support. IT personnel, and/or Infrastructure Security
Personnel.

Communication Plan

Evidence gathering and handling, as well as identifving the attacker. is handled by the
Technical and Infrastructure Security Lead team members with the support of any additional
Incident Response Team members deemed necessary, who are educated in security practices
or forensics. If forensic expertise or court experience is needed the following external
agencies or companies are confacted.

Name Contact Information Site

FBI Notify through Infrasiructure
[ Security

Police/Sheriff (State and or Local) Notify through Infrastructure

Security

Tech Evidence 937-673-6085 www techevidence com
wiinaw Intelligence Technology 513-932-8343 Www.compulerexaminers.com

Appropriate Agencies (DoE, NERC, Maintained by Team Lead DOE FORM DE-417 or EOP-

Regional Entity, Reliability Coordinator, 004 Form

elc.)
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Incident Documentation

The TRT Infrastructure Sccurily Lead records all of the information related to the incident on
the EV-008 R1 Incident Response Log. The Infrastructure Sccurily Lead revicws the initial
incident information and status and notifies the incident response Team Lead. If required, the
Team Lead will report to E-1SAC. Information collected and documented on the EV-008 R1
Incident Response Log includes:

*« Reporting individual or entity

* Date and location of incident

« Brief description of the incident

« Affected Assets/Svstems

+ Status of the incident

« Expected duration

* Cause of Incident (if known)

« Actions taken

Law enforcenient involvement

+ Commenits

* Resolution methodologics used

* Lessons Learned

* Dalc the incident was closed

Cyber Security Incident Response Plan Tmplementation and Testing
The Incident Response Plan for Low Tmpact BES Cyber Svsiems is (esied al lcast once every 30-
calendar months. One of the following methods is used [or Lesting the Tncident Response Plan(s):
1. Paper Drill/Operational Exercise: A paper drill or operational excreise is scheduled with local personnel. The
ISCT creates a drill/exercise used (o test all aspects of the Cyber Sccurity Incident Response Plan,
2. Actual Cyber Security Incident Response: An actual sccurily incident responsc can be considered as a company s
*drill” for the 36-¢calendar month time period.

Documentation Steps

During an cxercise or actual event, the lollowing steps are used o document and improve, il
necessary, the Cyber Sceurily Incident Responsc Plan:

a. The EV-008 R1 Tn¢ident Response Log is used to record the incident parameters and
response aclivilics,

b. Nolcs, communications and documcniaiion relaled 1o the incident are summarized

into the EV-008 R1 Incident Response Log al the close of the incident,

¢. An Allcr-Action Review (AAR) is performed within 90 calendar days of the incident or
cxcreisc Lo determing il any Iessons learned during the incident should be added o

the Tncident Response Plan.

d. Any changes (o the Tncident Response Plan based on the AAR are made within 180
calendar days of the excreise or incident. The revision history maltrix for the plan is
updaled o detail the changes made.

¢. The TRT, Infrastructure Sccurity personnel, local lacilily (cam members (sce EV-008
Local Tncident Response Teams) and other individuals involved in the incident

response or exercise are notificd of changes to the Cyber Sccurily Incident Response

Plan.
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Annex (I) — Physical Security PUCT 25.53 (C)(e)(1)(H) and PUCT 25.53 (O)(e)(2XG)

In the casc of a physical sccurity breach:

Rev.08/22/2022 54

The General Manager (GM) nmst be informed of breaches in physical security, threats, and stolen assets. The GM or
designee will Tacililate all communications with local authoritics or FBI regarding physical or ¢yber scourily
incidents.

1SOC or ROCC will noiily local law enforcement of alarms indicaling a physical sccurity breach,

If a breach oceurs or is found during regular business hours, a Team Leader will notify local law enforcement of the
brcach.

Sitc personnel obscrving sccurity breaches will notily site leadership and call 911 i instructed o do so. Site
personncl working outside normal business hours will notily local law enforcement il the breach is in progress. 1
breach is not in progress, leadership will be notificd, and the Ieader will contact law enlorcement,

If perpetrators are still present, they will not be accosted or apprehended by site personnel, their location and
activities will be reported to law enforcement

Once perpetrators are apprehended by law enforcement, or if there are no perpetrators present, a Team Leader and
the BOP Team leader will go to the site of the breach and assess any damage to or theft of company assets and
deternine the effect on production.

The responding site leader will document the incident in an Incident Report on Site Docs, and include:
o  Reporting individual or entity

Date and location of incident

Brief description of the incident

Allceled Asscls/Sysiems

Current status of the incident

Expected duration

Canse of Incident {if known)

Actions taken

Law enforcement involvemeit

Conmments

Resolution methodologics uscd

Lessons Learned

Datc the incident was closed
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¢ Findings will be reported to the ROCC and AIE. Team Leaders, EHS, NERC will make an action plan to address
compromised assets and restore then to full function. Evidence gathering and handling, as well as identifying the
intruder, is handled by the Technical and Tnlrastructure Sccurily (cam members with the suppott of any additional
Incident Response Team members deemed necessary. who are educated in sccurily practices or lorensics. I forensic
cxpertise or court expericnee is needed the lollowing exiernal agencics or companics are contacied.

Name Contact Informaticn Bite
FBI Motify through Infrastructure

Security
Police/Shetiff {State and or Local) Netify through Infrastructure

Security
Tech Evidence 937-673-6085 wan techevidencea.com
Rinary Intelligence Technology 513-932-8343 AL GO eI Xaminers, com
Appropriate Agencies (DoE, NERC, Maintained by Teamn Lead DOE FORM QOE-417 or EOP-
Regional Entity, Reliability Coordinator, 304 Farm
efr)

Rev.08/22/2022 55




BG-ERCP

Annex (L) Restoration of Service, Business Continuity Plan (BCP) PUCT 25,53 (C)(e)(2)(C)

The purpose of Buffalo Gap Business Contimmity Plan (BCP) is to assist employees and management in making quality
decisions during times of crisis. This plan contains guidance in delermining appropriale actions Lo lake alier property loss
from the occurrence of emergency incidents. The plan will assist facility management in ensuring the survivability of the

varions business assets at Buffalo Gap AES Wind Generation. in the event of an incident.

Plan Goals and Ohjectives

Provide emplovees with procedures to follow for effective and safe actions after an emergency.

Team Composition:
| | Business Continuity Manager Vince Lesko or designee
Department Tecam Leaders Dave Barnetl, Lolly Bradbury, Justin Calcole, Jefi Ludlum

Buffalo — ;
Gap Response Coordinalors ;})a\/e }?a??euj Lolly Bradbury, Justin Caleote, Jeff Ludlum,
12,3 Jerenry Kingsion

Safety and Physical Security

: Jeremy Kingston and desicnees
Cominittee - b &

Busincess Continuity Manager

The Business Conlinuily Manager (BCM) is responsible for managing all pre-distuption activitics including working with the
BCM Team to set readiness expectations and anmal planning activities for the organization.

During a disruption, the BC Manger orchestrates response and recovery activities and manages communication and action
plan recommendations with the BCM Team,

Post disruption, the BC Manager orchestrates a return to normal activities including facilitating post disruption neetings to

document lessons learned to ensure the organization is returned to a ready state.

Department Team Leaders

Department Team Leaders (DTLs) Gll a similar role as the BC Manager, however within their assigned department. They
ensure that a Department Response Team is assigned and that plans are created and maintained based on the standards
included in this document. DTLs sometinies have dnal roles to play as both a Department Team Leader and on the BCM
tcam as an advisor providing planning activily recommendations from heir department’s perspective.

Response Coordinators

Response Coordinators (RCs) are individnals assigned to a Department Response Team who are responsible for creating and

executing response, recovery. and business {or more specifically department) contimmity for their assigned core functions.
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Safety and Physical Sceurity Committee

A Safety and Physical Security Committee must be established so that published safety and security procedures for building

cmergencics are kepl current and relevant, Regular drills must be performed. and resulls documented.

Succession Planning

The Department Team Leaders will suceced the Business Continuily Manager and automatically take his or her

responsibilities if not available after an emergency. The Lead Technicians will succeed the Department Team Leaders and

automatically take their responsibilities if not available.

Business Level Strategies

Critical Functions that would shut down one or more wind farms:

e 138kV Transmission ling oul of scrvice to BlulT Creck (all wind larms)

+  Comnmuications Rooms out of service O&M Building (all wind farms)

¢  Substation or Stations oul of service (one subsiation per wind larm)
e  Telecommunications 1. Four Wire (BG2) 2. Frame Relay (BG1 & BG3)

+  SCADA out of service cannot perform curtailment {one per wind farm)

Strategics for Recovery Activitics by Crilical Function:

138kV T-Line: Mobilize contractors on call list to repair. It may take days or months depending on the severity of damage.

a)
b)
c)
d)
c)
f)

Day 1 Je[T Ludlum & icam members notify the ROCDC, and ATE il instructed & asscss exient of damage
Day 1 Vince Lesko or Team Leaders notily AES Management

Day 1 Jeff Ludlum & BG Buver notify contractors and determine availability

Day 2 Jell Ludlum & icam deline scope of work, cstimaied time (o repair

Depending on contractor availability, mobilixe 1o complele work

Upon completion Jeff Ludlum notify AIE for energization authorization

Communications Rooms; Mobiliz¢ TT and conlraciors 10 reesiablish communications with Power Purchascr (ATE). We

estimate a maximum outage time of two (2) weeks.

a)
b)
c)
d)
c)
f)

Day 1 Je[T Ludlum notily AIE & asscss cxient of damage

Day 1 Vince Lesko or Team Leaders notily AES Management

Dayv 1 USSBU IT & BG Buyer notify contractors and determine availability

Day 2 USSBU IT & tcam deline scope of work, cstimalted time to repair or replace
Depending on contractor availability, mobilixe 1o complele work

Purchase communications equipment (readily available) and download software that is backed up offsite on

virtual machings.
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g) Upon completion JeT Ludlum notify ATE for encrgization authorization

Substations: Depending on severity of damage mobilize contractors and suppliers to repair. It may take days or nionths

depending on the severity.

a) Day 1 Jeff Ludlum & team members notify AIE & assess extent of danmage
b) Day 1 Vince Lesko or Team Leaders notify AES Management

) Day 1 Jef Ludlum & BG Buyer notify contraclors and deicrming availability
d) Day 2 Jeff Ludlum & team define scope of work, estimated time to repair

€) Depending on contractor availability, mobilize to complete work

0 Upon completion Je[T Ludlum notify ATE [or encrgization authorization

Telecomnmnications: Mobilize contractors and IT to repair or replace depending on severity (two scenarios Four Wire or

Frame Relay outage). Estimate a maximum two (2) weeks oulage.

a) Day 1 Jeff Ludlum notify AIE of BG2 and Four Wire outage

b) Day 1 Jeff Ludlum and OT assess damage and notifv Tavlor Telephone

¢) Day 1 Vince Lesko or Team Leaders notily AES Management

d) Depending on Taylor Telephone availability. niobilize to comiplete work

€) Upon completion Jeff Ludlum notify AIE for energization authorization

0 Day 1 Jeflf Ludlum notily ATE of BG1 & 3 outage duc (o Frame Relay damage
o) Day 1 Jeff Ludlum and 1T assess damage and notify contractors

h) Day 1 Vince Lesko or Team Leaders notify AES Management

i) Day 2 USSBU IT & tcam define scope of work, ¢stimated time 1o repair ot replace
D Depending on contractor availability, mobilize to complete work

k) Upon completion Jeff Ludlum notify AIE for energization authorization

SCADA: Mobilize wind farm supplier to repair or replace. BG2 would be restored in a
few days. BG 1 & BG3 estimated outage is one (1) week.

a) Day 1 Jelf Ludlum notily ATE & asscss exient of damage

b) Day 1 Vince Lesko or Team Leaders notify AES Management

) Day 1 or 2 Vince Lesko and USSBU IT notifies GE. Siemens or Vestas (OEM) as applicable of outage and
request support to restore SCADA (software download for Siemens and Vestas, GE software stored by AES)

d) Depending on OEM availabilily, mobilivc 1o complcic work

€) Upon completion Jeff Ludlum notify AIE for energization authorization

Recovery Time and Point Objectives

Recovery times estimated in plan.

Crisis Communication Strategy
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E——r = 1
Business Continuity Manager or alicrnaics dircel all media request and EHS Coordinator direct local cmergency

responders. Intemal personnel notified by site wide text message.

Plan Activation

Severity Level 1 & 2

These scenarios are covered in BulTalo Gap’s Emergeney Action Plan, Communication and opcrations can be perlformed
remotely by telephone and internet however if the site is inaccessible turbine repairs will not be possible nntil access is
restored. The remote 24-hour Operations Center will notily the technicians and leadership by text or phone call per their
standard proccdures and will control the operations. Remote operations can also be managed by lechnicians rom home il
internet is available. Having 293 turbines on 24,000 acres it is unlikely that all turbines will be affected.

Severity Level 3

IT the critical work location is destroved permanently, assuming this is the ofTice location once the communications rooms arc
rcbuill or restored operations could resume (see Critical Function 2 above). Alternative work location would be mobile unils
installed on site. This could be done in three (3) weeks. The likelihood of the entire site being destroved has been
delermined (o be a low probability duc (o the vast arca and has not been included in our plan strategics. Tn the event of major
damage to the lacilitics The AES Global Tnsurance Company and scnior management will be notified for delermination ol

next steps.

Severity Level 4

Qur Wind TT people have deiermined that a cyber-atlack on the BulTale Gap control sysicms is highly unlikely due (o
isolation [rom oulside networks and communications systems. Cyber-atlacks largeting specific systems arc generally known
in advance. [f applicable to Buffalo Gap systems, they could immediately be isolated from all outside nsers {OEMSs).
Noliflication

In the event of an emergency ot distuption the notification procedure and command control as outlined in Scction T1.3 of the

Emergency Action Plan will be implemented.

Communication with the Team as defined in the Emergency Aclion Plan will be by mobile phone, email (AES or personal
addresses), and radio if onsite or land lines if available. The remote 24-hour Operations Center will notify the technicians
and lcadership by text or phone call per their standard procedures:
During Normal Operating Hours

¢  Same as above.

¢ Emplovee Emergency Contact Information

s Updaicd 1/1/2019,

¢  Commmmunication Methods

¢  (ell phones, email, site radios.
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Administration Operation Strategies
Overview
¢  Site Management may operate from home if required. Support functions are remote from site.
s  Alicrnaic Work Localion Siralcgy
s  Allernaic work localions will require some lime Lo organize. As described above remole operations rom the ROCC
office will continue until the site is operational.
»  Emcrgency Operaling Cenler (EQC)

» A mobilc unit may be brought in on a temporary basis.

Return-to-Normal Strategy

The Business Conlinuily Manager will manage restoration of normal operations,
Ongoing BCM Activities

Next — Future Goals and Objeclives

Modily the BOM as required.

Change Control Management
The Business Contlinuity Manager oversees all revisions and updates o procedures and emergency aclion plans.

Plan Validation/Testing
This is a very small operation with few people. We have tested the notification procedure during weather events. Drills under

the Emergency Action Plan that may include these scenarios.

Grid Ex cxerciscs occur annually 1o test the Tunctions of the EQOP communication and response. Emergency scenatios arc
built and implemented during a test period, and all applicable respondents work through their roles in the real-time test.

Results are recorded and actions plans are made (o address any identificd issucs.

Plan Awarcness Education
Any Updales or Changes (o this Plan or the Emergency Action Plan will be communicated during Weekly sile mecling,

Annual or Quaricrly Business Review mectings.
Critical Yendor Products and Services

Allernale supplicrs have been identified for many of the plant’s requircments. Conlact information is included in

Supplemental Information Section below.
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Supplemental Information

AES Wind Generation — Buffalo Gap Emergency Contact List

Name Title Responsibility Mohile Telephone E-mail
Number

Tracy Jarvis Sor Mgr Plant BC Manager 325-725-6180 tracy jarvisiiacs.com
Operations

Vinee Lesko General Manager | BC Manager T60-060-0412 Vince.lesko@aes.com

Dave Barnett BGI Team DLT 325-721-3509 dave barnett{@aes.com
Leader Sccondary T/C

Justin Calcote BG3 Team DLT 3259770620 justin.calcoteiziacs.com
Leader Secondary 1/C

Lolly Bradbury BG2 Team DLT 325-627-5939 lolly bradburyizhacs.com
Leader Sccondary T/C

Jeremy Kingston EHS Coordinator | RC Primary 1/C 325-219-2832 Jeremy kingston‘@aes.coni

Jell Ludlum BOP Lead Sccondary T/C 325-266-3029 jelTery Judlumiziacs.com

Emergency Contacts

LTL expedite and heavy haul

ABF Jonathan Davila 325-754-4521 SCTVICCS

Abilenc Rental | Customer Service 325-676-1500 Equipment Rental
Abilene Sales service 325-673-7962 MRO Supplies
Leonard service 800-685-7867 Water service

Walcr works Jason Cory 323-338-0956 Walcr, Collce, Sugar
Associated

Contraclors DcWavne Key 323-672-7806 General Coniraclor
Blake

Fullenwider

Dodec Scrvice Depl. 3235-893-1416 Vchicle Mainicnance
Hudman

Plumbing and

Septic Mike Hudman 325-338-8542 Plumbing/Septic
Cranc Scrvices | Cody Hethcoal 323-723-7333 Crancs

DXFP

Michael Pavne

325-672-5628

Tool, Rebuilds, MRO

Evans Jocl Dreisladt 323-236-1880 Parts lor BG2 Turbings
FedEx J.R. Foster 325-829-6071 Frt. Carrier

GE Joint

Mailbox eneriv. windpartscnstomerfulfillinentidaes.comn BG2 Turbine Parts

Chervl Collamer

518-385-8102 / cell 518-937-8094
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Office: 817-561-9900
Tcchling Nathan Chan Ccell: 817-487-8799 BOP Paris
IT Wind Rachel Tavlor 760 3296431 x 146 IT
McMaster-Carr | Custonier Svc 404 346 7000 Tools, MRO
Miller Dirt
Works Miles Miller 325-669-9163 Road Work
325-201-6868 Road Work, Gates, Cattle Guards,
Circle C Josh Martin circlechanlingllci@yahoo.com gtc.
Mobile Phone
of Texas Dave O'Conner 325-698-2337 Motorola Radios
MSC 1 888
800 3671 Ron Walls 817-888-0244 Tools, MRO Supplies
Northwest
Crane Brent Cooper 325-267-5389 Cranes
OIL FILTER
RECYCLERS | Larry Bruns 217-971-6417 Recycling
Avclla Colien Carler 385-207-23501 Contracior Management
Salcly-Kleen Brent Wideman 325-439-1970 Environmental Clean up
Siemens Valerie Sanders 832-284-3503 BG Turbine Parts
Vesias Raocky Dullcy rodul‘zivestas.com BG1 Parls
WECS Laramie Burress 325-721-6563 BG2 and 3 Parts (BOP parts as well)
West Texas
Gas
Sales Dept. 323-677-6200 Propane
Gannett 636-787-0032 ext. 213 Cell: 636-236-
Fleming Tony Zanmberlan 1337 BOP Hi-Voltage engineering
Primary 325-575-1782
Ulilitics Arthur Hernandex | ahernandesiiprimaryus.com Transmission Linc Repair
3235-439-0404
Border States Jusiin Jitier Jjcticriciborder-siates.com Polc line Equipment.
Edwards, Keith |HDS| (Keith. Edwards:@hdsupply.cont)
HD Supplvy 806-747-3128 Pole line Equipment
USA Mobile
OlTices Onling Mobile trailers
markeamus/@air2.com Transmission line Repair
Air2 Mark Camus 423-282-4822 Cell; 423-126-1218 {Helicopters)
Electric Power 223-907-7784
Systems Jeff Haynes L haynesicpsii.com Substation (csling and repair,
BulTalo GHP' BOP Supplier. Sub Station testing,
Instrumentation 323-313-6622 underground cable testing and
& Elcctrical James Rose Iproscicibgic.net repair.
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pharther:@txol.net Fiber Optic comnmmnications testing
ABP Phillip Arther 254-629-1441 Cell: 254-631-1071 and repair.

terrvidikeasler.com

cell: 512-632-1773 Sourcing agency for electrical
Keasler Office: 512-295-8199 Equipment such as GSU’s,
Associates Terry Cook Mail Office: 972-669-1000 Breakers, CCVT's, PT's, CT’s, etc.
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Annex (M) - Hazard Identification and Risk Assessment

SEVERITY = (MAGNITUDE -

MITIGATION)
PROBAB PROPER | BUSINE | PREPAR INTERN EXTERN RISK
ILITY HUMAN TY ss ED- AL AL
IMPACT RESPON | RESPON
EVENT IMPACT | IMPACT NESS SE SE
e Communit
Likelihood | Pessibility | Physical | Interruptio : o v/ Mutual
thiswil | ofdeathor | lossesand | nof | FrePlannin “"i"’“” Aidstaff |  Relative threat*
occur injury damage services g o~ and
supplies
0= N/A 0= A 0=NA
0= N/A 0=NA 0=NA 0=NA
scoRe | 2a™ [T ST e B R (B 0-100%
2= 2= 2= 2= =
Moderate | Moderate | Moderate | Moderate e | e
3 = High 3 = High 3 =High 3=High none none nane
Tornado 2 1 3 3 1 2 2 44%
Severe
Thunderstor 3 1 2 2 1 1 1 44%
m
_SnowFall | 1 1 1 v 2 2 2 17%
1 1 1 2 3 3 20%
2 1 2 1 2 3 41%
1 1 1 3 3 3 22%
y 1 1 2 1 1 3 50%
Drought 2 0 1 1 3 3 3 41%
1T o ot
External ____1___ ) . ___1_ _______ 2 — : ____3___ 20%
Wild Fire 3 1 2 1 1 2 2 50%
Landslide 0 0 0 0 0 0 0 0%
pam | .~ |~ 1 U~ 0 L1
Inundation 0 0 0 0 0 0 0 0%
Subsidence 0 0 0 0 0 0 0 0%
Epidemic 1 1 0 1 3 3 3 20%
AVERAGE
SCORE 0%
*Threat
increases
with s
percentage.
1.25 0.69 0.88 1.00 1.25 1.56 1.75 _
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PROBA INTERNA | EXTERN RISK
BILTY | Human | PROPER | BUSINES | prepar L AL
IMPACT ED-NESS | RESPON | RESPON
EVENT IMPACT | IMPACT SE SE
Likelihood iity | Physical Time, | GATEnRY
00 i L
thiswill | ofdeath | losses and ";f"’"#“’" P’“”L""‘" ’”“f:’“"" Aidstaff | Relative threat*
occur or injury damage Sofvices and
resources supplies
0=NA 0=NA 0=NA
0=NA 0=NA 0=N/A 0=NA = = =
ScORE 1=tow | 1=Low | 1=Low | 1=Low i 1= L S
2= 2= 2= 2= o
Moderate | Moderate | Moderate | Moderate 3’"=Wm"‘; ;“:""LW“; 3‘“=“°‘9‘Lm"“;
3 = High 3 = High 3 = High 3 = High o i =
Electrical Failure 2 1 ___2___” 3 2 ._._2_._. 2 44%
Generator
Failure 1 1 _‘I__ ___2_ 2 __3__ __3__ 22%
Transportation
Failure 1 0 0 1 3 3 3 19%
Fuel Shortage 1 0 ___1___“ 1 3 B 3 . 3 20%
Communications
Failure 2 0 1 2 2 2 3 37%
Information
Systems Fallure i g : E “ 2 < 15%
Fire, Internal 1 1 3 3 1 3 26%
Flood, Internal 1 1 1 1 3 3 22%
Hazmat
Exposure, 1 1 1 1 1 3 3 19%
Internal
Supply Shortage | 2 [ 0 0 2 2 3 3 _ 3%
Structural
Damage _1_ | _D i 1 1 L _2_ i 3 3 19%
AVERAGE
SCORE 0 0%
*Threat
increases with 0%
percentage.
0%
0%
0%
0%
0%
0%
0.74 0.26 0.63 0.95 1.21 1.58 1.63 ﬁ
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SEVERITY = (MAGNITUDE -

MITIGATION)
PROBAB INTERNA | EXTERN RISK
Ty | Human | PROPE | BUSINES | prepar L AL
IMPACT ED-NESS | RESPON | RESPON
EVENT IMPACT | IMPACT SE SE
; Community
N . Physical Time,
Likelihood / Mutual
thiswil | ofdeath | 05988 | Interruption | Preplannin | effectivene |  piyotar | Relative threat*
prostid or injury and of services g ?m v
damage resources supplies
0=N/A 0=NA 0=NA 0=NA 0=NA 0=NA 0=N/A
1=Low 1=Low 1=Low e 1 =High 1 = High 1 = High
SCORE 2= 2= 2= 2= Moderate | 2= Moderate | 2 = Moderate | 2 = Moderate 0-100%
Moderate Moderale Moderate 3= High 3=Lowor 3=Lowor 3=Lowor
3 = High 3 = High 3 = High hane none none
Mass Casualty
Incident (trauma) | ! ! ! ! ’ e
Mass Casualty
Incident
(medicalfinfectiou 1 1 1 1 1 4 3 19%
s)
Terrorism,
Biological 1 1 1 1 1 3 3 19%
VIP Situation 1 1 1 1 1 3 3 19%
Hostage
Staton | ' T Tt f T R
Civil Disturbance 1 0 1 1 3 3 3 20%
Missing Resident 0 0 0 0 0 0 0 0%
Bomb Threat 1 1 1 2 2 3 3 22%
AVERAGE 0%
*Threat
increases with 0%
percentage.
0.70 0.60 0.70 0.80 1.00 2.10 2.10
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PROBA PROPER | BUSINE | PREPAR INTERN | EXTERNA RISK
BILITY | HUMAN TY ss ED AL L
IMPACT = RESPON | RESPONS
EVENT IMPACT | IMPACT NESS SE E
L » Time, Community/
Likelihood | Possibilit | Physical | Interruptio . : :
thiswil | yofdeath | lossesand | ~ nof | Frepannin | efleqvens | NEREIAH | peative threat
occur or injury damage services resources supplies
0=NA 0=NA
0=NA 0=NA 0=NA 0=N/A A 0=NA
1=Low t=Low | 1=Low 1=Low i e 1 = High
SCORE 2= 2= 2= 2= Moderate Moderate | 2= Moderate 0-100%
Moderate Moderate Moderate Moderate ¥ L or R 3=Lowor
3=High 3= High 3=High 3 = High Retcn == none
Mass Casualty B
Hazmat Incident
{From historic
events at your 1 1 1 1 1 3 3 19%
facility with >= 5
victims) R
Small Casualty
Hazma‘_t Inqldent
(From historic 1 1 1 1 1 3 3 19%
eventls at your
facility with < 5
vitims) _______} } Y | || PE——— R
Chemical
_Exposure ___1__ _1__ .__1____1__ __1__ ¢ __3 _______ ! 3%___
Terrorism,
_Ch_emica_l__ __1__ _1__ .__1____1__ __3__ 3 __3__ 22%
Radiologic
Exposure, 0 0 0 0 3 3 3 0%
_External
Terrorism,
Radiologic g 0 0 0 3 0 0 0%
AVERAGE | [ (| ¢ 1 0%
e —— I | G ——— %
*Threat
increases with 0%
percentage.
v | om | om | om [ w | e | w [0S
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