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Summary continued

However, utilities tong have been aware of these issues, and

many report 10,000 or more attempted network security

breaches per month, and have done so for years, according

to research from Sierra Energy Group (SEG), the research

and analysis division of Energy Central.

in the aftermath of the 9/11 terrorist attacks on the U.S.

the federal government moved to ensure utilities take all

necessary measures to mitigate these attacks. Through

the Federal Energy Regulatory Commission (FERC) and

the North American Electric Reliability Corp. (NERC) the

government issued a set of standards and requirements to

ensure this mitigation. These standards and requirements

are called NERC-CIP (CIP=Critical Infrastructure Protection).

These mostly have been developed by private enterprise

through vendors and other organizations.

Telecommunications carriers such as AT&T have addressed

cyber security longer than most utilities because of the

public nature of their communications systems. On the

average business day, AT&T transports approximately 17

petabytes of data on its network. As a result, AT&T has

gained significant knowledge and experience in regard to

security architectures and encryption methodologies.

Utilities in the Crosshairs

The U.S. utility is challenged as never before in history. The challenges
are myriad: from generation capacity constraints and declining

capacity margins to environmental global warming remediation
demands, to economic conditions, to cyber and physical security
concerns. The April 2009 Wall Street Journal story referenced earlier
brought additional attention to a security issue utilities have been
aware of, and attempted to mitigate for years.

Before the Wall Street Journal article brought the issue to widespread
public attention utilities knew they were under attack. SEG is aware
that utilities have quietly collaborated with the FBI, various national

laboratories, vendors, the Department of Homeland Security and
others to mitigate these on-going attacks. What was different about the
Wall Street Journal article was the claim by various government officials
that some of these attacks have been successful and that cyber spies

from hostile countries have been mapping the U.S. electrical grid, and
leaving behind bits of sleeper code that could be activated and used to
damage the grid or cause blackouts in the event of war.'

For several years it has been general knowledge that cyber spies have
been disrupting utility systems and causing blackouts in Eastern
Europe and around the globe; sometimes even demanding ransom
money to cease the attacks. Electric, water and wastewater utilities in
several countries have been affected according to SEG. Thus far, no
similar attacks have been publicly acknowledged' in the U.S., but the

Journal article pointed to the likelihood that such attacks may be
inevitable and may have even already occurred.

Attack Vectors
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The widespread use of the Internet as a communications mechanism

is a major driver for increased cyber attacks, but the problems go
much deeper. Since the 1980s utilities increasingly have been using
computerized communications systems and networks, primarily SCADA
(Supervisory Control and Data Acquisition) and DA (Distribution

Automation), to communicate with and control many remote devices
on electrical grids and both natural gas and water distribution systems.
Many of the early SCADA and DA systems that are still in service

today were built with early technologies that are relatively easy for

sophisticated hackers with modern tools to breach and manipulate.
Recent technology trends have emphasized the "networking" of all
utility computers and control systems for efficiency and collaboration.
As more networks are linked, the pathways for cyber spies become
myriad and the means of protecting such networks becomes increasingly

difficult to maintain. There now are a large number of cyber pathways at
most utilities and a determined hacker - particularly one backed by a
less-than-benign government - likely will find one.

Furthermore, prior to the September 11, 2001 terrorist attacks there
really was not a systematic security approach to address utility critical

infrastructure protection in the United States. Each utility was
essentially on its own, and security of computer systems and even

physical security at plants, substations and other facilities were the
responsibility of individual utilities without any oversight. This created a

significant risk in that there are more than 3,000 electric and natural
gas utilities and approximately 15,000 water distribution utilities in the
U.S. Before the terrorist attacks there were many different approaches

to cyber and physical security.

Critical. Infrastructure Protection

In 2008, FERC approved eight new CIP reliability standards designed to
protect the nation's bulk power system against potential disruptions

from cyber security breaches. These standards were developed by the
NERC and provide a cyber security framework for the identification and

protection of Critical Cyber Assets.

The eight Cyber security standards address the following:

• Critical Cyber Asset Identification

• Security Management Controls

• Personnel and Training

• Electronic Security Perimeters

• Physical Security of Critical Cyber Assets

• Systems Security Management

• Incident Reporting and Response Planning

• Recovery Plans for Critical Cyber Assets

As mentioned NERC-CIP is a framework to help address security of our
national utility systems, but there is still much work to do. For example,
there have been cases where security updates have not been installed
on assets, and unfortunately many "patches" are only issued after a
hacker or cyber spy already has found and taken advantage of a
security flaw. Multiply potential flaws by the number of utilities andq in

by the number of utility networks and you can begin to understand^

cyber-security challenges around securing utility networks.
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AT&T has invested significant resources in developing cyber security

systems for its networks, and thus has significant expertise that utilities
may find helpful in addressing their own security needs.

For AT&T cyber security is the collective set of services, procedures and

practices. These capabilities assure the information, applications and
services AT&T's customers want and use are secure, accurate, reliable

and available wherever and whenever they are needed. Cyber security
is a corporate priority and AT&T is investing significant resources in
making its network and customers' information secure.

Cyber security capabilities include understanding and identifying
emerging threats in early phases of their development. Network
exploits, malware, flooding attacks, protocol anomalies and other

threats are generally visible and often abundant on the Internet long
before they have any significant affect on enterprise security.

AT&T is uniquely established to understand and deal with cyber threat.
These include:

• Operating as the largest provider of Internet services

• Operation of a global IP network footprint

• An Internet data analysis platform that examines internet threats
including botnets, network worms, DoS attacks, network exploits
and other activity anomalies

• An analysis team that operates 24x7 to assess any significant
activities on the Internet that could affect network services

• An algorithm research team that continually investigates and tests
methods for automated detection of network threats

• AT&T Labs and Chief Security Office researchers, who participate in
the security and networking research communities

The technology within AT&T's network is rapidly evolving to support
new applications and services. In the course of 2009 alone, AT&T
expects to invest $17-18 billion in expanding the capabilities of its
network and infrastructure to meet the rapid global expansion of

advanced information technology and services to enhance reliability
and security. The size and scope of AT&T's global network, coupled
with AT&T's industry-leading cyber-security capabilities, gives it a
unique perspective into malicious cyber-activity.

AT&T's advanced network technology currently transports on average
more than 17 Petabytes each business day of IP data traffic and the
load is expected to double every 18 months for the foreseeable future.
AT&T's network technologies give the company the capability to

analyze traffic flows to detect malicious cyber-activities, and in many
cases get very early indicators of attacks before they have the
opportunity to become major events. For example, AT&T implemented

the capability within its network to automatically detect and mitigate
most Distributed Denial of Service Attacks within the AT&T network
infrastructure before they affect service to AT&T customers. AT&T has
grown from one domestic scrubbing complex to multiple locations

across the United States, as well as having scrubbing nodes in Europe
and Asia. This gives the AT&T the ability to filter attack traffic as close
to the source of the threat as possible.
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AT&T has made significant investments in the security of its mobility

network. AT&T's Radio Access Network (RAN) complies with 3GPP
airlink security standards. The RAN uses secure protocols in order to

maintain and manage communication with the mobile station as well
as specific procedures including power control and handover
management. An important security mechanism that protects the

radio link against eavesdropping is encryption. Encryption protects

both user data and network control information and occurs between
the cellular towers and the wireless device.

Following authentication and key agreement the network and end
user equipment uses a 128-bit key and strong encryption algorithms.
Significant resources have also been invested in the AT&T core mobility

and wide area network in order to comply with and exceed industry
security standards.

Cyber Security Assets
AT&T is responsible for managing the security of a worldwide data
network, which consists of multiple components converging into a
common Multi-Protocol Label Switching (MPLS) network. In order to

support these objectives, AT&T maintains a comprehensive global
security organization comprised of over 700 security professionals. This
organization is dedicated to the physical and logical security of the
AT&T global network and its service offerings. It supports a broad
range of functions from security policy management to customer-facing

security solutions. The AT&T global security organization reviews and
assesses AT&T's security control posture to keep pace with industry
security developments and to satisfy regulatory and business
requirements. AT&T actively participates in a number of global security
organizations, and maintains a comprehensive set of security standards
based in part on similar leading industry standards (COBIT, ISO/IEC
27001:2005, etc.). Given the dynamic environment that AT&T supports,

the library of AT&T security standards is continually re-evaluated and
modified as industry standards evolve and as circumstances require.
In addition, AT&T supports the following programs.

Confidentiality

To ensure confidentiality, information is accessible only to those
authorized. AT&T has implemented a three-tiered Information
Classification framework for categorizing information based on
sensitivity of the content and specific legal requirements.

Physical Access Control Requirements
AT&T operates in a highly secured environment where physical access
to staff office space, switching centers, global network and service
management centers and other network facilities is strictly monitored
and controlled.

Network Element Access Controls

Access is provided to AT&T technical support personnel only on an
as-needed basis for individuals with responsibility for network element
maintenance and support.

Network Perimeter Protection

AT&T external network connections are protected by firewalls that
screen incoming and outgoing traffic based on source and destination
address, protocol and port, in accordance with the security policy.
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Intrusion Detection
AT&T employs a combination of internally developed and commercial

tools to detect attempts by unauthorized persons to penetrate AT&T
Global Network. AT&T does not monitor individual customer connections

for intrusions, except when part of a managed security service.

Workstation Security Management

Workstation security policies protect AT&T and customer assets
through a series of processes and technologies including verification
of personnel workstation accesses, PC anti-virus protection, operating

system hardening and updates, full disk encryption where permitted by

law to protect sensitive information on portable assets, along with a
personal firewall intrinsic to remote access software implemented on
workstations or portable PCs that remotely connect to the AT&T network.

Security Status Checking and Vulnerability Testing
AT&T conducts regular tests and evaluations to ensure that security
controls are maintained and are functioning in accordance with policy.
These initiatives include Security Status Checking and Vulnerability
Testing, Security Incident Reporting and Management. AT&T uses a

consistent, disciplined global process for the identification of security
incidents and threats in a timely manner, to minimize the loss or
compromise of information assets belonging to both AT&T and its
customers and, to facilitate incident resolution.

Business Continuity and Disaster Recovery
AT&T Corporate Business Continuity Planning Services provides
technical consultation and program management expertise to address
the business continuity, disaster recovery and managed security needs
of AT&T and its customers.

Security Products and Services
AT&T offers managed security products and services to its customers

designed to assess and protect their vital network infrastructure,
including managed services in the area of Intrusion Detection, Firewall
Security, Endpoint Security, Token Authentication, Encryption Services,
Security Email Gateway Services, Vulnerability Scanning and

Consultative and Engineering Security Services.

Managed Services and Hosting
AT&T Managed Services take advantage of the security of AT&T's global
Internet Protocol/Multi Protocol Label Switching (IP/MPLS) network.
MPLS technology enables the creation of feature-rich network-based

services coupled with AT&T's management expertise, tools and
automation. AT&T's network-based managed services include
Enhanced Virtual Private Network and Managed Internet Services.
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Hosting Services
Hosting services provide utility computing services that offer tailored

or turnkey solutions. The mix-and-match tailored solutions offer IT
Infrastructure, hardware and/or software components, reliable and
secure data center facilities, value-added services (i.e., security, backup
and restore, professional services, monitoring, portal/reporting, utility

and disaster recovery), server virtualization and integrated client networking.
A fully managed turnkey solution provides capacity on demand, managed
firewall and network Intrusion Detection System (IDS) functionality,

proactive alerting and patching dedicated virtual servers and, total

isolation of each client's data in a data center environment.

AT&T has implemented in-depth access control layers with multiple
levels of firewalls that isolate core network element functions from

customer-facing interfaces. These security perimeters enable AT&T to
offer voice and data interfaces to its customers while helping to preserve
the integrity of its core network resources. AT&T offers a Commercial
Connectivity Services (CCS) solution which allows utilities to define
transport network paths for data delivery. This enables utilities to
transport data from the Advanced Metering Infrastructure (AMI) to core

IT infrastructure using authorized and encrypted capabilities.

CCS implements custom Access Point Names (APNs) that provide
linkage from the wireless network to the utility's core IT infrastructure

using either frame relay circuits or MPLS connectivity. AT&T also
offers Enterprise on Demand (EOD), which enables customers to
selectively activate and deactivate devices (SIMs) on a real-time basis.

These capabilities involve multiple levels of security, access controls
and encryption that many electric, natural gas and water utilities will

find beneficial.

In addition to CCS and EOD, AT&T offers a suite of Security and
Business Continuity Services that will assess vulnerabilities, secure data

and infrastructure, detect attacks, respond to suspicious activities and

provide for non-stop operations.

AT&T stands ready to work with utilities and bring its extensive experience
and capabilities in cyber security to the many challenges ahead.

1. Electricity Grid in U.S. Penetrated by Spies by Siobhan Gorman, Wall

Street Journal, April 8, 2009.

2. Ibid

3. Ibid

For more information contact an AT&T Representative or visit www.att.com/business.
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SMARTSYNCH CASE STUDIES

Customer: LADWP
Application: Customer Load Profiling
Goal: Ensure sufficient power supply during peak customer demand to minimize brown-outs.
Challenges: Analyze pre- and post-peak consumption traits to gauge future demand by accessing

more granular usage data beyond monthly kWh readings. Collect delivered and received
load profile information on all solar installations.

Solution: SmartSynch A3 SmartMeter, SmartSynch Data Acquisition System, and GPRS wireless
network

Results: LADWP is now able to retrieve load profile data, including usage and instrumentation
profiling, and power quality data on an as-needed basis. Solutions also provide real time
alerts, such as outage notifications, that enable utilities to minimize service interruptions
for customers.

Customer: Hydro One, Ontario, Canada
Application: Billing Reads for Residential Customer Accounts
Goal: Save time and labor by conducting electricity bill reads wirelessly as needed instead of

manual, monthly kWh readings.
Challenges: Collect energy consumption data wirelessly from smart meters as needed to calculate

monthly electricity bills for select residential customers throughout Ontario.
Solution: SENTINEL SmartMeter, SmartSynch Data Acquisition System, and GPRS wireless

network
Results: In July 2008, Hydro One began using data collected wirelessly from SmartSynch

solutions to calculate monthly electricity bills for 25,000 residential customers. Smart
Meters have consistently performed at the highest levels since their deployment.
Additionally, SSI's SmartRouting Solution enables authorized customers to securely
access their meters and monitor energy usage traits on their own.

Customer: Florida Power & Light (FP&L)
Application: Load Profile/Power Quality Data far C&I Customers
Goal: Ensure sufficient power supply during peak customer demand and efficient use of power

by select C&1 customers in service area.
Challenges: Research energy consumption traits during peak/non-peak periods by accessing more

granular data than monthly kWh readings. Provide power quality and outage
management notifications to customers.

Solution: A3 SmartMeter SmartSynch Data Acquisition System, and GPRS wireless network.
SmartSynch created an interactive Power Quality feature for the A3, which included low-
and high-voltage events, three-phase outage reporting and MIVs events.

Results: FP&L now retrieves daily load profile and power quality data, including usage and
instrumentation profiling, for its largest commercial accounts on an as-needed basis.
Solutions provide real-time alerts, such as outage notifications, enabling utilities to
minimize service interruptions for customers. Customers are also able to conduct real-
time reads via e-mail interface with SmartSynch's Data Acquisition System. Power
Quality functionality is a revenue source FP&L actively markets to customers.

Customer: NSTAR
Application: Load Profile for Load Research Sites/TOU Accounts
Goal: Ensure sufficient power supply during peak customer demand and accurate billing

of Time-of-Use customer accounts..
Challenges: Research energy usage traits to gauge demand. Access daily five-minute interval

and register data - more granular than monthly kWh readings - to apply to Time-of-Use
rates.
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Solution: A3 SmartMeter, SmartSynch Data Acquisition System, and GPRS wireless network.
Results: Each solution provides two channels of 5-minute load profile data wirelessly per day.

NSTAR monitors usage, trends, creates billing rates based on time of use, and maintains
an energy supply to meet customer demand. SSI's Coverage Validation Unit site survey
tool has helped NSTAR increase the effectiveness and reliability of each deployment.
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D e p loy in g AM I Solutions
A Best Practices Approach

This paper is authored by Salim Patel, Richard Scafuto, Warren Westrup and Don Troxelt.

Executive Summary

This white paper is intended to help Utility customers plan their AM/ deployment by

adopting best practices. The paper outlines best practices around the design,

deployment and operation of wirelessly enabled smart meters. These best practices

will help avoid common deployment, testing and management problems.

at&t
212



Deploying AMI

Smart Grid is a framework to modernize the power generation,

transmission and distribution systems via the use of latest information
technologies. The Department of Energy defines a Smart Grid as the

transformation from a centralized, producer-controlted network to one
that is less centralized and more consumer-interactive. Efficiency,
reliability, flexibility, remote monitoring and grid visibility are some of
the key attributes used to define a Smart Grid.

Fundamental enabling technologies for Smart Grid are sensing and
measurement technologies with data from the sensing and measurement

devices integrated with the utility's integrated system communications.
These technologies provide real-time information and control to support
faster and more accurate response such as remote monitoring,
time-of-use pricing and demand-side management.

Within the Smart Grid framework, technologies like Advanced Metering

Infrastructure (AMI) leverages 'smart' devices deployed at homes and
other end-points to not only measure and analyze usage but also offer
pricing based on time of use and device types. This is achieved via the
use of two-way data transmission with the smart meter.

Wireless enabled devices like smart meters are being adopted in AMI
solutions utilizing the AT&T wireless data network. A comprehensive
approach in the planning, design and deployment of wireless AMI
solutions can help avoid some of the common pitfalls. A robust
wireless AMI solution must account for factors like wireless coverage
variability and end-point manageability.

This white paper describes several best practices identified by AT&T
that can help utilities avoid common deployment, testing and

management problems associated with their wireless AMI deployment.

AMI Solution Reference Architecture

Wireless AMI solutions come in two basic flavors: mesh and point-to-
point. In a point-to-point solution, each wireless end-point connects

directly to the backend systems over a cellular/WWAN link. In a mesh
solution, multiple end-points are aggregated locally over a WLAN;
each aggregation point connects to the backend systems over a
cellular link.

Mesh networks can be comprised of a Home Area Network (HAN),
commonly based on Zigbee standard and a Local Area Network (LAN)

that can operate in both licensed and unlicensed spectrum. The
aggregation point, often called a Cell Relay (CR), is equipped with a
cellular modem. The radios in the device (e.g. meter) end points
transmit to the CR over a private RF network, primarily over unlicensed

spectrum. It has the capability to aggregate multiple end-points and
transport the information over the WWAN to the backend systems. The
CR can be under-glass or pole mounted types. In the under-glass type
the cellular modem and antenna is within the meter housing with no
external antenna port. Pole mounted types have external antenna for

improved wireless reception.

The CR connects to the backend systems, hosted by the Utility
customer, over private links. AT&T offers a comprehensive solution for

data center connectivity, which leverages custom Access Point Name
(APN) defined in the GSM/UMTS standard.
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Figure 1: Mesh AMI Sotutian Architecture
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AT&T Mobility Commercial Connectivity Services
AT&T Mobility Commercial Connectivity Services (CCS) enables a
customer to extend its private network into AT&T Mobility's cellular

network CCS enables cellular connected devices to appear'on the
customer network' using the customer's IP addressing scheme and

security policies.

There are three parts to the CCS design architecture: (a) cellular end-
point configuration, (b) network connectivity and (c) customer network

configuration. Each one has associated best practices that can stand
alone, but following best practices on all three component parts can
result in a more comprehensive solution.

Cellular End-Point Configuration
In both point-to-point and mesh architectures, each cellular end-point

(or CR) should have a static IP address. A static IP address can better
facilitate a correlation between IP address, phone number and wireless
device serial number. Once entered into customer's databases and
management systems, the IP address will be constant for the life of

the device.

Dynamic IP addressing should be used only if the device has the ability
to update the customer-owned server each time the IP addresses
changes on the device. The customer must have a backend server that

will log the current IP address of each device (dynamic DNS) and
provide the ability for management systems to acquire the updated IP

address when needed.

Each IP address should also be in the private IP address range. Utility
customers may find it useful to refer to Internet Engineering Task Force
(IETF) Request for Comment RFC 1918 - Address Allocation for Private

Internets for private IP addressing standards. Unlike IP addresses in the
public IP address range, these private IP addresses are not globally
assigned and are not routable on the public Internet.

In addition to IP address considerations, wireless device functionality
should be analyzed before deploying a wireless AMI solution.
Specifically, some cellular devices have SMS capability. SMS can be
used for device wake up or device management functions. For device
wake up, after receiving an SMS message, the device issues a packet

data protocol (PDP) connection request message to the wireless
network. This limited connection request is relatively benign from a
security perspective. For device management, the device is able to
accept commands from users, execute the command and generate a

reply to the SMS message. It is possible for unauthorized users to
exploit the SMS device management functionality to gain access to the
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Deploying AMI

device information and control device behavior by issuing commands.
Accordingly, it is a good idea to disable the SMS command
functionality or turn off SMS altogether via SIM provisioning. It is also

recommended to disable voice call capability via SIM provisioning.

AT&T Network Connectivity

CCS provides multiple options for network-to-network connectivity.
These options include Frame Relay, Network VPN and IP-enabled PVC.

The Network VPN option can be used as the back up option for Frame
Relay or IP-enabled PVC. CCS offers a number of customizations
tailored to the customer needs.

To help ensure the highest level of CCS service availability, CCS is
deployed with Geo-Diversity features as a standard practice.
Redundant connections are deployed between the CCS customers'
private Enterprise Network and 2 different Geo-Diverse AT&T Data

Centers to help ensure that CCS service is not impacted in the event of
a single CCS Network-to-Network connection outage.

AT&T has multiple Geo-Diverse Data Centers in the U.S. In the unlikely
event of a catastrophic failure of a data center, the redundant data
center can provide backup connectivity. Within data centers, each
system has built-in redundancy and utilizes carrier grade appliances.
Carrier grade systems are tested and engineered to high availability
standards, and provide fast fault recovery.

Customer Network Configuration
Utility customers desiring to connect their corporate data centers to

AT&T's wireless network using one of the CCS offers should also build
their network with full geo-redundancy. A primary/secondary data
center concept should be employed where the customer's data
centers are geographically separated. Each customer data center
should not share a carrier's point of presence (POP) for connectivity.

For example, two geographically diverse circuits traversing through the

Figure 2: AT&T CCS Reference Diagram
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same fiber bundle can negate the geo-diverse redundancy. In addition,
all IP addressing such as servers, NTP, DNS, etc. should use private
static IP addressing as discussed earlier.

The customer's primary and secondary data centers should also be
connected. If the AT&T primary data center fails, all traffic will be

routed to the AT&T secondary data center and then to the customer's
secondary data center. Two options are available if the customer would
like the traffic to be routed to their primary data center. The first option

is for the customer to provide a back-end network allowing traffic to
flow through the customer's secondary data center to the customer's
primary data center (red dotted line in figure 2). The second option is

for the customer to add PVCs or IP-enabled PVCs on the front-end
network (red solid line in figure 2). When building data links, the
customer must calculate the maximum bandwidth required and
provide adequate availability and performance.

All connectivity should employ BGP as the routing protocol. BGP is a
standard protocol document in Internet Engineering Task Force (IETF)

Request for Comment RFC 4271 providing a robust mechanism for
network reach-ability. When choosing the BGP Autonomous Systems
(AS) number, the customer can use their registered number (1-64511)
or can use a number set aside for private use (64512-65535, excluding
64601). Within BGP the customer should provide a default route to AT&T.

The customer can then manipulate how traffic is routed from the AT&T
network to the customer's network without the need to contact AT&T.

The customers should provide their own Domain Name Servers (DNS).
This allows easy IP address additions and changes to servers within
their network. Mobile devices can make requests to names rather than
IP addresses. If the customer wishes to change the IP address of that
server, they can simply make a change to the DNS, without changing
each wireless end-point.

SDNS
Private IP

^ql

customer
S,ondaw oat, cntF^

SDNS
Private IP
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AT&T Enterprise On-Demand

AMI deployments are large in scale with millions of possible end-points.

Wireless deployments of this magnitude require device activation and
inventory management tools to ensure operational ease.

AT&T's Enterprise on Demand solution provides a unique set of

services to give utility customers added flexibility with sizable wireless
data deployments. EOD is a SIM ordering, activation and management
platform that helps high-volume customers to self-manage large
numbers of wireless end-points more cost-effectively. It provides
customers flexibility and autonomy to control and administer wireless
data services.

EOD activities are administered via a custom web portal. Some of
the key functionalities include self-activation of SIM, SIM inventory

management, feature management and reporting tools. It also
provides access to enterprise help desk with ability to enter and track
service tickets.

AMI Smart Meter Site Selection
Wireless coverage is variable in nature and smart device and cell relay
(CR) location is a critical consideration. Unlike traditional mobile

devices, the CR location is in the meter attached to a pole or a house
and therefore fixed. RF conditions may change over time and a poor
location choice will be detrimental to the CR performance.

CR placement can be a source of many issues. These issues are
generally around the topic of accuracy of coverage information
provided by service providers. Anecdotal reports points to a variance of
up to 20dB between the RF propagation information provided to the

customer and the actual observed signal levels. This can result in a
reevaluation of the site selection process. Wireless propagation

modeling is an estimation that depends on the accuracy of terrain and
morphology information used in the tools.

Following are some best practices for the CR site selection process:

• Utility customer should develop a comprehensive Methods and
Procedures (M&P) document for site survey and selection process
to standardize the field team activities. This M&P will help vendors

and sub-contractors adhere to the policies and best practices
outlined by the utility customer.

• Prescreen site candidates using network data and other operational
criteria; select a minimum of four candidates. Do not solely rely on
wireless propagation data, combine propagation maps with drive test

data and cell site information. Cell location, antenna height and
orientation can help better predict expected coverage. Note that
drive test data is not readily available in all areas and available data is
generally at street level. AT&T can provide network data under NDA,
but the customer should have the expertise to interpret and effectively
utilize this information to streamline the site selection process.

• Survey each candidate; take at least ten measurements per
candidate, and use the median value for final decision. Define

multiple measurement points per location to identify any multipath
effects in the area. Wireless coverage is non-tine of sight in nature;
coverage can vary at a location due to obstructions and moving
objects close to or far from the measurement point. Build a fading

Exhibit GLK-9
Page 4 of 6

margin of +/- 5dB in the measurements. Document the
measurement by taking pictures of the location and identifying

measurement points. Ensure no possibility of physical obstruction
and analyze foliage growth. If possible, mount a cell relay close to

the final location for measurement. Create a diagram onsite to
document the test location and signal strength.

• Utilize a coverage validation tool or a cell relay in test mode as the

survey device. Ensure proper calibration to avoid incorrect
measurements. Do not use a phone in test mode; different phones
have different front-end sensitivity and can provide readings not
representative of a CR. Ensure that RSSI measurements are

recorded in dBm (signal strength relative to 1mW) Some
measurement devices may require correlating the actual reading
with a translation table to calculate dBm values. Please refer to the
user guide of the test equipment for details.

• Select a location with coverage from one dominant server (cell site).

If possible, avoid hand off borders. This will result in consistent coverage,
by avoiding 'ping-pong' between two or more cell sites. Record
dominant cell ID and strong neighbor ID for future reference.

• Select the best overall candidate for installation, only select
locations registering RSSI greater than -85dBm. Consider the +/-
5dB fade margin in making the final decision.

• Consider pole mounted CR with external antenna option to address
locations with marginal coverage. External antenna options can
help improve received signal strength.

AMI Deployment and Acceptance Testing
Deployment and acceptance testing refers to methods and procedures

to install, turn up, test and document the CR installation.

Typically, CRs are installed if the selected location has an RSSI better
than -85dBm. The technician installs and turns up the CR and confirms
successful connectivity by visual inspection. No actual burn-in tests are
conducted and backhaul connectivity is verified through Network
Management Systems. This methodology is not comprehensive and

can overlook common problems that can be easily addressed in the

installation and commissioning process.

If after deployment the CRs encounter connectivity failure, the

troubleshooting process determines the best course of action.
The corrective measures can range from the use of previously
surveyed alternate site or the use of pole-mounted, external

antenna or repeater solution.

Following are some best practices to facilitate smooth deployment and

help minimize costly relocations:

• Create a pre-production/lab environment for configuration and
change management. Test and verify all new and modified system
parameters before deployment in the lab environment.

• Use standard coverage validation tool or CR to verify surveyed RSSI

and covering cell site. Ensure the signal strength at the exact

installation location is better than -85dBm.
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• Define a standard set of tests that can be conducted from the CR

or from the backend systems. These tests can include ICMP pings
to and from the CR, transfer of typical files (e.g., 5MB) to and from

the CR, opening and closing of specific ports on the CR (e.g., port
1153) and other application layer testing available in the solution.

• After installing the CR conduct burn in testing, repeat the set of

tests at least 3 times. Document test results like success rates,
throughput, latency, serving Cell ID and signal strength. Make note
of any anomalies encountered during the testing.

• Utility customer must define a troubleshooting and triage process
to isolate problem source. The complete AMI solution leverages
multiple radio technologies, connectivity solutions, service
providers, device vendors, backend systems, etc. A comprehensive
troubleshooting process can help avoid confusion during outage
resolution. Utility customers should have in-house expertise to

isolate problems by connectivity segments and have the proper
escalation paths defined to contact the proper resources. AT&T
Enterprise Technical Support is a help desk to help desk service
available to utility customers with AMI solutions from AT&T. AT&T

Enterprise Technical Support can troubleshoot issues related to
AT&T's wireless network.

AMI System Monitoring and Reporting

CR performance and status monitoring is an important component of
the AMI solution. However, most vendors do not have a comprehensive
Operational Support System (OSS) strategy.

In some instances ping tools are in-use to monitor the CR status

after install. These tools ping the CR at a user configurabte setting.
Summary reports are available to identify unresponsive devices. Ping
tools are limited in scope and cannot provide reliable performance
statistics. Some cellular enabled devices are capable of providing
modem specific logs; these logs can provide more comprehensive
performance indicators.

As smart meters proliferate, more focus will shift towards
comprehensive troubleshooting and reporting capabilities. It is
important to incorporate such capabilities in the design phase of the
solution. Ongoing operational aspects like status monitoring, key
performance indicators and reporting must be defined in details.
Monitoring and reporting of wireless devices can be performed from
the device and network perspective.

Network Side Metrics
Network side statistics refer to metrics collected and reported by

wireless networks. These statistics are reported at a cell site level;
customer device specific reports are not readily available. Customer

specific monthly manual reports can be generated, but they are not
useful for near-real-time monitoring.

RADIUS accounting records is another option to collect, monitor and
report CR activities from the wireless network perspective. These
statistics can identify issues related to wireless connectivity. A utility
customer wanting to leverage RADIUS records for end-point
management must have a commercial RADIUS product that supports

all required capabilities specified in the IETF RFCs defining the RADIUS
protocol for accounting: RFC2866. This RFC is available online at
www.ietf.org/rfc/rfc2866.txt .

Figure 3: Sample Customer Hosted RADIUS
Accounting Solution
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The various attributes available in a RADIUS start and stop records are
summarized in the following tables:

Figure 4: RADIUS Start Record

AVP ( AVP Type I Value I Value
Name Code ( Decimal) Format Default

User-Name 1 String

Class 25 String

Acct-Session-ID 44 String

Acct-Status-Type 40 Integer (1)

NAS-IP-Address 4 IP Addres

Device Side Metrics

Device side statistic refers to parameters reported by the wireless
modem on the smart meter. These can include usage and

performance statistics. Metrics like connection attempts and failures,
throughput, latency, and PDP context statistics can be extracted from

the modem logs. These metrics can extend the monitoring capability
beyond ICMP ping.

AMI vendors must provide Network Management Systems that can
extract these statistics from individual end-points and provide canned
reporting solutions. Care must be taken not to overload the smart
device with management tasks.

NAS-Port 5 Integer (60,000)

° Service-Type 6 Integer (2)

Framed-Protocol 7 Integer (7)

Framed-IP-Address 8 IP Address

^ NAS-Port-Type 61 Integer (5)

Calling-Station-Id 31 String MSISDN

Calling-Station-Id 30 String (APN name)

NAS-Identifier 32 String

Acct-Authentic 45 Integer

Acct-Delay-Time 41 Integer

NAS-Port-ID 87 String (GGSN r}pmg)



Deploying AMI Solutions 6
Exhibit GLK-9

Page 6 of 6

Figure 5: RADIUS Stop Record

AVP ( A^'P Type Value ^ Value
Ni tte Code (D ^imat) I Format Default

User-Name 1 String

Class 25 String

Acct-Session-ID 44 String

Acct-Status-Type 40 Integer (1)

NAS-IP-Address 4 IP Addres

Service-Type 6 Integer (2)

Framed-Protocol 7 Integer (7)

Framed-IP-Address 8 IP Address

NAS-Port-Type 61 Integer (5)

Calling-Station-Id 31 String MSISDN

Calling-Station-Id 30 String (APN name)

NAS-Identifier 32 String

Acct-Authentic 45 Integer

Acct-Delay-Time 41 Integer

Acct-Input-Octets 42 Integer

Acct-Output-Octets 43 Integer

Acct-Input-Packets 47 Integer

Acct-Output-Packets 48 Integer

Acct-Termin.-Cause 49 Integer

Acct-Session-Time 46 Integer

NAS-Port-ID 87 String (GGSN name)

NA^-Port 5 Integer (60,000)

AT&T can provide RADIUS start and stop records; this option is
available as a part of the CCS offer. RADIUS accounting records are

provided on a best effort basis. Start and stop records may be
delivered out of sync, and utility customer's collection and reporting
tool must be able to account for this anomaly. Standard UDP port
1813 is used for all RADIUS accounting records. It is recommended
that utility customers implement RADIUS servers in an N+1 redundant

configuration. AT&T GGSN will deliver these records directly to the
customer RADIUS servers.

Key Performance Indicators and Thresholds
Key Performance Indicators refer to summary statistics derived from
individual counters. KPI can collect a variety of counters and combine
them to summarize performance conditions.

KPI's can be utilized to monitor status or performance on a near real-
time basis. It can also be used for daily/weekly/monthty summary
reports. Performance thresholds can be defined based on historical

averages or industry standards.

AMI Security
AMI solution security must be viewed within the larger context of
Smart Grid security. Smart Grid security is sub-divided in three security

domains: generation systems, transmission systems and distribution

systems. Each domain poses unique security challenges. System
availability, data integrity and confidentiality are all important to the
smooth operation of any AMI solution.

AMI solutions of today leverage a variety of connectivity options for
normal operation. A single smart meter can have multiple wired and

wireless connections like Zigbee, EDGE/UMTS etc. Each link or
connection point should employ security features and access should
be restricted by the utility to authorized users.

Some AMI vendors leverage SMS for management tasks. As discussed
earlier, this is a potential security risk and utility customers should
minimize the risk by either disabling the SMS command functionality or

by turning-off SMS via SIM provisioning. Similarly, voice call functionality
should be disabled. Any management connections and ports should
employ access control mechanisms established by the utility customer.

Utility customers should also encrypt their transmitted and stored data
to help protect consumer privacy and minimize device tampering.

AMI and Smart Grid security is an important topic and is addressed in

depth in a separate white paper.

Summary
The use of wireless technologies in AMI solutions may be a new trend

but the technologies themselves are not. Wireless packet data
networks have been in operation for almost a decade. Many of the

best practices gleaned from AT&T's experience with wirelessly enabling
a variety of applications directly apply to AMI solutions. AT&T believes
that AMI deployments can greatly benefit from these best practices.

Specifically, a comprehensive plan that leverages best practices around

the solution design, deployment methods, management tools and
security measures can result in a successful and smooth AMI deployment.

Utility customers can collect the various attributes recorded in the
RADIUS accounting records and develop metrics to monitor end-point

usage and performance. Metrics like uptime, session time, transferred
packets, termination cause, etc. can be used to monitor end-point
status and performance.

References
Department of Energy, The Smart Grid - An Introduction, prepared for
the U.S. Department of Energy by Litos Strategic Communication
http://www.oe.energy.gov/DocumentsandMedia/DOE_SG_Book_Single

_Pages.pdf.
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1 I. INTRODUCTION AND QUALIFICATIONS

2 Q. PLEASE STATE YOUR NAME, BUSINESS ADDRESS, AND PLACE OF

3 EMPLOYMENT.

4 A. My name is F. Allan Burke. I serve as Director of the Retail Electric Provider (REP)

5 Relations Department of Texas-New Mexico Power Company ("TNMP" or "Company").

6 My business address is 577 North Garden Ridge Boulevard, Lewisville, Texas, 75067.

7 Q. ON WHOSE BEHALF ARE YOU TESTIFYING?

8 A. I am testifying on behalf of Texas-New Mexico Power Company.

9 Q. PLEASE DESCRIBE YOUR EDUCATIONAL BACKGROUND AND PROFESSIONAL

10 EXPERIENCE.

11 A. I earned a Bachelor of Business Administration in Accounting in 1992 from The

12 University of Texas at Arlington. I obtained my Certified Public Accountant license in

13 1995. I have over 15 years of professional accounting experience, including financial

14 preparation and analysis, budgeting, and forecasting.

15 In March 1999, I joined Facility Works, Inc., an unregulated affiliate of Texas-New

16 Mexico Power Company, as Controller. After a few weeks, it was determined that future

17 financial profitability of Facility Works was questionable and a decision was made to

18 terminate operations in October 1999. I returned in February 2000 to Texas-New

19 Mexico Power Company as a project manager for electric deregulation. In 2002, I was

20 promoted to Manager of the newly created REP Liaison Department, as a result of

21 deregulation in Texas. Shortly after the TNMP acquisition by PNM Resources in 2005, I

22 was promoted to Director - REP Relations.

23 I have previously filed testimony in Docket No. 36025, TNMP's most recent rate case.

24 Q. PLEASE SUMMARIZE YOUR DUTIES AS THE DIRECTOR OF REP RELATIONS

25 FOR TNMP?

26 A. I am responsible for the REP Relations Department and report directly to the Vice-

27 President of Texas Operations. The department is responsible for providing a primary

28 point of contact for market issues that affect TNMP's billing and operations. The REP

29 Relations Department handles the initial contact and resolution for Market Participants,
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1 including ERCOT, Retail Electric Provider's (REP), and other Transmission and

2 Distribution Service Providers (TDSP's).

3 Q. HAVE YOU PREPARED ANY EXHIBITS?

4 A. Yes. I am sponsoring Exhibits FAB-1 through FAB-2, which are attached to my

5 testimony. Each of these exhibits was prepared by me or under my direction and

6 control. The information contained in these exhibits is true and correct to the best of my

7 knowledge and belief.

8 II. PURPOSE AND OVERVIEW OF TESTIMONY

9 Q. WHAT IS THE PURPOSE OF YOUR TESTIMONY IN THIS PROCEEDING?

10 A. The purpose of my testimony will be to:

11 • Describe the objectives sought to be achieved by TNMP's implementation of its

12 AMS.

13 • Describe the implementation and deployment of TNMP's AMS.

14 • Describe costs that will be saved and incurred as a result of TNMP's

15 implementation of its AMS.

16

17

18

19

20

21

0. WHAT IS YOUR ROLE IN THE IMPLEMENTATION OF TNMP'S AMS?

A. From an operational perspective, I will be overseeing the implementation of

approximately 240,000 advanced meters in TNMP's service territory. This entails

coordinating the meter implementation schedule with the 3rd party vendor, accounting for

both incoming and outgoing inventories, and handling any end-use customer and REP

issues as they arise.

22 III. OVERVIEW OF TNMP'S APPLICATION

23 Q. WHY IS TNMP MAKING THIS FILING?

24 A. Through this petition and application, in accordance with P.U.C. SUBST. R. 25.130(d),

25 TNMP requests approval of its proposed Advanced Metering System Deployment Plan

26 and approval of an AMS surcharge. Under its advanced meter deployment plan, TNMP

27 will provide full deployment of advanced meters to approximately 240,000 retail electric

28 customers over the period 2011-2015. In addition, TNMP requests approval of an AMS

29 Surcharge tariff to recover the reasonable and necessary costs it will incur under the
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1 deployment plan for the full deployment of advanced meters to residential and non-

2 residential customers in its retail electric service area, except for those customers who

3 have Interval Data Recorder (IDR) meters or take unmetered service.

4 Q. PLEASE SUMMARIZE THE PRINCIPAL ELEMENTS OF TNMP'S AMS INITIATIVE.

5 A. This initiative involves the installation and operation of AMS technology across TNMP's

6 non-contiguous service territories beginning in the first quarter of 2011 with completion

7 of the system build out in 2015. The system will meet all the functionality requirements of

8 the Commission's rules as described in detail by Mr. Gary Kessler. TNMP's plan is to

9 use a two-way communication system over public wireless, IP-based, Smart Grid

10 technology for its AMS. Mr. Kessler's testimony describes the back-office systems and

11 enhancements required to enable the AMS system. He will also describe the required

12 Web Portal integration and its deployment schedule. Together, these will provide market

13 participants and customers with usage data as prescribed by the rule. As Mr. Stacy

14 Whitehurst will describe, TNMP will implement activities to educate retail consumers and

15 REPs about the benefits and information available through use of the AMS system so

16 they may better take advantage of those benefits. Additionally, as described by Mr.

17 Whitehurst, TNMP will provide low-income consumers with home energy monitors.

18 These monitors will provide real-time energy usage information, which will enable these

19 low-income customers to adjust their consumption to reduce their current electric bill.

20 This information may also prepare them to take advantage of time-of-use pricing

21 products that may be offered by REPs in the future.

22 IV. OBJECTIVES SOUGHT TO BE ACHIEVED BY AMS

23 Q. WHY DOES TNMP PROPOSE THE INSTALLATION OF THE AMS?

24 A. TNMP is the last major investor-owned utility in ERCOT with over 50,000 Electric

25 Service Identifier (ESI ID's) that has not filed for an approval of a deployment and

26 surcharge. TNMP proposes to install and operate AMS technology in order to make the

27 benefits the technology provides available to the retail electric market participants as

28 well as end-use retail customers. The Texas Legislature and the PUCT have both

29 encouraged electric delivery utilities, through various rulemakings and workshops, over

30 the last few years to deploy AMS so the consumers in the Texas retail market will be

31 able to take advantage of potential new service offerings from REPs. Texas consumers

32 will gain access to better understanding of their energy usage information through
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1 various tools to better manage their energy budgets. End use customers will now be

2 given a chance to better control their electricity usage with the increased knowledge that

3 AMS provides them and their REPs, who hopefully will initiate energy conservation

4 programs, such as time-of-use rates, dynamic pricing, and other energy efficiency and

5 demand responsive products. These new offerings have the promise of helping to

6 control the rate of demand growth in ERCOT, which has benefits for customers as well

7 as the environment. Second, TNMP should see improved reliability with the advent of

8 AMS. With instantaneous data from the meter, and the utilization of an Outage

9 Management System (OMS), TNMP will know of outages before consumers. Third, the

10 deployment and use of AMS is voluntary unless ordered by the Commission. From a

11 financial forecasting perspective, it makes more sense for TNMP to proactively file and

12 control any regulatory risk of being ordered to deploy an AMS before thorough

13 investigation and analysis can be performed.

14 Q. PLEASE EXPLAIN HOW THE AMS WILL ENABLE TNMP TO PROVIDE BETTER

15 SERVICE TO THEIR END-USE CONSUMERS.

16 A. As previously stated, TNMP is the last major ERCOT investor owned utility to file for

17 approval of AMS deployment plan and surcharge. This will allow ERCOT and REPs to

18 have data from more meter points in order to more timely and accurately allow full

19 settlement of the wholesale market. AMS technology will enable TNMP to provide more

20 granular, accurate, and timely electric consumption information to REPs and end-use

21 consumers. It will provide the mechanism to perform connections and disconnections of

22 service more quickly by means of the remote connection/disconnection switch in the new

23 200 amp meters. AMS technology will provide TNMP with real time outage information

24 not currently available today. This information will enable faster, more accurate outage

25 analysis and improved restoration response time. The new system will also provide

26 TNMP with load and voltage data information for each meter point. That data will aid in

27 finding, analyzing, and responding to power quality problems affecting consumers.

28 Q. WILL AMS ALLOW TNMP TO REDUCE THE COSTS OF PROVIDING SERVICE TO

29 END USE CUSTOMERS AND REPS?

30 A. The primary cost savings for TNMP is related to reducing the cost of reading meters.

31 Meter reading cost savings will be driven by reduced labor and fleet expenses due to

32 eliminating the need to manually access each meter monthly to obtain usage

33 information. In TNMP's rate case, Docket No. 36025, the test year adjusted meter
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1 reading expense was $1,911,7821 (test year was from April 2007 to March 2008).

2 Second, there will be some savings associated with move-ins where existing service has

3 already been installed, move-outs, reconnects, and disconnects. Improved outage

4 restoration information and power quality monitoring will be useful for proving better

5 service, but are not likely to significantly reduce costs. The meter reading and cost

6 savings do not equal the increase in costs resulting from the AMS capital investment

7 recovery and new operations and maintenance (O&M) expenses necessary to operate

8 the new system. That is why a surcharge is necessary for TNMP to continue with this

9 investment. The largest beneficiaries of the new AMS system will be REPs and end-use

10 customers for the reasons that were discussed previously. Additional cost savings for

11 end-use customers will be realized through reduced discretionary fees for connects,

12 disconnect/reconnect for non-pay, and special read orders.

13 Q. WHAT ARE THE ESTIMATED COST SAVINGS AS A RESULT OF THE
14 DEPLOYMENT OF ADVANCED METERS?

15 A. One of the areas where TNMP expects to save costs is in elimination of the meter

16 reader position. As of the date of this submittal, the Company has twenty-four (24) full-

17 time regular meter readers and eleven (11) temporary meter readers throughout its
18 territories. The chart showing the number and timing of the reductions follows:

City Full-Time / Temp Number Reduction (#-Year)
League City Temp 9 4-2011, 5-2012
League City FT 3 2-2012, 1-2013
West Columbia FT 4 2013
Lewisville Temp 2 1-2013, 1-2014
Lewisville FT 2 2014
Pilot Point FT 1 2014
Leonard FT 2 2014
Bogota FT 1 2014
Nocona FT 1 2015
Olney FT 1 2015
Gatesville FT 1 2015
Clifton FT 3 2015
Glen Rose FT 1 2015
Fort Stockton FT 1 2015
Pecos FT 2 2015
Kermit FT 1 2015

TOTAL 35
19

' Please see the Schedules supporting the Stipulation from Docket No. 36025.
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1 Current estimated yearly cost savings as a result of headcount reductions is as follows:

Position Count Average Salary Total

Meter Reader 24 `$44,699 $1,072,776

Meter Reader - Temp 11 3$35,000 $385,000

Total 35 $1,457,776

2

3 Additional savings will result from the reduction in items such as fleet, fuel charges, and

4 maintenance costs. These savings are quantified in the McKinsey model.

5 Q. WHEN WILL THE COST REDUCTION RELATED TO METER READING BE

6 ACHIEVED?

7 A. The deployment schedule will permit TNMP to achieve savings related to meter reading

8 in the Gulf Coast and North Texas regions first, followed by subsequent savings in the

9 remaining regions of Central and West Texas. As a result of headcount reduction,

10 savings will be achieved as early as 4Q-2011. Said savings will continue as the

11 Company rolls out the Advanced Meters throughout its territories, thereby reducing

12 headcount in accordance with deployment. As such, TNMP is expected to achieve

13 savings in 2011 - 2015 respectively. These savings will be realized as sufficient meters

14 are installed in specific areas. Meter reader positions will be eliminated within 30-90

15 days after the appropriate amounts of meters are replaced.

16 Q. WILL THERE BE SEVERANCE COSTS ASSOCIATED WITH TNMP'S AMS

17 DEPLOYMENT PLAN?

18 A. Yes. There will be severance costs associated with the Company's AMS deployment

19 plan, specifically in the aforementioned reduction of all full-time regular meter reader

20 positions. Impacted employees will be eligible to receive severance in accordance with

21 the Company's severance plan which includes four (4) months salary; six (6) months

22 benefit coverage, an added modifier based on full years of service, and any other

23 company standard benefits.

24 Q. PLEASE EXPLAIN WHY SOME OFFICES WILL NOT SEE A REDUCTION IN METER

25 READING EXPENSES.

2 Includes Health and Welfare benefits costs
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1 Because of TNMP's diverse and non-contiguous service territory, many smaller offices

2 are not using, and do not require, fully dedicated meter reading resources. These

3 offices are Emory and Whitewright in North Texas, Strawn and Whitney in Central

4 Texas, and Sanderson in West Texas. Meters are read in these areas by Meter

5 Readers from other nearby locations so that the smaller office Energy Technicians

6 (ETs), who provide a multitude of other services, can continue to maintain reliability and

7 response times.

8 Q. DOES TNMP EXPECT TO INCUR ANY ADDITIONAL COSTS AS A RESULT OF THE

9 IMPLEMENTATION OF THE AMS DEPLOYMENT PLAN?

10 A. Yes. TNMP is expected to increase headcount, an additional nine (9) employees, in

11 some areas due to the new accountabilities, systems, and implementation of new

12 technology. The majority of these additions will be at a professional/exempt level and a

13 higher salary and benefit cost. These factors should compound annually, therefore

14 increasing the operations and maintenance budget significantly over the years.

15 Furthermore, severance (see above) will be an additional cost as a result of the AMS

16 implementation, as well as costs associated with unemployment wages for those

17 employees who are laid-off and subsequently file an unemployment claim. As such, the

18 Company expects to see an increase in unemployment claims, which will result in

19 increased employer paid taxes in accordance with the Texas Unemployment

20 Compensation Act and the Texas Workforce Commission.

21 Q. PLEASE DETAIL THE INCREASE IN HEADCOUNT FROM ABOVE AND DESCRIBE

22 THE DUTIES FOR EACH NEW POSITION.

23 A. Due to the increase in information received from the AMR meters, TNMP will need to

24 add 9 new employees:

25 • AMS Program Manager - (1)

26 • Fraud Coordinator - (1)

27 • Meter Shop Manager - (1)

28 • Outage Management System Operators - (4)

29 • Cost Accountant - (1)

3 Includes temporary markup costs
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1 • Meter Shop Technician - (1)

2 The AMS Program Manager is needed to serve as a primary coordination position for

3 this major project. Primary job requirements for this position include:

4 • Provides leadership on statistical, modeling, and business analytics for assigned

5 project teams

6 • Monitors project progress, status and risk using conventional project

7 management methods appropriate for scale and complexity

8 • Provides consolidated view of analytics for operations within a business unit to

9 facilitate information-based strategic planning, process improvement, and

10 metrics development

11 The Fraud Coordinator is a new position needed by TNMP in order to gain a better

12 understanding of all the new meter tamper data that will be created. TNMP does not

13 currently have any position like this since tampering is handled by the Service

14 Technicians on a one off investigation, as needed. Primary job requirements for this

15 position include:

16 • Compliance with new PUCT meter tampering rule

17 • Revenue Protection

18 • Coordinate gathering data to work with Legal Department to prosecute offenders

19 • Single Point of Contact (PH/PR)

20 The Meter Shop Manager will be needed to coordinate with current meter shop staff all

21 new incoming AMR meters will be tested in accordance with TNMPs current test policy.

22 This position is also needed due to the vast increase in the amount of incoming

23 inventory. Other job requirements for this position include:

24 • Oversees problem solving for meter issues for Load Department

25 • Assist Power Operations with Meter Audits for System Metering

26 • Assists System Engineering and the Meter departments with meter issues

27 The four (4) Outage Management System (OMS) Operators will be needed to provide full-time,

28 24 hour a day monitoring of TNMP's new OMS system. The new AMR meters will provide real
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1 time outage and tampering information which will need to be analyzed with the OMS system.

2 Other job requirements for this position include:

3 • Controls and operates the Company's transmission resources (voltage levels

4 46kV and above) and monitors the generation resources from a reliability

5 perspective

6 • Coordinates and directs switching operation and maintenance of the

7 transmission system

8 • Operates the system on a minute-by-minute basis to match firm and interruptible

9 resources to obligations, balance generation and transmission shares between

10 utility companies/market entities

11 The Cost Accountant will be needed to provide full financial reporting to the Program Manager.

12 This position is warranted due to the magnitude of the cost of this project. Other job

13 requirements for this position include:

14 • Acts as a liaison across functional and accounting groups to develop

15 appropriate accounting treatment for project transactions

16 • Accesses emerging reporting needs on behalf of management and coordinates

17 changes in reporting systems and formats to accommodate management

18 decision processes

19 The Meter Shop Technician will be needed to provide start up project help for the new AMR

20 meters as well as providing some additional help to the current Meter Shop personnel. Other job

21 requirements for this position include:

22 • Meter programming and validation

23 • Old meter disposal by inspection

24 • Power quality

25 V. TNMP'S DEPLOYMENT PLAN

26 Q. WHAT HAVE BEEN THE FIRST STEPS OF THE AMS DEPLOYMENT PLAN?
27 A. TNMP initiated the first Pilot Program in December 2007 installing approximately 100

28 Elster A-3 meters in Clifton, Texas. This location was chosen in order to test the

29 SmartSynch communication capabilities in a non-metropolitan area. These meters were

30 successfully used to obtain remote, on-demand, and monthly billing reads on single-
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1 family residential and small commercial premises. Following the Clifton Pilot, TNMP

2 then deployed approximately 500 Echelon meters in various locations in the Gulf Coast

3 territory and Lewisville on multi-family residential premises in June 2008. The Echelon

4 meters were not only used to obtain on-demand and monthly meter readings, but also

5 were used to successfully initiate on-demand turn-on and turn-off of meters for

6 Disconnect for Non-Pay and Move-in/Move-out requests. TNMP then initiated the final

7 Pilot Program in April 2009 and recently completed the installation of approximately

8 10,000 GE 1210+C meters (8,000 meters in the Gulf Coast and 2,000 meters in

9 Lewisville), in March 2010. The vast majority of these meters were installed on multi-

10 family residential dwellings to expedite installation and reduce costs. This Pilot Program

11 allowed TNMP and SmartSynch (SSI)4 to test the functionality of the meters as

12 prescribed in the Commission's rule. It provided the opportunity to identify and resolve

13 problems with hardware, software, and communication issues. Please refer to witness

14 Kessler's testimony for a more technical discussion of the three Pilot Programs.

15 Q. PLEASE DESCRIBE TNMP'S NEXT STEPS FOR AMS DEPLOYMENT.

16 A. TNMP's non-contiguous, diverse service territory will provide many challenges. The

17 Company plans to deploy meters beginning in January 2011 in the densely populated

18 Gulf Coast area first, followed by the densely populated area of Lewisville, then the rest

19 of North Texas, followed by Central Texas, and finally West Texas, ending in December

20 2015. The plan will ensure the meters are deployed to the largest population of end-use

21 customers in the most efficient and effective manner. Postponing implementation in the

22 more rural areas of North, Central, and West Texas will allow cell phone technology, or

23 other cost effective communication technologies to become more readily available.

24 TNMP believes this strategy will allow the largest number of end-use customers and

25 REP's the advantage of AMS benefits in the timeliest manner.

26 Q. WHY WERE THE CITIES IN THE GULF COAST AREA AND LEWISVILLE SELECTED

27 FOR THE INITIAL FULL SCALE AMS DEPLOYMENT?

28 A. The deployment plan to install advanced meters in more populated, contiguous areas

29 first allows TNMP to obtain efficiencies of meter readings and field operational costs as

30 quickly as possible. Having the largest number of meters closest to existing field offices

31 will allow TNMP quick and easy access to correct meter problems. Larger, more

4 Please reference Mr. Kessler's testimony for more information about SmartSynch.
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1 densely populated areas will greatly reduce the chance of poor communication issues.

2 Also, deploying in higher populated areas first allowed the largest number of end-use

3 customers and REP's the chance to gain advantages of AMR meters as quickly as

4 possible by allowing quicker service order request times. These locations also provided

5 the largest number of multi-family dwellings. This will also allow customer education

6 efforts, as described in witness Whitehurst's testimony, to be focused in a smaller area

7 to obtain the greatest understanding.

8 Q. HOW WILL THE AMS DEPLOYMENT CONTINUE AFTER THE INITIAL

9 DEPLOYMENT?

10 A. After completion of implementation to the highly populated areas of the Gulf Coast

11 service territory and Lewisville, TNMP will continue to deploy meters in the more rural

12 North Texas areas. This is a more efficient use of resources since installation crews will

13 already be in the Lewisville area. After the North Texas deployment is complete,

14 installation crews will be directed to the Central Texas areas, including the cities of

15 Clifton, Meridian, and Gatesville. Upon completion of all towns and rural areas in

16 Central Texas, implementation crews will go to West Texas, including the towns of

17 Pecos and Fort Stockton to complete installation of all TNMP service areas.

18 Q. IS IT THE EXPECTATION OF TNMP THAT THE AMS SYSTEM WILL PROVIDE FULL

19 FUNCTIONALITY AND CUSTOMER BENEFITS IMMEDIATELY AFTER

20 DEPLOYMENT?

21 A. Yes. Meters become fully functional within a few hours of installation. TNMP should

22 have access to the automation of the newly installed meters within one to two business

23 days after installation. TNMP plans to transmit 15 minute interval to the Smart Meter

24 Texas Web Portal within one year after deployment begins.

25 Q. WILL THE INITIAL DEPLOYMENT INCLUDE THE FUNCTIONALITIES ASSOCIATED

26 WITH THE JOINT WEB PORTAL UNDER DEVELOPMENT IN PROJECT NO. 34610?

27 A. As Mr. Kessler discusses in his direct testimony, TNMP expects Joint Web Portal

28 (Smart Meter Texas) functionality within one year after deployment begins.

29 Q. WHEN DOES THE COMPANY PROPOSE TO COMMENCE MONTHLY STATUS

30 REPORTS?
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1 A. TNMP will file monthly progress reports within 15 days following the appropriate month

2 end and semi-annual status reports commensurate with approved market procedures

3 following the approval of the AMS Deployment plan by the Commission as required by

4 PUC Substantive Rule 25.130 (d)(9). Assuming deployment begins on January 1, 2011,

5 the first monthly status report should be filed on or about February 15, 2011.

6 Q. PLEASE PROVIDE EXAMPLES OF ANY REP RETAIL ENERGY PRODUCTS THAT

7 ARE DEPENDENT ON AMS DEPLOYMENT THAT HAVE BEEN OFFERED TO

8 RESIDENTIAL AND SMALL COMMERCIAL CUSTOMERS IN TNMP'S SERVICE

9 AREAS WITHIN ERCOT.

10 A. I am not aware of any specific products being offered by REPs in TNMP's service

11 territory as of the current time, although TNMP has been contacted by two companies to

12 begin testing Home Area Network (HAN) devices once the TNMP filing has been

13 approved.

14 Q. PLEASE PROVIDE THE ESTIMATED ACCURACY OF EXISTING STANDARD

15 METERS ON THE TNMP SYSTEM.

16 A. Per the ANSI Meter Standards (C12.20), all accuracy class 0.5 meters (which are used

17 by TNMP) must be within +/- .2% accurate under normal conditions. TNMP has been

18 using a combination of Landis and Gyr single-phase and poly-phase residential and

19 Elster commercial meters for the several years. In 2009, TNMP tested 3,929 single-

20 phase meters with 56 failing these standards (1.43%), and 382 poly-phase meters with 2

21 failing (0.52%). All testing was done in accordance with ANSI C12.20 standards.

22 Q. PLEASE PROVIDE THE ESTIMATED ACCURACY OF NEW ADVANCED METERS

23 WHICH TNMP PLANS TO DEPLOY ON ITS SYSTEM.

24 A. The complete meter accuracy process is described below. For the 10,000 meter Pilot

25 Project, in 2009, TNMP tested 605 GE 1210+C meters with 0 failing these standards

26 (0%). TNMP has also dual metered 10 meters (8 Residential and 2 Light Commercial) in

27 the Clifton pilot with no discernable differences between usage on the Elster A-3 meters

28 and the previously installed meters. There are also plans to dual meter approximately

29 20 additional meters in the Gulf Coast and Lewisville areas in the near future.

30 Q. PLEASE DESCRIBE THE PROCESS TNMP PLANS TO IMPLEMENT IN ORDER TO

31 ENSURE ACCURACY OF NEW ADVANCED METERS WHICH WILL BE DEPLOYED.
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1 A. The new General Electric (GE) 1210+C meters are also ANSI C12.20 class 0.5 meters

2 and, therefore will have the same standards. All meters are tested in the GE factory

3 before being shipped to TNMP. For the 10,000 meter Pilot Project, as well as meters to

4 be deployed in the future, GE tests all meters prior to shipment to SSI. After SSI installs

5 its communication module into the meter, SSI then retests the meters to ensure

6 accuracy has not been compromised. See witness Kessler's testimony for more detailed

7 description of the communication module installation process. A copy of an SSI test

8 sheet is attached in Exhibit FAB-2. In addition to factory and SSI testing, TNMP tests

9 one box in each pallet (approximately 4.2%) of meters prior to installation. If any meter

10 in that box fails the accuracy test, TNMP then tests another box from the same pallet. If

11 any meter from the second box fails the accuracy test, the entire pallet is rejected and

12 returned to SmartSynch, which in turn would be returned to GE. If the second box

13 passes the accuracy test, any inaccurate meter from the test would be returned.

14 Q. PLEASE PROVIDE SUPPORTING DETAILS FOR THE FIELD EMPLOYEES AND

15 RELATED LABOR COSTS INCLUDED IN THE AMS DEPLOYMENT COST

16 ESTIMATES FOR TNMP AND INDICATE WHETHER THESE ARE EXPECTED TO BE

17 NEW EMPLOYEES.

18 A. TNMP will not hire any new employees to install the new advanced meters. As part of

19 its bid, in addition to purchase of meters, SmartSynch also proposed acting as the

20 primary contractor for installation of the AMR meters. SmartSynch will use Utility

21 Partners of America (UPA), a third party meter installation company that has been in

22 business since 1997, and has installed over six million gas and electric meters.

23 Q. PLEASE DESCRIBE THE MAJOR ASPECTS OF THE METER INSTALLATION
24 PROCESS UPA WILL USE.

25 A. Prior to removal of the old meter, UPA will obtain the current meter reading and enter it

26 into a handheld data collection device. UPA then takes a digital photograph of the old

27 meter that will be used to re-verify the accuracy of the final read. All final meter readings

28 will be 100% audited for validation. UPA then performs a voltage check on the meter

29 base to ensure proper thresholds. UPA will then take a picture of the new meter. Both

30 pictures of the old and the new meter will be stored electronically for future use and

31 validation. After the new meter is installed, UPA will leave a door hanger at the

32 customer premise notifying them of their new advanced meter. A copy of the wording of

33 this door hanger is referenced in witness Whitehurst's testimony.
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1 Q. HOW WILL TNMP NOTIFY CUSTOMERS OF THEIR UPCOMING ADVANCED

2 METER INSTALLATION?

3 A. TNMP will send customers a postcard notifying them of their upcoming advanced meter

4 installation approximately 2 weeks in advance of the anticipated installation date. The

5 cost of customer notification is included in the Customer Education program.

6 VI. TNMP'S AMS COSTS

7 Q. HOW MUCH DOES TNMP EXPECT TO SPEND FOR THE AMS PROJECT FROM

8 THE START OF THE PILOT PROJECT THRU DECEMBER 2010?

9 A. The chart below details all actual costs incurred to da te and budgeted costs through

10 December 31, 2010.

Description of Expenses Total Disposition of Dollar Spend
Elster A-3 Meter Project 65,502 Already Spent
Echelon Meter Project 74,303 Already Spent
GE 1210+C Meter Project 3,478,306 Already Spent
Total Meter Project Expenses $ 3,618,111

AMS Case Expenses 1,012 Already Spent
AMS Surcharge 27,171 Already Spent
Advanced Metering Meetings and Meter
Communication / Support Expense 121,599 Already Spent
Smart Grid Project Planning 436,521 Already Spent
TX AMS Business Study 143,477 Already Spent
Plexus - AMR Business Case Study 89,964 Already Spent
Solutions Cube Group - AMIT Meeting Facilitator 4,200 Already Spent

Travel 85,000 Ongoing
Meter Communication / Support Costs 78,600 Ongoing

Surcharge Proceeding Expense 350,000 To be Spent
Product Maintenance - OMS 60,000 To be Spent
Customer Education 298,808 To be Spent
New Employee Salaries 87,500 To be Spent
Corporate Overhead 38,518 To be Spent
Tax on 2010 Items to be Spent 18,447 To be Spent
Total IT Capital Spend 3,078,628 To be Spent

Total Pre-2011 Costs $ 8,537,556

11

12 Q. DO ALL OF THE COSTS DISCUSSED IN YOUR TESTIMONY TIE OUT DIRECTLY

13 WITH THE COSTS INCLUDED IN THE MCKINSEY MODEL?
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1 A. No. As set forth in the testimony of witness Michael Montgomery, while all of these

2 costs are initially included in the McKinsey Model, these costs are adjusted after

3 application of TNMP's loads and applicable taxes so as to develop the specific inputs

4 into the Model.

5 Q. PLEASE DISCUSS THE COSTS OF THE METERS THAT WERE CHOSEN BY TNMP

6 FOR THE AMR INSTALLATION.

7 A. TNMP has chosen to use the GE 1210+C meter for single-phase residential installations

8 and the GE KV2C for poly-phase commercial installations. A small number of poly-

9 phase meters will be equipped with Reactive Power and Power Quality software for

10 future use. The specific costs of these meters and the software can be found in the

11 McKinsey model. Please refer to witness Kessler's testimony for more information on

12 the GE 1210+C meter.

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

29

30

31

0. PLEASE DISCUSS THE COST OF METER INSTALLATION THAT WILL BE

INCURRED DURING THE DEPLOYMENT OF AMR METERS.

A. As discussed previously, SmartSynch will act as the primary contractor for meter

installation. SmartSynch will use UPA for the actual meter installation. Due to TNMP's

diverse service territory, UPA bid its meter installation for single and poly-phase

installations into three tiers: Suburban, Rural, and Desolate. Cities in each tier were

determined using meter population and distance away from the nearest TNMP

construction center (warehouse facility). The classification tier of each TNMP city can

be found in the deployment plan (Exhibit FAB-1). The specific costs of the meter

installation price, by phase and tier, can be found in the McKinsey model.

0. PLEASE DISCUSS THE CREDIT FOR METER SALVAGE THAT TNMP WILL

RECEIVE.

A. TNMP will receive $0.22 per pound from Utility Recycling Services (URS) as salvage

value for each meter. Assuming an average meter weight of 3.5 pounds, TNMP is using

a $0.77 per meter credit for salvage reimbursement.

Q. PLEASE DISCUSS ANY AMOUNT PAID TO THE METER VENDOR FOR PROJECT

MANAGEMENT SUPPORT.

A. TNMP has agreed to pay SmartSynch for "Project and Deployment Management" on a

per meter basis. The support provided from SSI includes:
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1 • Project & Budgetary management

2 • Deployment design

3 • Front-End System Implementation training and support to include Transaction

4 Management System (TMS) training, Meter Shop Training, and TMS Installation

5 and Support

6 • Field Engineering Suport

7 • Site Validation

8 • RMA Management

9 The specific costs of the SmartSynch Project and Deployment Management can be found in

10 the McKinsey model.

11 Q. PLEASE DISCUSS THE AMOUNTS INCLUDED IN ONGOING O&M EXPENDITURES

12 FOR THE AMR DEPLOYMENT.

13 A. TNMP has agreed to pay SmartSynch for "Hosted Solution / Managed Services" on a

14 per meter per month basis. These services include:

15 • Data Hosting, Collection, and monthly secured data delivery

16 • Airtime for data communication with meters

17 • Monthly Secured Data Collection and Delivery and Support

18 • Daily Export File via FTP or as needed

19 • Periodic on-call data

20 • Provide and operate the server and the communications connection to the

21 wireless network

22 • Coordinate technical operations to manage meter and meter data

23 • Manage secure transfer or access to daily billing data and error reports

24 generated by the server

25 • Perform daily backup of database and files

26 The specific costs of the SmartSynch Hosted Solution / Managed Services fees can be found

27 in the McKinsey model.

16 237



DIRECT TESTIMONY OF F. ALLAN BURKE

1 VII. CONCLUSION

PUC DOCKET NO.

2 Q. WHAT ACTION DO YOU PROPOSE THAT THE COMMISSION TAKE IN THIS

3 PROCEEDING?

4 A. As per PUCT Substantive Rule 25.130, electric utilities are authorized to assess a non-

5 bypassable surcharge to recover costs for deploying an advanced metering system.

6 TNMP is seeking approval of the deployment plan and the related surcharge in order to

7 recover cash flow required for a project of this magnitude.

8 Q. DOES THIS CONCLUDE YOUR TESTIMONY?

9 A. Yes, it does.
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the undersigned authority, on this day personally appeared F. Allan

ing his identity to me and by me being duly sworn, deposes and states

Allan Burke. I am of legal age, a resident of the State of Texas, and

Aed of a felony. I certify that the foregoing testimony, offered by me on

Mexico Power Company, are true and correct and based upon my

experience,"

__iaJ. 4 ^_
F. Allan Burke
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SEAL:

SUBSCRIBED before me, Notary Public, on this ^^. day of May,
ass my hand and seal of office.
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1 I. INTRODUCTION AND QUALIFICATIONS

2 Q. PLEASE STATE YOUR NAME, BUSINESS ADDRESS, AND PLACE OF

3 EMPLOYMENT.

4 A. My name is Kimberly Morris, and I am employed by PNMR Services Company ("PNMR

5 Services"), a wholly owned subsidiary of PNM Resources, Inc. ("PNM Resources"). My

6 business address is 225 E. John Carpenter Freeway, Irving, Texas 75062. My current

7 title is Director - Architecture, within the Business Technology Services (BTS)

8 department.

9 Q. ON WHOSE BEHALF ARE YOU TESTIFYING?

10 A. I am testifying on behalf of Texas-New Mexico Power Company ("TNMP" or "Company").

11 Q. PLEASE DESCRIBE YOUR EDUCATIONAL BACKGROUND AND PROFESSIONAL

12 EXPERIENCE.

13 A. Exhibit KKM-1 describes my background and experience.

14 Q. HAVE YOU PREVIOUSLY TESTIFIED BEFORE THE PUBLIC UTILITY COMMISSION

15 OF TEXAS OR BEFORE ANY OTHER REGULATORY BODY?

16 A. No.

17

18

19

20

21

22

23

24

25

26

27

28

29

0. PLEASE BRIEFLY DESCRIBE THE BTS DEPARTMENT AND ITS ROLE TO TNMP.

A. Business Technology Services (BTS), a department within PNMR Services, is

responsible for developing, operating, and maintaining the information and

communications systems and networks used by PNM Resources operating companies.

The BTS function manages all hardware, software, and telecommunication resources

that the business units use, as well as the applications that serve multiple business

units. The BTS function also has the responsibility for overall policy and standards,

technology architecture, information security, and strategic planning.

Q. WHAT ARE THE PRIMARY RESPONSIBILITIES OF YOUR CURRENT POSITION?

A. My primary responsibilities are to direct a team of individuals who have responsibilities

which include a) strategy, definition, and enforcement of the software development and

infrastructure standards and tools for PNMR; and b) information security policy and

compliance. My organization includes a group of Enterprise Architects and certified
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1 information security specialists who are responsible for the overall enterprise

2 architecture and security decisions for PNMR.

3 Q. HAVE YOU PREPARED ANY EXHIBITS?

4 A. Yes. I am sponsoring Exhibits KKM-1 through KKM-2, which are attached to my

5 testimony. Each of these exhibits was prepared by me or under my direction and

6 control. The information contained in these exhibits is true and correct to the best of my

7 knowledge and belief.

8 11. PURPOSE OF TESTIMONY

9 Q. WHAT IS THE PURPOSE OF YOUR TESTIMONY IN THIS PROCEEDING?

10 A. The purpose of my testimony will be to:

11 o provide the associated development and integration costs for TNMP back-

12 office IT systems required to support wide-scale advanced meter system

13 (AMS) deployment;

14 o provide the Operation & Maintenance savings that will occur through the

15 implementation on new systems.

16 Q. PLEASE SUMMARIZE THE ESTIMATED COSTS THAT YOU HAVE PREPARED FOR

17 THE MODIFICATIONS AND ENHANCEMENTS TO THE BACK-OFFICE SYSTEMS

18 AND WEB PORTAL WHICH YOU SPONSOR.

19 A. Exhibit KKM-2 sets forth the estimated costs for the modifications and enhancements to

20 the back-office systems and web portal that support TNMP's AMS deployment.

21 Because TNMP is a part of a larger family of companies sharing several of the back-

22 office systems, the Company typically receives the full benefit of enhancements to these

23 shared systems while only paying an allocated share of the costs. The web portal, on the

24 other hand, is an application that will be used only by TNMP, so 100 percent of its

25 development costs are allocated to TNMP.

26 As shown on Exhibit KKM-2, and as described further in my testimony, I estimate that

27 $10.8 million in IT capital costs will be incurred. I also estimate that $15.6 million of

28 operations and maintenance (O&M) expense will be incurred in connection with the IT

29 modifications and enhancements over the requested surcharge period; this amount

30 includes yearly security audits. Exhibit KKM-2 lists the various back-office system and
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1 web portal enhancements necessary to support TNMP's AMS deployment along with the

2 resulting costs provided by me to Applicants' witness Michael Montgomery for inclusion

3 in TNMP's surcharge models.

4 III. CAPITAL AND O&M COSTS

5 Q. WHAT NEW APPLICATIONS ARE BEING ADDED TO TNMP'S BACK-OFFICE

6 SYSTEMS TO SUPPORT THE PROPOSED AMS?

7 A. As discussed in more detail by Mr. Kessler, the new back-office systems necessary to

8 support TNMP's deployment of AMS will include an Advanced Metering Infrastructure

9 (AMI) head-end system and a new Web Portal. The AMI head-end system is the

10 centralized back-office software application that is used to communicate messages

11 between the back-office systems and the advanced meters.

12 Q. WHAT MODIFICATIONS TO THE EXISTING BACK-OFFICE SYSTEMS ARE

13 NECESSARY TO SUPPORT THE PROPOSED AMS?

14 A. As described in detail by Mr. Kessler, the following must occur to support the proposed

15 AMS solution:

16 1. Purchase and install a new Meter Data Management System (MDMS).

17 2. Purchase and install a new Complex Billing System to support interval data billing.

18 3. Purchase and install new Outage Management System (OMS) to support reading,

19 routing, and management of AMS Meter alarms.

20 4. Integration of new systems with TNMP's existing systems. This will require

21 extensive work to allow the new systems to share data with, Banner (CIS), GIS, the

22 Meter Head-End System (TMS), Texas Common Portal, Meter Inventory System,

23 EDI Transaction management system and TIBCO Enterprise Data Transport.

24 5. Modifications to TNMP's EDI Gateway and Banner (Customer Information System)

25 will be required so that these systems can handle messages and information

26 required by new AMS market rules associated with EDI transactions to ERCOT.

3 248


	page 1
	page 2
	page 3
	page 4
	page 5
	page 6
	page 7
	page 8
	page 9
	page 10
	page 11
	page 12
	page 13
	page 14
	page 15
	page 16
	page 17
	page 18
	page 19
	page 20
	page 21
	page 22
	page 23
	page 24
	page 25
	page 26
	page 27
	page 28
	page 29
	page 30
	page 31
	page 32
	page 33
	page 34
	page 35
	page 36
	page 37
	page 38
	page 39
	page 40
	page 41
	page 42
	page 43
	page 44
	page 45
	page 46
	page 47
	page 48
	page 49
	page 50

