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PROJECT NO. 27706

REPORTS OF THE ELECTRIC § PUBLIC UTILITY COMMISSION
RELIABILITY COUNCIL OF TEXAS § OF TEXAS

ERCOT'S REPORT FOR THE SECOND QUARTER OF 2012

COMES NOW, Electric Reliability Council of Texas, Inc. (ERCOT) and files its Rep6p ^

for the Second Quarter of 2012 pursuant to PUC SUBST. R. §25.362(i)(3). Attachments'"marked

with an asterisk (*) contain information which is proprietary and confidential and shall be`:'
,.. a.-)

provided in accordance with Commission policy set forth in PUC PROC. R. §22.71 and PUC t`'^

SUBST. R. §25.362. The following documents comprise this report:

SUBST. R. Section Document Description Attachments

§25.362(i)(3)(A)
Any internal Audit Reports that were produced during the reporting
quarter.

2012 Approved Audit Plan June 30, 2012 A
Audit Cover Letter: 2012 Annual Report on Fraud Prevention,
Monitoring, and Testing Program Al

Audit: 2012 Annual Report on Fraud Prevention, Monitoring, and
Testing Program A2*

Audit Cover Letter: 2012 Audit of Accounts Payable A3

Audit: 2012 Audit of Accounts Payable A4*

Audit Cover Letter: Targeted Review of Vendors for Compliance with
Contract Terms and Conditions AS

Audit: Targeted Review of Vendors for Compliance with Contract
Terms and Conditions A6*

Audit Cover Letter: Congestion Revenue Rights (CRR) Process A7

Audit: Congestion Revenue Rights (CRR) Process A8*

Audit Cover Letter: Identity and Access Management Processes A9

Audit: Identity and Access Management Processes A10*

Audit Cover Letter: Protocol 1.4.3.1 Confidentiality Compliance Audit All

Audit: Protocol 1.4.3.1 Confidentiality Compliance Audit A12*

Audit Cover Letter: ERCOT's Shared Drives A13

Audit: ERCOT's Shared Drives A14*

2012 Vulnerability Assessments Follow-up Process Memorandum A15*

^4l



§§25.362(i)(3)(B)
and 25.88

A report on performance measures, as prescribed by the commission. Not attached -
this Report is
filed in Project
No. 36141

§25.362(i)(3)(C) By Account item as established in the fee-filing package prescribed by the
commission under 22.252 of this title (relating to Procedures for Approval
of ERCOT Fees and Rates) a report of:

(i) ERCOT fees and other rates, funds allocated, funds encumbered, B
and funds expended;

(ii) An explanation for expenditures deviating from the original B 1
funding allocation for the particular account item;

(iii) For the report covering the fourth quarter of ERCOT's fiscal year,
a detailed explanation of how unexpended funds will be expended
in the subsequent year.

Respectfully submitted,

By: CtJ Vi4/
Chad V. Seely
Assistant General Counsel
Texas Bar No. 24037466
(512) 225-7035 (Phone)
(512) 225-7079 (Fax)
cseelyr)c ,ercot.com

ERCOT
7620 Metro Center Drive
Austin, Texas 78744

ATTORNEY FOR ELECTRIC
RELIABILITY COUNCIL OF TEXAS, INC.
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Attachment Al

Elft"OT

TO: Bill Magness, Vice President, General Counsel and Corporate Secretary

FROM: Rachel Holcombe, Senior Internal Auditor - Internal Audit Department

DATE: May 29, 2012

SUBJECT: 2012 Annual Report on the Fraud Prevention, Monitoring, and Testing Program

Attached is the final report from Internal Audit's 2012 Annual Report on the Fraud Prevention,
Monitoring, and Testing Program.

The report rating for this review is as follows:

E Controlled

Additional details regarding this review are contained in the attached report.

cc: Trip Doggett Jimmy Ramirez
Mark Ruane Oscar Macakiage
Chuck Manning Donna L. Nelson (PUCT)
Jerry Dreyer Brian Lloyd (PUCT)
Kent Saathoff Ken Gable (PUCT)
Mike Petterson Kenneth W. Anderson Jr. (PUCT)
Betty Day Rolando Pablos (PUCT)
Rebecca Beckham Craven Crowell (Chair, ERCOT Board of Directors)
Bill Wullenjohn Judy Walsh (Vice-Chair, ERCOT Board of Directors)
Brandt Rydell ERCOT Finance and Audit Committee
Grady Roberts Ernst & Young, LLP

9



Attachment A3

^

TO:

FROM:

DATE:

SUBJECT:

Mike Petterson, Vice President - Finance and Treasury
Rebecca Beckham, Manager - Accounting

Chris Langan, Senior Internal Auditor - Internal Audit Department

June 22, 2012

2012 Audit of Accounts Payable Audit Report

Attached is a copy of the audit report from our recent Audit of Accounts Payable.

The report rating for this audit is as follows:

E
Controlled

Additional details regarding this audit are contained in the attached audit report.

cc: Trip Doggett
Bill Magness
Chuck Manning
Kent Saathoff
Jerry Dreyer
Betty Day
Mark Ruane
Bill Wullenjohn
Brandt Rydell
Oscar Macakiage

Leslie Wiley
Rolando Pablos (PUCT)
Ken Gable (PUCT)
Brian Lloyd (PUCT)
Kenneth W. Anderson (PUCT)
Donna Nelson (PUCT)
Craven Crowell (Chair, ERCOT Board of Directors)
Judy Walsh (Vice-Chair, Board of Directors)
Ernst and Young, LLP
Finance and Audit Committee

Internal Audit Department
10



Attachment A5

TO: Grady Roberts, Director of Finance
Brandt Rydell, Assistant General Counsel
Jimmy Ramirez, Contract Administration and Procurement Manager

FROM: Rachel Holcombe, Senior Internal Auditor - Internal Audit Department

DATE: June 14, 2012

SUBJECT: Targeted Review of Vendors for Compliance with Contract Terms and Conditions

Attached is the final audit report from Internal Audit's Targeted Review of Vendors for
Compliance with Contract Terms and Conditions.

The report rating for this audit is as follows:

Moderate
Improvements
Needed

Additional details regarding this audit are contained in the attached audit report.

cc: Trip Doggett
Mike Petterson
Kent Saathoff
Jerry Dreyer
Bill Magness
Mark Ruane
Chuck Manning
Bill Wullenjohn
Betty Day
Rebecca Beckham

Oscar Macakiage
Rolando Pablos (PUCT)
Donna L. Nelson (PUCT)
Brian Lloyd (PUCT)
Ken Gable (PUCT)
Kenneth W. Anderson Jr. (PUCT)
Craven Crowell (Chair, ERCOT Board of Directors)
Judy Walsh (Vice-Chair, ERCOT Board of Directors)
ERCOT Finance and Audit Committee
Ernst & Young, LLP

11



Attachment A7

^
^

w=

TO:

FROM:

DATE:

SUBJECT

Matt Mereness, Manager - Day Ahead and CRR Markets

Michelle Myers, Senior IT Auditor - Internal Audit Department

April 2, 2012

Audit of ERCOT's Congestion Revenue Rights (CRR) Processes

Attached is the final audit report from Internal Audit's review of ERCOT's Congestion Revenue
Rights processes.

The report rating for this audit is as follows:

Minor Improvements
Needed

Additional details regarding this audit are contained in the attached audit report.

cc: Trip Doggett Vicki Scott
Mike Petterson Isabel Flores
Kent Saathoff Rolando Pablos (PUCT)
Jerry Dreyer Donna L. Nelson (PUCT)
Bill Magness Brian Lloyd (PUCT)
Mark Ruane Ken Gable (PUCT)
Chuck Manning Ken Anderson (PUCT)
Bill Wullenjohn Craven Crowell (Chair, ERCOT Board of Directors)
Betty Day Judy Walsh (Vice Chair, ERCOT Board of Directors)
Chad Seely ERCOT Finance and Audit Committee
Patrick Coon Ernst & Young, LLP
Ted Hailu
John Dumas
Brandt Rydell
Oscar Macakiage

12



Attachment A9

^

TO:

FROM:

DATE:

SUBJECT:

Jerry Dreyer, Vice President and Chief Information Officer
Aaron Smallwood, Director - IT Operations

Michael Ratemo, Senior IT Auditor - Internal Audit Department

June 14, 2012

Audit of ERCOT's Identity and Access Management Processes

Attached is the final audit report from Internal Audit's review of ERCOT's Identity and Access
Management Processes.

The report rating for this audit is as follows:

° Moderate
Improvements
Needed

Additional details regarding this audit are contained in the attached audit report.

cc: Trip Doggett
Chuck Manning
Ann Delenela
Mark Ruane
Stephen Daniels
Bill Magness
Kent Saathoff
Susan Westbrook
Betty Day
Bill Wullenjohn
John Fisher
Mike Petterson
Bryan Hanley
Trey Felton
Theresa Moody
Brandt Rydell

Jake Brown
Oscar Macakiage
Jorge Robles
Alanna Lawrence
Anand Tandon
Benjamin Hampton
Evan Sutton
Ken Gable (PUCT)
Brian Lloyd (PUCT)
Rolando Pablos (PUCT)
Donna L. Nelson (PUCT)
Kenneth Anderson (PUCT)
Craven Crowell-(Chair, Board of Directors)
Judy Walsh (Vice-Chair, Board of Directors)
ERCOT Finance and Audit Committee
Ernst & Young, LLP

13
Internal Audit Department



Attachment A II

^

TO:

FROM:

DATE:

SUBJECT

Bill Magness - Vice President, General Counsel, and Corporate Secretary

April Vega, Senior Internal Auditor - Internal Audit Department

June 28, 2012

Protocol 1.4.3.1 Confidentiality Compliance Audit

Attached is the final audit report from Internal Audit's review of Protocol 1.4.3.1 Confidentiality
Compliance.

The report rating for this audit is as follows:

E
Controlled

Additional details regarding this audit are contained in the attached audit report.

cc: Trip Doggett
Betty Day
Mark Ruane
Chuck Manning
Mike Petterson
Bill Wullenjohn
Kent Saathoff
Woody Rickerson
Mandy Bauld
Joel Mickey
John Dumas
Bobby Reed
Shawna Jirasek
Jackie Ashbaugh
Vanessa Spells
Vickie Leady
Brandt Rydell
Oscar Macakiage

Jerry Dreyer
Dan Woodfin
Ted Hailu
Grady Roberts
Chad Seely
Kristi Hobbs
David Fryklund
Jimmy Ramirez
Mike McCarty
Donna L. Nelson (PUCT)
Brian Lloyd (PUCT)
Ken Gable (PUCT)
Kenneth W. Anderson Jr. (PUCT)
Rolando Pablos (PUCT)
Craven Crowell (Chair, ERCOT Board of Directors)
Judy Walsh (Vice-Chair, ERCOT Board of Directors)
ERCOT Finance and Audit Committee
Ernst & Young, LLP -
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Attachment A 13

4 000
TO: Jerry Dreyer, Vice President and Chief Information Officer

Aaron Smallwood, Director - IT Operations

FROM: Michael Ratemo, Senior IT Auditor - Internal Audit Department

DATE: June 14, 2012

SUBJECT: Audit of ERCOT's Shared Drives

Attached is the final audit report from Internal Audit's review of ERCOT's Shared Drives.

The report rating for this audit is as follows:

Minor
Improvements
Needed

Additional details regarding this audit are contained in the attached audit report.

cc: Trip Doggett
Chuck Manning
Ann Delenela
Mark Ruane
Stephen Daniels
Bill Magness
Kent Saathoff
Susan Westbrook
Betty Day
Bill Wullenjohn
John Fisher
Mike Petterson
Bryan Hanley
Trey Felton
Theresa Moody
Brandt Rydell

Jake Brown
Oscar Macakiage
Jorge Robles
Alanna Lawrence
Anand Tandon
Benjamin Hampton
Evan Sutton
Ken Gable (PUCT)
Brian Lloyd (PUCT)
Rolando Pablos (PUCT)
Donna L. Nelson (PUCT)
Kenneth Anderson (PUCT)
Craven Crowell (Chair, Board of Directors)
Judy Walsh (Vice-Chair, Board of Directors)
ERCOT Finance and Audit Committee
Ernst & Young, LLP
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